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THE LOW-DOWN ON GDPR

EUREGULATION ®---# 25TH MAY 2018 «---» UPDATETODPD #---® PERSONALDATA ®---®  CONSENT



WHAT IS PERSONAL DATA?

ANY INFORMATION RELATING TO AN OR
IDENTIFIABLE NATURAL PERSON ("DATA SUBJECTS")

Not just Pll but IP addresses & cookie ID’s
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“WE CAN DISTINGUISH THEM FROM
OTHER MEMBERS OF THE GROUP”

K
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IDENTIFIABLE

“CAN BE IDENTIFIED DIRECTLY OR INDIRECTLY, IN
PARTICULAR BY REFERENCE TO AN IDENTIFIER
E.G. NAME, ID NUMBER, LOCATION DATA"
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WHERE DOES GDPR A

THE DATA CONTROLLER THE DATA CONTROLLER OR DATA
~ ORDATA PROCESSOR PROCESSOR IS NOT IN THE EU BUT THE
ISINTHEEU DATA SUBJECTS ARE IN THE EU
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CONSENT BY DEVICE & MEDIA TYPE
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DATA PROTECTION OFFICER

ADVISE EMPLOYER/CLIENT ON DATA PROTECTION LAWS
MONITOR COMPLIANCE

ADVISE DATA IMPACT ASSESSMENTS

LIAISE WITH SUPERVISORY AUTRORITY



GDPRPENALTIES




GETTING GDPR READY




CAPTIFY'S GDPR READY

DATA DATA DPIA (DATA PRIVACY SECURITY
INVENTORY MAPPING IMPACT ASSESSMENT)

CONSENT DATA PROTECTION INDUSTRY CONTRACT GDPR
MECHANISM OFFICER EDUCATION REVIEWS CERTIFICATE
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7//\;\% IHS Markit

The role of digital advertising &
data for the European media
ecosystem and economy

Dr. Daniel Knapp, Executive Director TMT, IHS Markit




Agenda Today

- Presentation of results from two intersecting studies:
>Contribution of Digital Advertising to the EU Economy

> The Economic Value of Data-Driven Advertising
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Economic Contribution of Digital
Advertising

V///‘m\\\' IHS Markit
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Measuring economic contribution

We measure the economic contribution of digital advertising in terms of two main
metrics:

- Gross Value Add (GVA): a firm’s turnover minus what it pays its suppliers,
which can be added up and whose total sum across the economy is roughly
equivalentto the economy’s gross domestic product or GDP (GDP is equivalent
to the sum of all industries’ GVA plus taxes minus subsidies).

- Jobs Created & Enabled by digital advertising.
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About this study

* 2015: first attempt to quantify the economic contribution of digital advertising to
the EU economy.

* Foundational method developed in 2015 study, update for 2017 release.

* Meta-analysis of third-party studies & extraction of assumptions and models for
audit.

* Ingestion of multiple official statistical data sources (eg. Eurostat).

* Data relating to advertising or media content & service revenue is sourced from
IHS Markit’s proprietary industry databases and the joint IAB Europe Adex
Benchmark report.
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Overview of economic impact flows of advertising

Advertising-related activities Audience-related effects

. Advertisin
Direct Publishers dve FISI = < Brands
Ad sales services Ad spend )
effects ¥ ¥ L 0
— =
Suppliers Suppliers Suppliers §
Indirect o
\/ \J ¥ a
effects
Suppliers Suppliers Suppliers
In
duced Extra jobs support increased consumer demand for goods/services across the economy
effects
Spill-over
effects { Skills, Industry development, R&D, infrastructure, etc
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Converting effect types into measures of economic contribution

Direct Effects (1) Economic contributions from firms in the Direct contribution, only taking into
immediate advertising value chain. account direct effects (1).
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Converting effect types into measures of economic contribution

Direct Effects (1) Economic contributions from firms in the Direct contribution, only taking into
immediate advertising value chain. account direct effects (1).

Indirect Effects (2) Contributions from these firms’ suppliers,
their suppliers’ suppliers, etc.

Extended contribution, taking into
Induced Effects (3) Activities that support the jobs of account direct effects, plus indirect
employees throughout this extended @nd induced effects (1+2+3).

advertising ecosystem (1+2), who in turn
spend money as consumers.
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Converting effect types into measures of economic contribution

Direct Effects (1) Economic contributions from firms in the Direct contribution, only taking into
immediate advertising value chain. account direct effects (1).
Indirect Effects (2) Contributions from these firms’ suppliers,

their suppliers’ suppliers, etc.
Extended contribution, taking into

Induced Effects (3) Activities that support the jobs of account direct effects, plus indirect
employees throughout this extended @nd induced effects (1+2+3).
advertising ecosystem (1+2), who in turn

spend money as consumers.

Spill-over Effects (4) Effects sui generis for advertising outside Overall contribution, adding all types
the immediate value chain. of effects (1+2+3+4).
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Up to 6 million jobs in the EU are contingent on digital advertising

EU-28: Jobs supported by digital advertising (2015, millions)

1.5

////-‘M\\\' IHS Markit

1 -
Direct Extended Overall
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Digital advertising contributes over half a trillion €s to the EU economy

EU-28: GVA contribution of digital advertising(2015, €bn)
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€35.2bn net addition in 11 years....

Total online ad spend: historical perspective
45 41.8
40 37.1%

35 32.1
30

25

28.6
24.4
21.9
18.8
20
14.5 15.8
15
s B i I

2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016

S D

*restated from €36bn as measured in 2015 due to methodology change at local IABs

_Source: IAB Europe & IHS Markit
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...as online offsets losses of traditional media, establishinga new
advertising market high for the first time since the 2009 recession

Peak Online growth

offsets decline

New market
high (+€1.2bn)

Recessionary
market low

‘traditional’ Ebisione]

media

market high

Traditional vs Online Advertjsing (€Ebn)

120

100
80
60

{IIIII\

40
20
2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016

B Other Media ® Online
_Source: IAB Europe & IHS Markit
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Online expands its lead over other media categories™

Ad spend by category in Europe in 2015and 2016 (€bn)

Online
TV
Print
OOH
Radio

Cinema

-

0 5 10 15 20 25 30 35 40 45
©2016 ®m2015

Source:HS Markit ©2017 IHS Markit

Source: IAB Europe & IHS Markit *broadcaster online video accounted for inthe ‘online’
////“\\\i IHS Markit ©2017 IHS Markit. All Rights Reserved. category. TVis linear traditional TV advertising only. 14



Advertising is the predominant online business model for newspapers
and magazines

EU-28: Online revenues newspaper &
consumer magazines (2016)

2.2%

m Advertising Paid-For* mOther**
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Advertising 1.6x of App revenue in 2016, set to expand lead to 2.2x by
2020

EU-28: Mobile advertising vs app revenue (€m)
25,000

22,139

o
7]
<
()]
i

20,000

15,000
10,000
5,000
0
2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020
B Advertising B Apps (transactional)
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Over half of online video revenues are generated through advertising

EU-28: Online video revenue distribution by business
model (2016)

5.6%
6.7% __

m Advertising = Subscription = Purchase = Rental

%;/7:\\\\ IHS Markit ©2017 IHS Markit. All Rights Reserved. 17



Economic Value of Data-Driven
Advertising
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About the study

* In- depth interviews and consultations with digital advertising market participants in the EU-28.
* n=30, using principle of sample saturation

* Feedback from countries with a mature digital advertising economy (high digital ad spend per
capita) and emerging digital advertising markets (low digital ad spend per capita).

* Adding IHS Markit's proprietary database expressed in an econometric model.

* Scenario-based impacts calculated through by-company and company-group segmentation of
the digital advertising market size. Each company/type has been marked with meta-data on
indexes/scores.

* GDPR and ePrivacy impacts have not been separated out as many participants were able to
provide feedback on a holistic impact only. In practice, more companies have developed
contingency models for GDPR to mitigate impact than for ePrivacy.
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Brands are pressured to generate more results & measure
ROI from same or smaller media dollars in a post-growth age

Ad spend is getting decoupled from Ad spend CAGR 2016-2021: mature ad
wider economic growth markets are post-growth
——————— 18%
15% a : 8%  16.5%
. | : 16%
L0% ' I 13.8%
: : 14%
5% i 11.8%
| 12%
i : 10.4%
0% t 1 10%
o o N M ST NN oo! “Nm < 0nolNo oo
O O O O O O O\O i B T T T I e e B e B o I
o O ooooooooooooooo|oooo 89 o
-59% HNVNNNNNN NNNNNNNNINNNNN: (] 7.0% 6.6%
I [
: 1 6%

-10% I : : :
l : e 12.7%  2.6%!
| |

'150/0 1 : 20/0 : :
: ' I I

-20% D — . 0% : :

LATAM Africa ME APAC World CEE ; US WE |
e===|JS total ad spend <====GDP b o o 1
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Need for ROl and measurability means that in digital display
ads, value of data already exceeds media value...

Flow of spend in digital display ad ecosystem

100% -
o - ....................... ALJO —_—
90% - $0.05
20%
80% -
70% -
']
60% - — ¢
15%
50% -
40% -
L L —
20% -
10% -
0% - T ! '
Advertiser Agency Trading desk DMP/Data DSP Ad exchange SSP/Ad Publisher
provider network
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.and all media need to answer brands’ call to augment
iInventory with data, analytics to boost accountability

Advertising Spend Structure By Medium in 2016

Traditional Media Digital Media

100%
80/0 100/0 50/0 70/0

90% 22% 250, @

80% > 28% 35% Joo

70% 55% 60%
60%

50%

40%

30%

20%

10%

0%

Newspapers
Radio
Cinema
Video
Progammatic

Out-of-Home
Magazines
Paid-for-Search

Online Display &

B Media Buy Agency Labor*

*all agency production & service costs including shoot, talent, creation, advisory, planning, measurement, optimization
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Acceleration of cord-cutting makes it harder for brands &
agencies to deliver against TV brand advertising KPlIs...

Cord cutting in all affected markets: Pay TV net
subscriber declines vs revenue % change,
2011 vs 2016 - 70%

US: Quarterly pay TV net
additions/losses (000s)
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...while an explosion of connected & mobile video devices
complicates reaching increasingly distracted consumers

« Less mature markets are being driven by smartphones - Asia is a ‘mobile-first” region

Global connected AV devices installed base by type

12

10

(o]

Installed base (bn)
()}

N
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2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021

6

Devices/household

Connected AV devices market share by type and region, 2016

Others
s FTA STBs Asia Pacific

BD players
=== Game consoles Latin America N e
s OTT STB

— oy s S N

s Smart TVs

. Tabl

W PCs

s Smartphones

North America
Devices/household |

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

= Smartphones =PCs ®mTablets ® Smart TVs mOTT STBs =Pay TV STBs = Game consoles " Others

© 2017 IHS Markit. All Rights Reserved. 24



Amidst these challenges, new data-driven opportunities for
consumer understanding emerge to deliver better ad ROI

Proxy
1 [
Metrics GE) .
5 £
»n O
C C
S
"
53
Purchase D c
Metrics o -
T

D Match data
ata (Postal, Email, Cookie ID,
pools Mobile ID, etc)
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Data helps produce more relevant ads for consumers...

Average conversion rates display banner advertising*

1 0.7

' T

run-of-network behavioural retargeting

=N,
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...and enhances media companies’ ability to create
sustainable business models with free consumer access

30
25
20
15
10

=N

74//”“\\ IHS Markit

Comparison: advertising cost-per-thousand price ranges

max: €25

max: €8
_ min: €1.8
min: €0.4
without behavioural with behavioural
targeting targeting

© 2017 IHS Markit. All Rights Reserved. 27



Ad Spend using behavioural data to grow by 106% over forecast period

////-‘h.\\\\' IHS Markit

Europe: Digital Display Targeting Ad Spend (€bn)*

25,000

20,000 6010
15,000
10,000

5,000 6
= 0,
5,813.9 6 /°
2,113.6
0
2016 2020

No Behavioural Targeting B Behavioural Targeting

*definition of ‘behavioural data differs between companies, we have not audited claims & definitions of ‘behavioural’ in this study, demographic data
included, i.e. for behavioural look-alike modelling
© 2017 IHS Markit. All Rights Reserved. 28




Up to 50% value loss on 2016 market size

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%

////‘M\\\' IHS Markit

Behavioural Targeting Digital Ad Spend:

Regulatory Impact Scenarios based on 2016 values

Current Market

Scenario 1

© 2017 IHS Markit. All Rights Reserved.

Scenario 2

Scenario 3

29




e ————— R e S AR
The market will be thrown back 2.5. to 5 years...

50

37.5

25

-
) i i I
oﬁ i

2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 201 6Cu rrent Market Scenario 1 Scenario 2 Scenario 3
Source: IAB Europe analysis of IHS Markit data
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...and further growth will be additionally hampered

Behavioural Targeting Digital Ad Spend: Regulatory
Impact Scenarios based on 2020 market forecast

2020 market w/o Optimistic Scenario Balanced Scenario Pessimistic Scenario
regulatory change

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%
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daniel.knapp@ihsmarkit.com




GETTING AHEAD OF THE
CONSENT GAME

Unveiling the Advertising Industry’s GDPR
Consent Mechanism

EDAA Summit
ooooooooooooooooooooo



Overview iab

* Entering into application of the GDPR in May 2018 will require
significant change for data processing based on consent.

* |IAB Europe’s “GDPR Implementation Group” has been working on
interpreting GDPR consent rules since January 2017,
» Paper published on IAB Europe’s website (www.iabeurope.eu) today.

* |AB Europe’s “GDPR Implementation Group” has been working on
finding a technical solution to the challenges GDPR consent poses.
 Technical standard will be presented publicly for the first time today.
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Why does consent matter? ‘ab:

* Under GDPR, consent is only one of six “legal grounds” for
processing personal data.

» But GDPR also changes the definition of consent applicable to the
ePrivacy Directive, better known as the “Cookie Directive”.

* Much of the data collection and processing that the advertising
industry engages in will require GDPR consent moving forward.



ePrivacy Directive

iab

» Storing information, or
accessing information on a
user device generally requires
consent.

e®curope



ePrivacy rules before GDPR

ePrivacy
Consent GET CONSENT AS DEFINED BY
Requirement

X

Data Protection Act

S
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Wet bescherming
persoonsgegevens
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Bundesdatenschutzgesetz



ePrivacy rules after GDPR
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Hierarchy ePrivacy and GDPR iab:

ePrivacy GDPR  Collection of data over the

internet generally requires
consent because of ePrivacy

* Processing of personal data
already collected requires a
GDPR Legal Basis €.8. consent or
legitimate interest.

* Where both apply at the same
time the more specific
Consent Consent requirement prevails.

Processing
personal data

Storing/accessing
data on device

Storing/accessing
Personal data on device

Consent GDPR Legal Basis
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What is GDPR consent? iab:

* Freely given, specific, informed and unambiguous indication of
agreement, by a statement or by a clear affirmative action.

* More robust information disclosure requirements, including but not
limited to identity of controllers and the purposes of processing.

* A new obligation for controllers to be able to “demonstrate”
consent, e.g. through a record.

» Consent must be revocable as easily as it was to give consent in the
first place.
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Choices can be service-specific... iab:

2 2 2
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... or global
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Old “assumption model” inadequate iab:

* Complying with GDPR consent will require stronger cooperation
between and accountability by all advertising ecosystem players.

* First parties must disclose more information to obtain valid consent
for themselves and their third party advertising partners.

 Third parties must ensure that first parties have up-to-date
information for such disclosure.

 Third parties must not collect or process information on the basis of
consent before a user’s affirmative consent can be proven.

* First parties must ensure that consent is obtained affirmatively and
let third parties know of a user’s consent choices.



What is needed? iab

* New technology standards facilitating and enabling

» dynamic disclosure by first parties of third party advertising partners and
the purposes for which they collect and process data.

* transmission of user consent choices by first parties to third party
advertising partners.

* obtaining, remembering, and updating (including revocation) of consent
choices.

* increased accountability in the advertising ecosystem by enabling the
creation of consent records and an audit trail.

* doing all of the above on desktop and mobile devices alike.
* meeting all of the above criteria before 25 May 2018.
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What else is needed? iab:

* Scale. In order for industry to effectively cope with GDPR consent
requirements, balkanization of standards should be avoided.

» Effective and efficient industry governance.

* Policies and principles around use of the new technical standards to
ensure mutual trust and reassurance.



Technical Context

Browser/App Header Tag

iab

Ad Server

DCO Vendor

Viewability

provider
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Solution Overview iab:

1. Anindustry-wide approved vendor list

2. Astandardized mechanism for requesting, storing, and optionally
sharing consent

3. Astandardized data structure for transmitting consent state via
Daisy Chain
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Industry Vendor List iab:

(@)

JI

* A centralized, dynamic list of vendors, their purposes, their privacy
policy URL, et al

* \Versioned to allow for audit trail

* Publishers will use the vendor list as basis for disclosure and
consent requests

» Both vendors and publishers will need to adhere to principles and
minimum standards - to be determined in the policy track
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Requesting Consent b

C

A JavaScript library/APl which enables publishers to customize the
experience of asking for consent
 Abstracts the complexities of consent checking and storage
* Implements standardized disclosure language

* Ensures the the vendor list and disclosure language stays updated to latest
version

* Integrates with consent identification mechanism
» Makes the consent data available for downstream usage via daisy chain

* Open Source examples of user interfaces which
implement/leverage the API



ope

Storing Consent iab:

 Consent storage requires two mechanisms: a user identification
method and persistence method

* Global scope identification for web to be made possible via a
common domain namespace and identifier cookie

* Persistence to be...

WIL TO COMPLETE
BOTH VOICEOVER
AND SLIDE



Transmitting Consent iab

* Consent value to be binary: ”consent” or “no consent”

* Consent will be transmitted via daisy chain: every upstream
member will append the consent payload into any downstream
requests

 Consent data structure supports per-purpose (small payload), per-
company (moderate payload), per-purpose, or per-company and
per-purpose (larger payload).

 Policy requirements to determine implementation

* Consent values to be compressed into as small of a data structure

pOSSIble WIL TO COMPLETE

SLIDE
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Combined, they enable.. iab:

* Transparency into the supply chain for both consumers and
publishers

* An auditable consent trail that gives all supply chain members
confidence by providing a more efficient disclosure mechanism,
that enables companies to ’Know” rather than “assume”

A better user experience than if every publisher were to try to solve
on their own
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Implementation Targets b

* Publication of technical specifications - December 2017

* Define policy standard for central vendor list - February 2018
* Define policy standard for consent UX - February 2018

* OpenRTB Extention specification - February 2018
 Reference implementation - February 2018
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Supporters iab:
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Stay informed iab:

adverTisins .
CONsSENT Sign Up Press Release Supporters

THE ADVERTISING INDUSTRY'S

GDPR CONSENT MECHANISM

Our complex ecosystem must cooperate more clos lyth er before to meet the
requirements of the GDPR. Find out how your organisation can be part of the solutiol Sg pt
the mailing list!

SIGN UP

www.advertisingconsent.eu
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international assoqiation
of privacy professionals

GDPR Readiness: Role of the DPO
EDAA Summit2017 — London

Paul Jordan
Tuesday 28 November, 2017

www.iapp.org
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Overview Iapp

* General DPO requirements under the
GDPR: legitimacy of the DPO role

* International Research findings in Data
Protection




Data Protection Officer 1app

- S

Number of s required under GDPR
28,000..EU & 75,000 Globally

"’ '

GDPR mandates the appointment of
a DPO when core activities involve:

1. Regular and systematic monitoring of
data subjects on a large scale, or

2. Processing of special categories of data
onalarge scale

When in doubt, appoint a DPO

www.iapp.org
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Data Protection Officers
Art. 37-39

Data Protection Officers (Art. 37—39) are to ensure
compliance within organisations. They have to be appointed
for all publicauthorities and for companies where the “core
activities”:

- regularly and systematically monitor data subjects on a
large scale, or

- process on a large scale special categories of data (Art. 9
and 10).




lapp

What does ‘core activities’ and ‘large
scale’ mean?

- Core Activities: Key operations necessary to achieve business goals +
processing which forms an inextricable part of the business activity.

- Large Scale: Recital 91 mentions “processing operations which aim to
process considerable amounts of personal data at national, regional or
supranational level which could affect a large number of data subjects
and which are likely to result in a high risk”.




DPD

SECTION IX NOTIFICATION
Article 18 Obligation to notify the supervisoryauthority

1. (...)

2. Member States may provide for the simplification of or exemption
from notification only in the following cases and under the following
cor;di‘tions:

* Where the controller,in compliance with the national law which
governs him. anpoints a personal data protection official,
responsible in particular:

*for ensuringin an independent manner the internal application
of the national provisions taken pursuantto this Directive

*for keeping the register of processing operations carried out by
the controller, containing the items of information referred to in
Article 21 (2), thereby ensuring that the rights and freedoms of
the data subjects are unlikely to be adversely affected by the
processing operations.

Article 20 Prior checking

1. (...)

2. Such prior checks shall be carried out by the supervisory authority
following receipt of a notification from the controller or by the data
protection official, who, in cases of doubt, must consult the

supervisory authority.

ilapp

SECTION 4 DATAPROTECTION OFFICER
Article 37 Designation ofthe data protection officer

1. The controller and the processor shall designate a data
protection officer in any case where:
a) the processing is carried out by a public authority or body,
except for courts acting in their judicial capacity;

b) the core activities of the controller or the processor
consist of processing operations which, by virtue of their
nature, their scope and/or their purposes, require regular
and systematic monitoring of data subjects on a large
scale; or

c) the core activities of the controller or the processor
consist of processing on alarge scale of special categories
of data pursuant to Article 9 and personal data relating to
criminal convictions and offences referredtoin Article 10.

www.iapp.org
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Data Protection Officers |app
Nature and challenges

e The DPO issimilarbut not the same asa Compliance Officer as they are also expected
to be proficient at managingIT processes, data security (including dealing with cyber-
attacks) and other critical business continuity issues around the holdingand
processing of personal and sensitive data. The skill set required stretches beyond
understanding legal compliance with data protection laws and regulations.

* Monitoringof DPOs will be the responsibility of the Regulatorrather than the Board
of Directors of the organisation that employs the DPO: the independence factor.

* Internally, the DPO will need to create their own support teamand will also be
responsible for their own continuing professional developmentas they need to be

relativelyindependent of the organisationthat employs them, effectivelyactingasa
‘business enabler’ within organisations.




An Coimisinéir Data Protection
Cosanta Sonrai Commissioner

lapp

Data Protection
Officer

The Data Protection Officer (DPO) role is
an important GDPR innovation and a
cornerstone of the GDPR’s accountability-
based compliance framework. In addition
to supporting an organisation’s compliance
with the GDPR, DPOs will have an
essential role in acting as intermediaries
between relevant stakeholders (e.g.
supervisory authorities, data subjects, and
business units within an organisation).




&
Data Protection Officer Iapp

Qualifications

Art. 37 (5): ‘The data protection officer shall be designated on the

basis of professional qualities and, in particular, expert knowledge of
data protection law and practices and the ability to fulfil the tasks
referred to in Article 39.

* Certifications: CIPP/E (EU data protection legislation),
CIPM (data protection practices, [D]PIAs, Program
mgt)

* Further qualifications & continuous education




@
“The most appropriate certification for the DPO is a combination of the IAPP’s Certified I a p p
Information Privacy Professional credential for EU professionals (CIPP/E) and Certified
Information Privacy Manager (CIPM).”

Oxford University’s International Data Privacy Law journal

CIPP/E CIPM
EU laws and regulations Operations
The global standard for the go- The first and only privacy
to person for privacy laws, certification for professionals who
regulations and frameworks manage day-to-day operations
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Data Protection Officer Iapp
Responsibilities (Art. 39)

* Counsel the entity in regard to applicable data protection laws

* Monitor compliance with applicable data protection (GDPR)
provisions and alignment with internal policies, including the
assignment of responsibilities,

* Awareness-raising and training of staff involved in the processing
operations

e Conduction of data protection audits and [D]PIAs

* Cooperate and communicate with the responsible regulatory
authority




©
Data Protection Officer Iapp
Data Protection Risk Management

(Art. 39 (2)): ‘The data protection officer shall in
the performance of his or her tasks have due
regard to the risk associated with processing
operations, taking into account the nature, scope,
context and purposes of processing.’




Privacy Risks lapp

Individuals’

Data Loss Rights

Notice and Data Usage DEE]
Consent 8 Transfers

Over-
retention
of data

Third
Parties

www.iapp.org




Key Risk Impacts 1app

Financial Regulatory Reputational
Impact Impact Impact

www.iapp.org
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Data Protection Officer Iapp
Positioning in the company (Art. 38)

1) Proper and timely involvementin all relevant aspects to be ensured by
the controller

2) Support by sufficient resources and access to data and systemsand
allowance of further qualification

3) Independence of instructions and protection against sanctioning by
controller as employer

4) Point of contact for data subjects

5) Professional secrecy and interest protection




Accountability & GDPR iapp

Accountability is a Key Principle

- The new accountability principle in
£ Gonere Oea Prtecton o7 Article 5(2) requires the controller to
demonstrate compliance with the
principles relating to personal data and
states explicitly that this is the
controllers responsibility

-




Demonstrating Accountability

Demonstrate
compliance by
implementing
appropriate technical
and organisational
EENIEEN

Maintain relevant
documentation

Implementing
measures that
meet principles of
data protection by
design and data
protection by

Gefauit Appoint a data

protection officer,
if appropriate

www.iapp.org
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Outsourcing the DPO? 1apP
Shared and external DPQOs

(Art. 37 (2)): ‘A group of undertakings may appoint a
single data protection officer provided that a data
protection officer is easily accessible from each
establishment.

(Art. 37 (6)): ‘The data protection officer may be a staff
member of the controller or processor, or fulfil the tasks
on the basis of a service contract.’




©
CPO vs. DPO 1app

Considerations

* Is this mandatory DPO the lead data protection and privacy voice in the
organisation?

 Does the DPO’s role in working with the regulator make it difficult for
the DPO to engage in high-level strategic conversations?

* Would appointingexternal counsel as DPO create conflict when working
with the lead privacy voice in the organisation?

« Remember Art. 38 (3): ‘The controller and processor shall ensure that
the data protection officer does not receive any instructions regarding
the exercise of those tasks.’




IAPP-EY Annual Privacy

Governance Report 2017

www.iapp.org




2017 sees an 11-point increase in the percent working in a risk-

©
management function ia p p

« There’s also been a directional increase for legal/compliance, the most common
functional area by far

Main Functional Areas Work In

. 72%
Legal/Compliance N 70%
I 70%

I 47%
Information Security/IT [N 52%
I 44%

I 4% §
Risk Management [N 33%

I 32
N 28%
Government Affairs/PR/Ethics [N 26% W 2017
I 26% = 2016
B 12% B 2075
Marketing/HR I 12%

B 14%

* Significantly different from 2016




Nearly all firms say they fall under the scope of GDPR

* In addition, two of the top three perceived GDPR difficulties are now seen as even Ia pp
more difficult: data portability and gathering explicit consent

GDPR Obligation Difficulty
(Mean Score on 0-10 Scale: 0=Not at All Difficult; 10=Extremely Difficult)

Data portability =5.67'3 Restrictions on profiling __ : 68
Right to be forgotten = 212 Understanding regulatory oversight __ 2?
Gathering explicit consent =5589 Cross border data transfer __"-5_3:.1
Understanding legitimate interest qualifications = 4571 Understanding jurisdictional scope __3;’?2
Breach notification requirements = z g Understanding research allowances __ 378
Conducting Data Protection Impact Assessments = l‘:g Mandatory DPO requirement = g;
W 2017

W 2016

Over 95% of firms say they fall

under the GDPR scope

www.iapp.org




2017 sees large increases in most of the steps firms say ®
they’re taking to prepare for GDPR &) p p

Steps Being Taken to Prep for GDPR
(Base: Falls Under GDPR)

N 63%
50%
ing i T
NV esting I teChNOl Oy — 250 ss% ¥
Creating new accountability framework e — 52%
inti e
APPOINtINg & PP O e 35% “ae
T ]
InCreasing Privacy Staff o — 349% wrt
i i |
Increasing privacy budget s 359 e
i i ——
Creating new reporting structure ——pm™ 29%

Putting in place new data transfer mechanism _26%‘ 36%

; ; P : I 25%
Creating new relationship with outside counsel e — 200

e I 25%
Certifying employees o 15% =
_— . I 23%
Appointing multiple DPOs s 6% 23% 4
: : — o N 19%
Creating new relationship with consultancies s 16%19°/

Creating new relationship with regulators F——— 1% W 2017 W 2016

Ceasing to do business with EU citizens | :Zf;

Nothing -—5M11%

Investing in training

43 Significantly different from 2016

www.iapp.org




More than 8 in 10 firms falling under the scope of GDPR say ®
they’ll need to adapt products to comply Iapp

Expect To Adapt Products and Services
(Base: Falls Under GDPR)




Among those who will spend more for GDPR, the lion’s share ia pp
will be for tech solutions and outside counsel

Distribution of Additional GDPR Compliance Budget
(Base: Falls Under GDPR, Will Spend More)

Outside Consultants,
counsel, 22%
28%

Training / Technology
15%




©
Use of Privacy Impact Assessments is up directionally 1appP
from 2016, to 70% of respondents

Use of PlAs
2017 2016 2015
Unsure, Unsure, Unsure,

4% 7% 10%




After an 8-point jump, the percent saying privacy has ©
influence on initiative planning is up another 10 points ia pp

Privacy Influence on Planning and Implementation

NO/ LOW INFLUENCE SOME/ GREAT DEAL OF INFLUENCE
M No/low influence (O to &) M Mixed (5) B Some/great deal of influence (6 to 10)
1§ Significantly different from 2016

Current Influence Level vs. A Few Years Ago

. l 2%
Current level is less m39%
1 2%

About the same T 1o W 2077

I 4%

: I 40%
Current level is somewhat greater p———— 46%
I 45% M 2015

. I 38%
Current level is much greater EEE=E 3}3%
I 2870

= 2016




lapp

For questions or to request
additional information:

Paul Jordan

Managing Director, Europe, IAPP
pjordan@iapp.org
+32.(0)2.761.66.86
WWW.iapp.org




World Federation
of Advertisers

GDPR and advertisers




World Federation of Advertisers: bringing together the world's biggest marketers
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GDPR is critically important for 59% of brand
owners

Q: Is implementing GDPR a priority for your organisation?

o @
Critically Very Fairly | don’t know what
important important important GDPRis

NI

Values represent percentage (%)



Losing consumer trust is the biggest risk

Q: What are the biggest risks of GDPR ° o .

2 3 5

non-compliance for your organisation? =~ tmestimeerent (st mportant)

4 O

Reputational damage

»

EETE— -
Trust/reputation oSS of consumer frust 20 [WEN 13
\Impact on brand perception/ 27 6
Sanctions/fines 20 “

Values represent percentage (%)

Risk of consumer litigation



70% of marketers not fully aware of the impact

Q: Do you think that marketers in your organisation are fully aware of the
implications of GDPR for future marketing campaigns?

Yes No Don’t know

7 o

Values represent percentage (%)



Difficult balancing act for marketers

AR

B CosET |

ar.
v

TRANSPARENGCY

¥



Connecting the dots ﬁ
between data stored across

different parts of the

> organisation is #1 challenge

for brand owners




GDPR requires different teams to work together
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Raising awareness is key

Q: What steps is your company taking to raise awareness of GDPR internally?

Internal Training Don’t know Nothing
communications

s

Values represent percentage (%)



Bridging the gap between legal and marketing
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of Advertisers

2502 57 40

twitter @wfamarketers
youtube.com/wfamarketers

linkedin.com/company/wfa
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Project Research Scope |( Il

Consistent approach in all markets: quantitative research to obtain a rich understanding of
attitudes towards online advertising and privacy

c.1,000 online interviews per market

Quantitative interviews
10 minutes interviews

countries:
UK, DE, FR, NL, IT, PL, CZ, HU, RO, SK, EE

Timing
Interviews conducted during July 2017

Target
Internet users 16+ years old in 11 European

© GfK December 6, 2017



Most European
Internet users are
online daily, using a
variety of devices

and engaging in a
diverse array of
activities







Younger users are
more likely to be
online more
frequently and to

use smartphones
than older internet
users

16-24  25-34  35-44  45-54  55-64 65+



The European
online experience Is
essentially free and
ad-supported, with

two-thirds of users
never paying for
services or content

68%

never pay

® For free with ads




75% 62%

70
67% 60%

never pay

80%

never pay

Never pay

© GfK December 6, 2017 7



Online users are
more satisfied with
their free (with or
without ads) than

their paid online
experiences




© GfK December 6, 2017

78%

Free (with

Free (with

35%

Free (with
or no ads)

55%

Free (with
or no ad




Online users would
avoid paying for
services or content —
most would stop

accessing their most
used free site/app
(with or without ads) if
It became paid for




Those on higher
Incomes are more
than twice as likely
to pay in order to

keep accessing their
most used site than
those on lower
Incomes

5%

8%

12%




European online
users are
generally positive
or neutral about

online advertising

Positive or
neutral




© GfK December 6, 2017

65%

Positive or

g A

63%

Positive or
neutral

\ Gk
46%

Positive or
neutral

,
"

37%

Positive or
neutral

—

13



European online
users are happy
for their data to be
accessed In order

to get access to
free content
supported by
advertising

s

| prefer free news,
content and services
allowing my browsing
data to be accessed

—0O—

| prefer free news,
content and services
with advertising

@7




Approach 1 Approach 2

“I would like to be able to approve or disapprove
the use of my browsing data for advertising every
time | use a site or app, even if this would mean
that | have to give consent every time before

being able to access the site or app” “I would like to be able, with a couple of
clicks, to obtain detailed information about
NEWS.COM how my browsing data is used on

Coakies on News.com and otherews advertising, including the reasons | see a

Group websites

e eoge 1 it particular ad and who is accessing my

anatytics purposes, 2) to allow the sharing of
content via soclal media, 3) to collect information H -

oo oo evrvces o 0 380 Bt yor browsing data, as well as to be in control
client plolﬂc. and 4) to personalize the content of
its websites and its advertisements to your - -

vlerences. For more nformaten ssout the ire o of this process and bei ng able to regu |ate
cookles on 2 , YOu can

click below on the More Information button,

o o s . s s e 0 or stop the use of my data”

parties, such advertising networks and advertisers.
By clicking *| agree” below, you agree to the placing
and use of cookies via

2pps by News Group and third parties. You also
agree to th cessing of (personal) data which
can be collected with the help of cookies and
processed for the purposes listed under 1) to 4)
abave. More information about the processing of
these (personal) data can be found in the respective
peivacy policies of these third parties.

| AGREE, TAKE ME TO NEWS.COM

© GfK December 6, 2017 15



Online users have
more interest in
being able to access
Information about

their data use than in
requiring the
approval of cookie
data every time they
access a site




82%
75% 1% .

1% 71%

Average

UK DE FR NL IT PL cz HU RO SK EE

= . il o ] e e o 11

Agree or somewhat agree

© GfK December 6, 2017 17
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Methodology (1)

* The study was commissioned by |IAB Europe and EDAA and was conducted * Geo-demographic quotas (region, age, gender) were used during fieldwork to
online using a 10 minute survey instrument consisting mainly in closed ensure a fair representation of the online population of each country.
questions during 2017. + The results were weighted to be representative of region, age and gender by

+ Eleven countries were covered (see table below) and 1,000 or more interviews country, and then merged together taking into consideration their respective
were completed on each. The target respondent was online users 16 or more online population size (see table below)
years old.

Online ulation
Country Sample Pop
UK 1001 Country (millions)
DE 1000 UK 59.5
FR 1000 DE 706
NL 1000 FR 54.5
IT 1001 N 1°.8
PL 1000 IT 39.2
cz 1001 PL 26.3
HU 1001 ¢z 8.6
RO 1000 HY 72
R 10.
SK 1000 © 0.8
EE 1016 SK 4.6
EE 1.2
TOTAL 11,020

© GfK December 6, 2017 19



Methodology (2)

To define income categories, we looked at the income distribution in each country and split roughly it in thirds — low, medium and high, then aggregated

these three categories across countries.

Income Income Income
classification classification classification
Country Currency LOW MEDIUM HIGH

UK * Pound Sterling up to 15,499 15,500 -34,999 35000 or more
DE Euro up to 2500 2500 - 3999 4000 or more
FR Euro up to 1999 2000-3499 3500 or more
NL Euro up to 1999 2000-3499 3500 or more

IT Euro up to 1499 1500 - 2499 2500 or more
PL Zloty up to 2999 3000 - 5999 6000 or more
CcZ Koruna up to 25000 25001 - 40000 40001 or more
HU Forint up to 200000 200001 - 350000 350001 or more
RO Leu up to 2500 2501 - 4000 4001 or more
SK Euro up to 999 1000 - 1999 2000 or more
“ineqeigs are mojthly noome R ges, exceptinythe UG Wﬂef)e {o Byg "o 1000 - 1999 2000 or more

All work was conducted in accordance with the ISO 9001 quality assurance standard, the 1SO 20252 international standard for Market, Opinion and Social Research

and in accordance with the UK Market Research Society’s Code of Conduct.




The “Like a bad movie”
campaign
making space for compromise on

the .
e-privacy regulation

Brett Kobie
SVP | Digital, Social & Creative Strategy
28 November2017

FLEISHMANHILLARD

check to allow
data driven ads




Where we started

A very negative direction of

travel

The e-privacy regulation was moving quickly
in a direction that would not only endanger
the data-driven advertising business model
but would be detrimentalto the experience of

l internet users. , - . .
% oX1C narrative & short timeline

The story of data-driven advertising was
one-sided and very negative. The file was
moving fast, leaving industry associations an
extremely short timeline to influence the
debate.

The industry challenge
Policymakers were “dug in” to their positions
and industry needed to prompt them to
question their resolve and create space for

m compromise.




The industry’s
communications imperative

Upend the toxic OBA
narratiVE

Prompt policymakers to doubt
their hardline stance

Make room for compromise

Original Rapporteur
Laurustin




The industry’s strongest asset:
Unintended consequences for
consumers

Showcasing absolute absurdity
The LIBE Committee’s draft of the e-privacy
regulation suggested a number of scenarios
in which European internet users would end
up unwitting victims.

We set out to showcase these Kafkaesque
scenarios in a way that was easy to
understand, memorable and clearly
consumer-focused.




The campaign concept

The draft e-privacy regulation could do inexplicable
damage to a user’s internet experience.

Consumers would be faced with consent fatigue, fewer
sources of high-quality journalism and be forced to pay
more money for services and content that used to be low-
cost or free.

In short. The e-privacy regulation sounds...
like a bad movie.



THE DRAFT E-PRIVACY REGULATION IS

LIKE A BAD MOVIE.

BUT WE CAN STILL CHANGE THE ENDING.

#LIKEABADMOVIE
LIKEABADMOVIE.EU




|







CHAING BING
.

To continue J
please pay:
' €9,99 / month

L L B e

E i B 2

TheleRrivacylRegulation



Impact on media and social media

POLITICO

Werben &Verkaufen w

X BEZPRAWNIK

PRAWO - SPOLECZENSTWO - OPINIE

&, NETZPOLITIK.ORG

HORIZONT online

krytyka pol-fyczna

<

LIKE A BAD MOVIE

ILL CHANGE THE ENDING

THE E-PRIVACY
REGULATION

GOOD OR BAD FOR
EUROPEAN CONSUMERS?

2,500 unique
visits to
Campaign
50,000+ VIHEEOSiEeys
across platforms

"%

10



campaign timeline

3 October 9-13 October 12 - 18 October

12 October 18 October 26 October

® O O

L ® o
Campaign launches Campaign gains  peak of debate
On social media Traction among
Key stakeholders

Media coverage
across markets,
intensifed social

Campaign shared
widely across

Microsite live, all
videos shared by

EDAAand European
. . debate. POLITICO
members on Parliament, first _
_ POLITICO frames campaign
Hinkedin messages as "the
Coverage busi
usiness

narrative”

EPP walks out Ep libe committee EP plenary vote
On compromise Vote with thinned  With thinned

majority majority
EPP threatens 31in favour 318 in favour
adoption of LIBE 24 against 280 against
report, calling 1 absention 20 abstentions

compromises
unacceptable

11



In summary

A clear shift of the needle

Policymakers suddenly aware
of possible unintended
consequences

A thinning of supportin
European parliament -
committee and plenary

More room for compromise in
trilogue as member states

more aware of controversy




FLEISHMANHILLARD
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