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BIG SWITCH DEPLOYMENTS OPTIONS

DMZ/ExiraNet
Physical Virtual Container
Apps Apps Apps
o
Active Security Tools BCF BCF Traditiona
(SSLV, DDoS, ATP, DLP, CASB) DC

(OpenStack, § (Containers) Network
NFV)

% Big Mon

(inline, chaining)

Big Monitoring Fabric

(out-of-band, visibility)

BigSecure Architecture

(Terabit DDOS Mitigation)
NPM APM SecMon SLA Mon Data

Tools Tools Tools Tools Recorders
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FOUR SPECIFIC USE CASES

Big Cloud Fabric Big Monitoring Falbric
1 n 2 ‘ 3 Pervasive Visibility & 4 DMZ/ExtraNet

Security Security
openstack” vmware

S Onsxvan Q0 O

Big Cloud Fabric Big Cloud Fabric Big Monitoring Fabric Big Monitoring Fabric
(P+V Edition) (P Edition) (Out-of-Band) (Inline)
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SDN APIs — ACCELERATE AUTOMATION, VISIBILITY

Plug-Ins for Turn-key Solutions, APIs for DevNetOps/Custom Automation

S

D | > ‘ Ot Bel® || A || O
redhat MIRANTIS 1| vmware # - MESOSPHERE o
docker docker
X | X || X || X | X | X
N\ N\ N\ N\ N\ N\
BSN Plugin BSN Plugin BSN Plugin BSN Plugin for| | BSN Plugin for| |BSN Plugin for
forRed Hat for Mirantis for VMware OpenShift* Kubemetes* Mesosphere* DIY
Design Principles
* API-first coding principle
REST API g prneip

G

Big Cloud Fabric

WY

pX4

BSN Plugin

vmware

s

pX4

BSN Agent

pX4

BSN-AT0

* ClLls and GUIs are built on APIs

« All plugins/scripts are leverage APls

Benefits

+ Easy Multi-vendorintegration
* Best Automation Velocity
» Turm-key or DevNetOps flexibility

© 2017 BIG SWITCHNETWORKS, INC.

for VMware* for EC2* Scripts* DIy
|\
REST API
Big Mon Fabric
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INTRODUCTION TO BIG CLOUD FABRIC

Overview

CONTROLLERS Spine/Leaf CLOS Design
» b4 leaf (32racks), 6 spine
= 1.7:1 oversubscription

Hierarchical

Control Plane = SDN conftrollers

SPINE SWITCHES .
(32x40G) = Regsilient
Simplicity

= /ero touch

10G/40G Links =  Protocol free

LEAF SWITCHES = Jumbo frames (default)
(48x10G+6x40G) = Interchangeable spine/leaf roles

Capabilities
=  Tenantcentric
= Service insertion

Physical
&
Virtual
Workloads

*  Programmable

COMPUTE WORKLOAD COMPUTE WORKLOAD SERVICES & = Orchestration & Integration

CONNECTIVITY RACKS

MY i .
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INTRODUCTION TO BI_‘G CLOUD FABRIC
Disaggregation of the “M%EF'HFrome”

SUPERVISOR(S

BIG CLOUD
FABRIC
CONTROLLER

Hierarchical
Control Plane

10G/40G
Backplane

LEAF SWITCHES

=al

Physical 1G/ 10G/40G
& Workloads
Virtual
COMPUTE WORKLOAD COMPUTE WORKLOAD CON::EZ:’III\?If'i :ACKS
- Traditional NET frame design + DisaggregatedNE.T frame — One “Big Switch”
» Single point of management + Simple, Scalable, SDN — One “Big Switch”
AN .
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INTRODUCTION TO BIG CLOUD FABRIC

Two Editions

Fabric Data
Plane

S 3 | [
(== | =T = emem | (=T :
== S| | [ e
Controllerdomain: Spine and Leaf switches Controllerdomain: Spine, Leaf, and vSwitches
Orchestration: vCenter, OpenStack Orchestration: OpenStack
Workloads: KVM, ESX, ... Workloads: KVM
Use Cases: Big Data, VDI, Storage Use Cases: OpenStack Private Cloud
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INTRODUCTION TO BIG CLOUD FABRIC

Single pane of glass

« CLI/GUI/REST API

— CLI/GUI are REST
clients

Over 130 devices

Configuration
« Monitoring

» Troubleshooting

RESTful API

Contoter

Controllers

MY Wi .
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INTRODUCTION TO BIG CLOUD FABRIC

Zero Touch Falbric

Switch Light
Repository

Configuration
Repository

[J

Automatically
discover
fabric topology

Automatically
discover
Interface Groups

Compute Workload

Compute Workload

BCF Bring-up

Install and cable switches & controllers

» Performfirst-boot configuration on controller
=  Configure switch MAC addresses and roles

= Power up switches

Auto discover switches

Auto load Switch Light OS

Auto discoverfabric links

Auto discover hosts (vCenter & OpenStack)
Auto discover Interface Groups (vCenter & OS )

No box-by-box bring-up or configurations
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INTRODUCTION TO BIG CLOUD FABRIC

Logical View

IWEB2 APPI i

H= emam| ]

Physical View

Tenants @

Segments

©101.1.0/24 ¢ 10120/24 | | 101.30/24

| WEBI WEB2 | | APPI APP2 |

Logical Routers

Web Segment  App Segment DB Segment

tenant Dev
logical-router
interface . . . . .
Logical View
segment web
member . . .

MY i .
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INTRODUCTION TO BIG CLOUD FABRIC
Network Topology

Storage L4-7 Service
LOGICAL ROUTER
Services Tenant

1

LOGICAL ROUTER

[ System Tenant

LOGICAL ROUTER
Web Segment App Segment Web Segment App Segment Web Segment App Segment
BE0  Bes nen  me [.o.a.] [...]

Green Tenant

LOGICAL ROUTER

Red Tenant Orange Tenant

Network Topology
»  Multi-tenant configurations
» Shared tenant services

= System tenant for inter-tenant
connectivity

Policies
=  Granularaccess control

» Declarative mode (what to
do) vs. Imperative mode
(how to do it)

= Configurable on all routers

Service Insertion
=  Implement security policies
» Redirect traffic using policies

>Xbig switch
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INTRODUCTION TO BIG CLOUD FABRIC

vCenter Integration

vSphere support
vmware = 50,55 60

vCenter Integration
C5| oy = Zero touch fabric
\ 4

= Auto ESX host detection
= Auto LAG formation
= Auto detect vSwitch/vDS

= Auto L2 segment creation

= Auto policy migrations for
vMotion / DRS

VM-to-VM troubleshooting

= |ogical connectivity

_ (segment/router/poalicies)

= Physical connectivity
(leaf/spine/leaf)

Easy Integration via CLI/GUI
vCenter Fabric Analytics
= VM Level visibility
= VM Name, VNIC, pNIC, ...
= vMotion, VSAN
Unified views across vCenters
= TenantpervCenter
vCenter GUI Enhancements
= No software installation
= Layer 3 configurations
= Shared tenantsacross vCenters
= Fabric Test Path
Advanced Network Automation

Visibility without Automation

>Xbig switch



INTRODUCTION TO BIG CLOUD FABRIC

OpenStack Integration

openstack

u Neutron

Plugin

OpenStack Support
» Liberty / Mitaka
= Neutron Plugin
= BSN ML2 Driver
= BSN L3 Plugin
= Security Group Visibility
» |BaaS Validated Solution
= Horizon GUI Enhancements
= Fabric Test Path
= Heat Templates
ZeroTouch P+V Fabric
= Auto Switch OS installation
= Auto vSwitch detection
= Auto Fabric Formation
= Auto Host Detection
= Auto LAG formation
= Auto L2 Creation

Integrated Switch Light Virtual

= Distributed L2/L3
NAT: Floating IP/PAT
PM / VM stats visibility

= P+V Troubleshooting
Deep P+V Visibility

* VM-to-VM Path visibility

» Logical Connectivity

= Physical Connectivity
Switch Light OS

= Physical switches
Switch Light VX

» Virtualswitches

= KVM servers (Compute Nodes)

P+V Fabric Analytics

P+V Fabric Programmalbility



INTRODUCTION TO BIG CLOUD FABRIC

Logical vPODs

@ | o @
openstack

5 56 Hm

BARE METAL

LOGICAL “vPODS”

Multiple vCenter instances and/or
multiple OpensStack instances

= Separate tenant per instance

= Allows use of same IPs and VLANS
across vPods

= Distributed logical System Router
enables shared services
= Storage nodes across vCenters
= Shared external gateway

Use Cases
= Managed Private Cloud
= Dev/Test Cloud



INTRODUCTION TO BIG CLOUD FABRIC
Analytics

Pre-configured dashboards

= Physical (Controller / Switch)
= Llogical (Tenant/Segment / Endpoints/ ...)

Search logs

= Events, errors, state changes, . ..
= Configuration changes (REST, CLI or GUI)
=  Command history

Visualize Data
=  Switch /Interface / Tenant utilization
=  Perform frend analysis

Powerful query language

= Drill down data setsusing simple mouse clicks
= Write your own query strings

Build new and custom dashboards

>Xbig switch
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INTRODUCTION TO BIG CLOUD FABRIC

High Availability

Switch Redundancy
= Redundant Spine
= Redundant TOR Leaf Switch

Link Redundancy
= Everyleafto everyspine
= TOR inter-switch links
» Dual server uplinks
» Dual external connectivity links

Controller Redundancy
= Active / Standby
» Headless Mode
- Network continues to forward traffic
- Both controller down
-  Management network down
- Controller to management link failures
Distributed Routing
= Tenant logical router on every leaf switch

BIG CLOUD FABRIC

: | CONTROLLER

Comprehensive HA
No single point of failure
Moreresilient than a traditional network
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INTRODUCTION TO BIG CLOUD FABRIC

Resiliency

Swliich Light OS on Leaf
132 106,406 D3 mercd IwiAched)

Chaos Monkey Testing: 42k simulated ..o
End-points/VMs of background load ===
and 640+ forced component failures

during the "under stress” test runs

» 32leaf/ 6 spine/ 16rack pod

= Controller fail-over every 30
seconds

= Switch fail-over every 8 seconds

{ 7:20 +/- 55 secs baseline
7:20 +/- 25 secs under stress

Additional 42k mac addresses
Additional 750 neutron networks
Controller forced failure every 30 secs
Switch forced failure every 8 secs

Link forced failure ev(*ry 4 secs

T T T e

<--- 13 racks of servers / 42k VMs simulated using
massive scale 1024 x 10GE traffic generator —>

SHEHEE R E RS

Mirantis OpensStack
[wEh BSN/ML2 Neutson)

Switch Light OS on Spine
{6 4G bore meds reiches)

» Link fail-over every 4 seconds

Conclusion: 640 component failures in 30 minutes with no

iImpact on application performance

2l .
conis eicswichewores e & big switch



INTRODUCTION TO BIG CLOUD FABRIC

Controllers
Controller Platform Configuration Deployment
VM ESX 6.0 12 vCPU (min 1 GHz) Lab
Ubuntu 14.04 56 GB RAM, 300 GB HDD
4 vNIC
VM RHEL 7.2 12 vCPU (min 1 GHz) Production
56 GB RAM, 300 GB HDD (3 Racks, 120 Servers)
4 vNIC
HW - Standard Dell R430 12 Cores Production
64 GB RAM, 2TB HDD (P Fabric)
4x1G, 2x10GNIC
HW - Large Dell R430 24 Cores Production
64 GB RAM, 2TB HDD (P+V Fabric)
4x1G, 2x10G NIC

MY i .
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INTRODUCTION TO BIG CLOUD FABRIC

Ethernet Switches

Dell Models Configuration Processor CPU [ {o][]
S4048-ON 48x10G, 6x40G Trident |l x86 Spine / Leaf
S6000-ON 32x40G Trident Il x86 Spine / Leaf
S4048T-ON 48x10GT, 6x40G Trident I+ x86 Spine / Leaf
S6010-ON 32x40G Trident I+ x86 Spine / Leaf
S6100-ON 16x40G (x4) Tomahawk x86 Spine

MY i .
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INTRODUCTION TO BIG CLOUD FABRIC

Innovations & Summary

SDN Controller

Zero Touch Fabric

Vs

|

Tenant Aware Fabric

~N

J

Distributed Logical Routing

(

|\

Service Aware Fabric

~\

J

Vs

Headless Mode

~N

Fabric LAG

Fabric View

Protocol free fabric
Hierarchical control plane

Auto switch discovery
Auto fabric formation

Tenant centric configurations
Fine-grained inter-tenant access control

Tenantrouterin every leaf switch
System tenantrouterin every spine switch

Service insertion at Inter-segment and inter-tenant level
Insertion of physicalor virtualservices for physicalor virtual workloads

Resiliency duringdouble failure
No state timeouts or expunged programming

ECMP like L2 LAG
Load balancesacross spine & leaf switches

Advanced Multi-node Troubleshooting, Analytics & Telemetry
VM to VM visibility
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BIG CLOUD FABRIC
ldeal Leaf-Spine Fabric for VMware SDDC

h VMWARE
/ Single Programmatic

Interface for entire fabric

SDN CONTROLLER
/ Full Automation for Provisioning,
>

BIG CLOUD HA/Resiliency & Management

CONTROLLER
(CLlor GUI)

SWITCH LIGHT OS
Open Network Linux (ONL) Based OS
for Dell-ON or Whitebox Switches

/

\

L2 + L3CLOS FABRIC
Native VM Mobility

Bl ||| | | | =

vmware

big switch

networks

Other Open
or Networking
Switches

ESXiServers
Storage
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EXTENSIVE SUPPORT FOR VMWARE

Integration Visibility Troubleshooting
vSphere 4 4 4
Fabric Automation VM, Host Visibility VM-to-VM
NSX HW VT‘E/P Tech / /
Preview @VMworld Overlay Visibility VTEP-to-VTEP
vSAN SAN T‘r{:mspor’r v v
\% C e s
Network Automation Node Visibility Node-to-Node
vSphere Web Client 4 . v v
(for VM admin) VICERTED (Ul FIVEH Fabric Visibility VM-to-VM
vRealize Log Insight 4 V4 V4
(for VM admin) Conrent Pack Fabric Visibility Log Correlation
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BCF INTEGRATION WITH VMWARE VSPHERE
Automation, Visibility and Troubleshooting
BCF Integration with vSphere

| : APIS | pueences
BCF : : vCenter is .
CONTROLLER ;Integraﬁon EEBCF Plugin§ @

""""""""" » Auto Host Detection & LAG Formation
» Auto L2 Network Creation & VM Provisioning
» Network policy migration for vMotion/DRS

Fabric Automation for vSphere

Spine
Switches

Leaf

Switches == =l EEm——— =
Network Admin VM Admin
Console BCF CLI/ GUI / REST API BCF Plug-in for vSphere Web Client
Visibility VM / ESXiNode Compute State | VM / ESXiNode Network State
Troubleshooting | VM-VM / vmk-vmk Path Tracing | VM-VM / vmk-vmk Path Tracing
Virtual — physical networking Virtual - physical networking error
error detection detection




LOGICAL “VPODS” WITH A SINGLE FABRIC
Multiple vCenters Connected to BCF

Features:
» Overlapping
VLANSs / IPs

across vCenters

« Data/ Control /
Admin Plane
Separation

Use-cases:

* Dev/Test Cloud
* Private Cloud
* Migration

vCenter 1-vSphere 6.0+ vSAN
BIG CLOUD - - - —'O

CONTROLLER Q \k ~ : : — -}O vCenier2—vSphere6.0+l\q Sx

~
Centralized \}O vCenter 3-vSphere 6.5

Control Plane

SPINE SWITCHES

}/l (32x40G)
: 3

S N
PR gy B o e e (Oxaoe A8 196
________ by A8 s T Ty or 32x40G)
=== r'ﬁ“""'] ! | — o
== - | O
I e
ol == ! | Ty |
ol == == HE '
»Xbig switch
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BIG CLOUD FABRIC - VCENTER INTEGRATION

Fabric Analytics for Troubleshooting

BCF >Xbigswitch Fabric Analytics
Controller e

a day ago to 3 minutes ago

AVAILABLE LI SELECT & & ¢ x || SELECT @ & P x
DASHBOARDS
EVENTS OVER TIME 0 & & VM NAMES e & & + x
Physical View » | @ Zoom Out | @ VM Events (1642) @ vSwitch (228) @ pNIC (140) count per 1h | (2010 hits)
400
* Fabric 350
o General |
= Major Events 24hrs
= AllLogs 300
= Logs by Device
o Errors 280
= Errors and Warnings
= Errors by Process 200
o Controller/Switch 1 I
= Correlate Logs 150
o Controller
o Configuration Changes 100
= CLI Change 24hrs 11 1 1 1h 1 n 1
= CLI Commands 50
= All Config Changes
= REST AP calls
* LoginLogout ’ 00:00 00:00 00:00 00:00 00:00 00:00 01:00
* Switch (On standby only) : - : : :
o Switch CPU and Memory 03-03 03-04 03-05 03-06 03-07 03-08 03-09
Logical EVENTS e & & + x
© 0 to 25 of 1870 available for paging >
o Tenant
o Tenant @timestamp » < A < i » < action » < network » < pnic
o Traffic (On active updated
midnight) 2015-03-09T08:05:51.472-07:00 app-1 VCINVU2000: New VM added: vcenterName="vcenter-dem...
o Segment
o Segment 2015-03-09T08:05:51.472-07:00 app-1 VCINVU2004: VM adapter added and attached to netwo.. MGT-NW-10.2.18.0
e Endpoint (On active only)
o All Endpoint Changes 2015-03-09T08:05:51.472-07:00 app-1 VCINVU2004: VM adapter added and attached to netwo... vian42
o Endpoint by MAC Address 2015-03-09T08:06:51.472-07:00 web-1 VGINVU2000: New VM added: voenterName="voenter-dem. ..
o Endpoint by IP Address
o_Endpoint by Name 2015-03-09T08:05:51.472-07:00 web-1 VCINVU2004: VM adapter added and attached to netwo... MGT-NW-10.2.18.0
Virtual Machines
o VMWare VSphere 2015-03-09T08:05:51.472-07:00 web-1 VCINVU2004: VM adapter added and attached to netwo.. vian41

>Xbig
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BIG CLOUD FABRIC - VCENTER INTEGRATION
vSphere Visibility for Network Admin

Hosts @ @ Virtual Switches © Host 10.8.25.15

= Dvs-new = Virtual Switch Dvs-new

-

9 10.8.25.15
2 virtual switches

_ | Host: 10.8.25.15 vmnic2 I ol 2z Port Group dpg-20, VLAN 20
3 %m" connections © 2/2 connected vNICs 0 leaf2-a / ethemnet44

T e PRz | e Troubleshoofing
e | e information for:

e — ESXi hosts
— VM / VMkernel

Endpoints - ViI’TUCﬂ SWiTCheS
i[l] power_state:==powered-on O n d v I r‘I‘ U O |

Active in Virtual Endpoint
v8phers Endpoint Name A Power Siate BCF VLAN Physical Connaction Switch Type MAC Address
Filtered Re neTWO rks
kranti-esx1.qa.bigswitch.com-vmk0 ~ +/ powered-on X No Untagged — - vmkernel d4:0e:52:d0:0f:84
kranti-esx2.qa.bigswitch.com-vmk0 ~ +/ powered-on X No Untagged — - vmkernel d4:qe:52:d1:8d:c3
kranti-esx3.qa.bigswitch.com-vmk0  +/ powered-on X No Untagged — - vmkernel 54:9f:35:1b:dd: 64
kranti-esx4.qa.bigswitch.com-vmk0  +/ powered-on X No Untagged — - vmkernel 54:9f:35:23:¢5:7a
Kranti-Ub15 v/ powered-on X No 101 [Jvmnic3 -leaf2-b/ ethernetdd  Dvs-new virtual- 00:50:56:9d:75:21
machine

[] vmnic2 -leaf2-a / ethernetdd
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BCF PATH TRACE FOR NETWORK ADMIN
VM-VM / VTEP - VTEP / VSAN node - VSAN node

vV Source

Spelolelisl@ BGP Protocol IP  BGP Peer

vm-85-00-50-56-b9-75-19

v Configuration

vV Destination

MAC

00:50:56:b9:75:19
VMware, Inc.
bef-veenter-1
bcf-veenter-1-30
30.1.1.151 (static)

Sglelolelini@ Multicast IGMP  Static Multicast Gy

BGP Protocol IP

BGP Peer

Custom

vm-564-00-50-56-b3-e8-b2
00:50:56:b9:e8:b2
VMware, Inc.

bef-veenter-1
bcf-veenter-1-31

31.1.1.153 (static)

ame vmM-85-00-50-56-b3-75-19 p 31.1.1.153 e testttt
elP 30.1.1.151 D L4Port O 1 (ICMP)
nt bef-veenter-1 nje
t bcf-veenter-1-30 30
H e R1L1 Hop Packet-ln ~ TCAM
) srface ethernet3 Index Interface Switch  Counter ~ Counter
Egre terface ethernet49 -0 ethernet3 —
E pe spine Source 0 RiL1 1 53
Jurce MAC 00:50:56:09:75:19 ~0 etheretdg -/
Source IP 30.1.1.151 —1 ethernet1 \
De \C 5¢:16:¢7:08:86:49 1 SPINE1 1 60
> 31.1.1.163 -1 ethernet11 -
AN 60 -2 ethernet49 —
ol 1 Destination 2 R3L2 1 60
1 « 2  arkadiy-esxi-3.tme.bigswitch.com-BCF-VDS-VPOD1-VSPHERE -/
53
fop Index 1
v Configured Tests
+-0
— Source Source Destination Destination
* Name 4 State Source Name Source IP Tenant Segment P L4 Port
= blue-tp-1 timeout vm-857-00-50-56-a4-10-a2 10.100.41.11 bef-veenter-2 bef-veenter-2-41 10.100.41.12
7 = testttt timeout vm-85-00-50-56-b9-75-19 30.1.1.151 bef-veenter-1 bef-veenter-1-30 31.1.1.153 —
= vsan_test timeout - 21.1.1.11 bef-veenter-1 bef-veenter-1-21 21.1.1.12 -
[] = wxian timeout arkadiy-esxi-9.tme.bigswitch.com-vmk2 ~ 23.1.1.2 bef-veenter-2 bef-veenter-2-23 23.1.1.4 8472
=y timeout arkadiy-esxi-9.tme.bigswitch.com-vmk2 23.1.1.2 bef-veenter-2 bef-veenter-2-23 23.1.1.4 8540
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BCF PLUG-IN FOR VSPHERE WEB CLIENT vsm\a\:’:{;eb

Powerful Capabilities for VM Admins Client Pariner

VM &> VM Path
Troubleshooting

Virtual €<-> Physical
Network Visibility

Controller View | Fabric View

wwwwwwww - Controller View
Swce  Destinati jon
vmnic2 ethernetd4 Actions
Inband-Mgnt Host: 10.10.2.11 Host: 10.10.2.12
VLAN ID: 1004 vmnic3 VM Kernel In... vmk2 VM Kernel In... vmk2
y IP Address:  21.1.1.11 IP Address:  21.1.1.12
MAC: 00:50:56:61:b1:00 MAC: 00:50:56:63:cd:6a
Port mp vCenter: 10.10.1.2 vCenter: 10.10.1.2
—
dis-pg-3
VLAN ID: 1003 leaf2-b
ethernetd4
pal
VLAN ID: 1001 .

Port Group

pg2
VLAN ID: 1002

~




BCF FOR NSX-V

Optimal SDN Architecture across Overlay and Underlay

NSX & =
Controller vCenter : )
D\l | SDN
O v Overlay
e \ - One
Logical
‘-\ - II vSwitch
BCF
Controller SDN
L2 + L3 CLOS FABRIC
MANAGED BY SDN CONTROLLER Underlay
One
Logical

P LN

L
e

|‘ pSwitch /
% |é:l= |é=l VTEP

BCF Supportfor VMware NSX-v

Fabric Automation

+ Auto Host Detection & LAG Formation

« Auto Transport Network Creation for
VTEP, vMotion, and Storage port groups

Monitoring & Troubleshooting
* NSX Analytics for network admin
* VIEP-to-VTEP, VM-VM, VM-host

fabric trace

HW VTEP (Tech Preview)

» Fabric as asingle HW VTEP

* VNI-VLAN binding



FABRIC ANALYTICS FOR NSX-V
Overlay Visibility for Network Admin

‘ & - C |fxhitps://10.8.23.17/analytics /index.html#/dashboard/file /vs_nsx.json v 03 =
1. SELECT (CLICK AND DRAG) [l - T SR 2A. ADD FILTER TERM ABOVE 3 2B. ADD FILTER TERM ABOVE 3
EVENTS OVER TIME e & u LOGICAL SWITCH AN - T VM NAME e & & + x

View » | @ Zoom Out| @ NSX(125) count per 1m | (125 hits)
35
30
25
20
15
10
5
0 1
00:20 00:30 00:40 00:50 01:00 01:10 01:20 01:30 01:40 01:50 02:00 02:10
0425 0425 0425 0425 04-25 N 0425 04-25 0425
Logical VXLAN ID
o
Switch
3. EVENTS e & & + x
0 to 25 of 125 available for paging >
Fields @ @timestamp v » < vCenter » |¢ LSwitch » | | < VNI » | Il vmName » | < action » < network
All(290) / Current (21) 2015-04-25T01:52:36.244-07:00 VC1 LS-Scale-60 5004 1 VCINVU2004: VM adapter added and attached ... Vxw-dvs-20581-virtualwire-33-sid-5004-LS-S...
Type to filter... 2015-04-25T01:52:36.244-07:.00  VC1 LS-Scale-70 5005 slave70-2! adapter added and attached ... VXw-dvs-20622-virtualwire-34-sid-5005-LS-S...
@ 2015-04-25T01:52:36.243-07:.00 VC1 LS-Web 5001 ‘Web-Win-63 adapter added and attached ... vxw-dvs-1160-virtualwire-23-sid-5001-LS-We...
O @version 2015-04-25T01:52:36.243-07:00 VC1 LS-Scale-60 5004 slaveB0-4 adapter added and attached ... vxw-dvs-20581-virtualwire-33-sid-5004-LS-S...
O _d
o -'ndex 2015-04-25T01:52:36.242-07:.00 VC1 LS-Scale-70 5005 slave70-3 adapter added and attached ... VXw-dvs-20622-virtualwire-34-sid-5005-LS-S...
M
O _type 2015-04-25T01:52:36.242-07:.00  VC1 LS-Web 5001 Web-Ubuntu-64 VCINVU2004: VM adapter added and attached ... xw-dvs-1160-virtualwire-23-sid-5001-LS-We...

MY i .
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BIG CLOUD FABRIC & VMWARE vSAN

Architectural Synergy with Software Defined Storage vmware

BCF vSAN
Analytics

o One Logical Switch architecture

o Choice of switch hardware

o Auto-configuration for vSAN
networking

o Simple multicast deployment

o Visibility and Troubleshooting

BIG CLOUD
CONTROLLER

(CLlor GUI)

P

L ——————




Validated

BCF WITH VMWARE vSAN with BCF
3.6

Best Fabric for VMware HCI

BIG CLOUD FABRIC

CONTROLLER
| vCenter Fabric Automation for vVSAN
BIG SWITCH ; i APls @

' feorien || €
E  Auto Host Detection & LAG Formation

« Avuto vSAN Network Creationfor
VMkernel communication

« Simplified L2 or L3 multicast deployment

Big Cloud Fabric (P-Clos Edition)

VSAN Transport Network

(
1
1
i
1
1
i
1
1
i
1
1
i
[}

VSAN Network Troubleshooting

sl \/mkeme!| i Vmkeme! duigias Vmkeme! e -
S -

* VM Analytics for network admin

[ (o2 ] ]|z ) | o) [E2 ] « Cluster troubleshooting for unicast and

HOST 1 HOST 2 HOST 3 HOST 4 multicast using test path
P—  p— — — —
N—r N’
e e’ e N”? e

>Xbig switch

networks



VMWARE vSAN AND BIG CLOUD FABRIC

Better Together: SDS + SDN

Big Cloud Fabric

One Logical Switch
* Network HW Choice

» Zero Box-by-Box Configuration
* End-to-end visibility

\_

............. 2 E APIs

BIG SWITCH; | e

vCenter _

vCenter

Big Cloud Fabric (Physical Edition)

One Logical Datastore
« Integrated with hypervisor

» Disk / vSAN Ready Node choice
« Per-VM storage policies

\

H
1

i !

! VSAN Transport Network i

i y
H 1

[ 1

" 1

7 ~,

{( ( —— T Y

W= ; . : : : ! | \
i | I | I | I | I

i IWEB-I ” DB-3 ] sts-z l [ DB-2 ] lwss-s “ DB-3 ] Iwes-4 ”DB-4 ]

HOST 1 HOST 2 HOST 3 HOST 4

: e —’ S’ e e e

v,

>Xbig switch
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BCF ANALYTICSFOR vSAN

" vCenters with vVSAN )

vCenter =
VC-ARK

o @ & b x

VvSAN Clusters

Cluster =

COMPUTE

o 4w &

Cluster =
INFRA

vSAN Nodes )

Node =
10.10.1.14

o & B P x

3. EVENTS
Fields @

Al (172) / Current (21)

Note

2

O @version

O ackRequested

O ackRequested.raw
[

O action.raw

O active

O active.raw

O adapter

37

@timestamp v »
2016-12-21T16:26:53.989-08:00

View: Table / JSON / Raw
Field

@timestamp
@version
VMkernel
id

_index
-type

action

clusterName

Action Value

Q Q i  2016-12-22T00:26:53.989Z
Qi 1

Qo ™

Q Q &  AVK7HLSkOLOu91-cSwo
Q Q@ i logstash-2016.12.22

Q @i logs

Q @ i VCINVINIT4005: Host hostName="10.10.1.14" joined cluster clusterName="INFRA" in vCenter="VC-ARK" with vsan="enabled" VMkernel="*

Q @ i INFRA

vCenter with vSAN

« action »

VCINVINIT4005: Host hostName="10.10.1.14" joined C...

0 to 9 of 9 available for paging

Event: Node joined cluster >

Cluster name

« hostName » 4« clusterName »

10.10.1.14 INFRA

e & B P x

<« vmNic

>Xbig switch
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Validated

BCF WITH VMWARE HORIZON VIEW with BCF
ldeal Fabric for VMware VDI

BIG CLOUD FABRIC CONTROLLER

vCenter

APIs

(
1
1
i
1
1
i
1
1
i
1
1
i
[}

Big Cloud Fabric (P-Clos Edition)

VSAN Transport Network

o e e

Bl \/Mkeme! e

Vmkeme! inglas Vmkemel g
(

s\ Mkemel
(.

-

VDI VM || VDI VM
1 2

VDI VM| | VDI VM VDI VM || VDI VM
3 4 5 [}

HOST 1 HOST 2 HOST 3 HORIZON 7
AN N —
i i
e\’ N \ N S’
vSAN

4.0

Fabric Automation

« Auto VDI VM network creation & VM
provisioning

« Auto VSAN Network Creation for VMkernel
communicatfion

* Network policy migration for vMotion / DRS

Network Troubleshooting

* VM Analytics for network admin

* VDI VM - Horizon Connection Server path
troubleshooting

>Xbig switch

networks



VREALIZE LOG INSIGHT INTEGRATION
Deep visibility available to VM Admin

vmware Log Insight

[®= Dashboards

Q Interactive Analytics

Content Pack Marketplace Blg Switch Networks %~
Marketplace Version: 1.0
Author: Big Switch Networks

Updates Website: www.bigswitch.com
Description:  Big Cloud Fabric content pack for VMware Log Insight

Installed Content Packs
VMware - NSX-vSphere

Dashboards Queries Alerts Extracted Fields

VMware - vSphere

vmware Log Insight Dashboards Q Interactive Analytics

Big Switch Networks ~ Latest 24 hours of data

Big Cloud Fabric - General < Add Filter
Major Events 24hrs

All Endpoint Changes
Tenant Events

Segment Events

14

Endpoint by MAC Address Q - Endpoint by IP Address

aa:22:22:00:00:01 Limited to top 26 re
22:bb:01:01:00:33

22:0b:01:01:00:34 101.1.1.200

b 22:bb:01:01:00:35 101.1.1.86

2a:bb:01:01:00:36 a 1011189
22:b:01:01:00:37 L

101.1.1.80

2aib:01:01:00:38 1021141
22ibb:01:01:00:39 / 1021121

aaibb:01:01:00:3a 1021137

22b01:01:00:30

10111140
101.1.1.189

W 102.1.1.45
22:bb:01:01:00:3¢ 103.1.1.103

* BCF plug-in for vRealize
Log Insight (vR-LI)

» Export events, statistics, CLI
changesto vR-LI

» Consistent view across
network and virtualization
admins for rapid
debugging

» Log correlation with other
content packs

>Xbig switch
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NETWORK MONITORING

KEY TRENDS

Application Network Security
Performance Performance Monitoring
Monitoring M_onl’rorlng AD
riverbed riverbed BLUE COAT'
RS FireEye

See IT run.

“+ @ ExtraHop @

DCs continue to grow

* More, Larger DCs
+ 1G/10G = 10G/40G

QCVPHORT

Increase in East-West
Traffic

~70% of traffic is now east-
west

Customer Traffic
Experience Analytics /
Monitoring Recorders

Polystar splunk>
EZETTICS :*LogRhythm
H- NEXT

COMPUTING

Increased Cyber Attacks

42.8M detected o ‘L —
Incidentsin 2014 (up | -~ _q
by 50% over 2013) =

»<big switch

networks



BMF DEPLOYMENT

Out-of-Band and Inline

BMF CONTROLLERS

Single pane of glass
=

ACL-based SPAN |= —
- I=

Filter Delivery CE

Ports ]

Ports
_’ z=¢ .................. ]
N — y
——————— | e — TTY— .

_— -_ == ...::::Cﬂ

-—
Service Ports
) Trusted -
- A Opﬁonal Service Nodes /NPB
42 ©2015, BIG SWITCHNETWORKS, INC.  PROPRIETARY AND C ONFIDENTIAL )(blg switch
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BMF DEPLOYMENT

Out-of-Band vs Inline

Out-of-Band In-line
Deployment Adjacent to production network. In-line to the production network
Connects toTAP / SPAN ports
Traffic Works on copy of production traffic - Works on production traffic
Traffic Flow Unidirectional; Bidirectional;
Filter ports to delivery ports Same as production traffic
Mode Detection mode only; Detection and Prevention modes;
Production traffic unaffected Can affect production traffic.

MY i .
43 © 2015, BIG SWITCH NETWORKS, INC. PROPRIETARY AND CONFIDENTIAL Nblg?ewgs!!



2% big switch

Big Monitoring Fabric

Ouvut-of-Band Deployment




NETWORK MONITORING

B L — @ TROUBLESHOOTING TOOLS

PRODUCTION
NETWORK

|}
1G to 10G " """""""""""" @ SECURITY TOOLS

Migration

10G to 40G - TAP 110G .:::: .... H MONITORING TOOLS
Migrafion ’

TOOL EXPLOSION

FIRSTGENERATION ARCHITECTURE

INDIVIDUAL TAPS AND TOOLS

------- @ QN
PRODUCTION
NETWORK
||
cooe -1l QF | Q4N
Migration
------------

10G o 40G _m ....... ' >
Migration - m /

SECOND GENERATION ARCHITECTURE

TAP AND TOOL SILOS WITH NPB
NPB: Network Packet Brokers

>Xbig switch

networks



BMF OUT-OF-BAND

BMF CONTROLLER

T

r )\ TOOL FARM
CORE ’ % P '=z Core Ports z ................... @
& o) L — i = == — =l ------------------- %
T FFIFT [ -] S} bl —— (S =S ’
N o] (| T .PORTS ORI
=l R - = i OF)
Z e
- .... — — — —l
e || HE=t
- == - ==] T a4
=0 =0 —==l-—== Service Ports
el == === § 3
L RACK1 RACK2 =m=: RACK279 RACK280 -

M i :
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BMF OUT-OF-BAND

Overview

* Works on a copy of the production traffic
— Cannot control or impact production traffic
— Logicadlly sits adjacent to production network
— Selectively allow traffic to enter the fabric

* Any TAP to any tool
— Forward traffic from any filter interface to any one or many tools in the tool farm

« Passively process traffic
— De-duplication, packet slicing, packet timestamps, . . .

« Capture traffic

« Detect threats

« Single pane of glass
« Programmable fabric

>Xbig switch

networks



BMF OUT-OF-BAND

Topologies

» Single switch, Two-tier or Multi-tier topologies

rl

Standbyl_

, Big Tap Controllers
Active

Control Network
Big Tap Big Tap
Fiter interfaces Delivery interfaces

Ingress from ¢-———9
SPANOr  #——— Q
TAPports #&--—%

Pre-service | A Post-service
interface | interface

lid
> Eqressto
> analysis tools

[
L

m NP8 service node

48

Big Tap Controllers

Big Tap
Fil%er interfaces Control Network

—-———
——|
—-————>

Big Tap
Delivery interfaces

Ingress from . >
SPAN or i ’s » Egres; to
TAP ports * » analysistools)
-
Es==¥ Pre-service | Post-—-service
e=== interface l interface
NFB
service
node

© 2015, BIG SWITCH NETWORKS, INC.
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Big Tap | ] Standoy
Controllers 'l- .

Control network
————
===
T Delivery
switches
Big Tap
monitoring
Big Tap Fitter interfaces sv{tche_s
interfaces (Switch Light

(ISLs)
/10/40-GbE

(ingress ports)
-
s===P

Pre-service | Post—service
interface | interface .

| Service interfaces
- |

NPB
(semvice node)

Yw

Big Tap Delivery
interfaces
(egress ports)

Yw
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BMF OUT-OF-BAND

Topologies

* Most basic design
« One switch provides all the
required ports
 Filter, delivery, and service

« Scale as you grow

* Provides packet manipulation
operations

« Deduplication
« Packet Slicing

Big Tap Controllers

Active

Control Network
Big Tap Big Tap
Filter interfaces Delivery interfaces

Ingress from ¢———9
SPAN or ———=>
TAPports &———%

>
Egressto
» analysistools

Pre-service | * Post-—-service
interface interface

I
I
A
m NF8 service node

>Xbig switch
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BMF OUT-OF-BAND

Two-Tier Topology

One switch does not provide Big Tap Controllers

enough ports StandbyAcﬁve

 Filter, delivery, and service

Medium-to-high port scalability 2 eraces Control Network
TAPs dispersed across the < < Big Tap
H ———— Delivery interfaces

datacenter and require " K

. ngress rom Earess to
aggregation SPAor b anaysitook)
Tool farm is physically e===» SN
consolidated in a single o nterface | interface
location —




BMF OUT-OF-BAND
Multi-TierTopology

» Large scale deployments
 TAP every rack

« Large number of filter ports

 TAPs dispersed across the
datacenter

« TAPs at large number of
remote sites

 Tool farm not consolidated in
a single location

© 2015, BIG SWITCH NETWORKS, INC.

Big Tap Filter
interfaces

(ingress ports)

————>
—-———>
—-———>

Big Tap Standby

Controllers '
RS-

Control network

L2 2
yYw

Delivery
switches
Big Tap
monitoring
switches
(Switch Light
0S)

interfaces
(15Ls)
' 110/40-GbE

Pre-service | Post—service
interface | interface

Big Tap Delivery
interfaces
(egress ports)

yYw

| Serviceinterfaces
- |

NPB
(service node)
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BMF OUT-OF-BAND
BSN Service Node

1 RU x86 DPDK appliance

Supported services
= De-duplication, Packet Slicing
= Regex Pattern Matching / dropping
= Neftflow, Header stripping,

4x10G bidirectional intferfaces

| service per interface

Configured from conftroller
= Part of monitoring fabric

Filter Interffaces

LT S

| e

—z Inifrfoc:?:es —— "
B=-E=—a—
=
(== =
Service Interfaces
...............
>Xbig switch
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BMF OUT-OF-BAND

Use-case — Remote Data Center Monitoring

BMF CONTROLLERS

REMOTE DATA CENTERS

PRIMARY DATA CENTER

CENTRALIZED
Tunnels MONITORING FABRIC VISIBILITY TOOLS
Remote Filter Ports s = - NETWORK PERF
LE: %—— B= @ MONTORNG
) o et
== I — I R
r : / 2= § =" & APPLICATION PERF
L e MONITORING
Qemote Fiter Ports E ’ :m mE _E et 4
..
1 . sk __ ¥ we geurmy TooLs
1 A b= e
® a T
Remote Filter Ports [ SERVICE PORTS : VOIP MONITORING
ss e aEss
= ; 1o :
Y i -
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BMF OUT-OF-BAND

Use-case — Mobile / LTE Network Monitoring

e
= «(Dﬂﬂ)))
g B
(=]

(« [Iﬂ@))

S5/S8 ’
SPAN SPAN .

Packet da’ro ~—

netvvo rk

........... -=z —_
= : = :
..... > .—"Q= — —2=s
’Q' ................ == | — >
........................................... N I E:
......................... eg=.= =l
.................................. > :-E=_ ol — o — — &%
......................... H
| BB
SER\/ICE PORTS
Il"“ llll
IIIIIII'EOpm al
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BMF OUT-OF-BAND

Use-case — Deep Packet Monitoring

A

Lookup up to 128 bytes inside the packet

A0

VXLAN

UDP Header Header

FCS

! _— _~
L&::.?,".‘;‘m—+, ] \

lsm: leey!oa
I I |
: £ «
I §§§ HEEE
372 8188|1%c| 2|7 |2
48 48 16 16 16 72 8 166 R R 16 18 16 16 8 24 2 8

55
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BMF OUT-OF-BAND

Use-case — Production Network Visibility

 "HOST TRACKER "\ (TAP TRACKER N
* Viewinventory of all hosts (current and « Enables cabling verification by showing
past) in the production network the connectivity between the TAP
«  Track dead Hosts, IP address spoofing, m’rgrfoces and the Big Monitoring Fabric
\_host movements VAN switches. .
(" SUBNET TRACKER ") ( DHCP/DNS TRACKER h
* View IP subnetsand VLANs in use in the « Viewreal-time list of DHCP/DNS servers
production network. . :
9 )L Discover Rogue DHCP/DNS servers )
(" PACKET CAPTURE ") ( sFlow GENERATION b
« Capturefiltered traffic on the controller « Provides visibility to the activitiesin the
hardware appliance. production network
. RN J
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Inline Deployment




BMF INLINE

Untrusted

\\\—F "IIII!—!’

FIREWALL ﬁ

IPS

WEB PROXY @
LEGACY

INLINETOOLS

Trusted )
—”

— e —

58

INTERNET

DMZ

FREWALL ﬁ

WEB PROXY

— o~
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BMF Controllers

T

BMF INLINE

>Xbig
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BMF INLINE

Overview

« Operates on production traffic u_’/‘ S

- Detect and prevent threats ! Pl

« Policy based tool chaining eewau (R
ol pone ot o e e Bl
— Drop or SPAN unmatched traffic S T I

« Symmetrical and Asymmetrical service processing =

» Health checks & _\

« High availability configuration
* Role separatfion between network and security admins

>Xbig switch
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BMF INLINE
High Availability

Unfrusted

LAG (active-active
load balancing) ¢

LAG (active-active  4---
load balancing) Y 3

Trusted
— Sy~

BMF

|I| Conftrollers

Multiple paths for HA

ldentical configuration on both switches
Supports up to 24 Tool Instances

No state synchronization on switches

Headless mode operation



BMF INLINE

Use-case — Pervasive Security

INTERNET UHTI'USTed

DMZ
Firewall A ¥ Firewall B Firewall C
SOURCE/ ¢ -
INLINE TOOLS BMF
Controllers

)
— <OFireEye Aik it
Traffic Distribution /
Load Sharing

Radar

Switch A

>Xbig switch
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BMF INLINE

Use-case — Science DMZ

INTERNET Untrusted )

DMZ

BMF
Controllers

« Traffic segregated to whitelisted
and non-whitelisted flows
A=
+ Allow frusted large data flows Y Fmmm——————————
(whitelisted) to by-pass firewall 3 P St J

* Improve performance

. Reduce load on IT infrastructure






