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Detecting and analysing terrorist-related  
online contents and financing activities 
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• DANTE workflow 

• Connecting digital with real identity 

 



DANTE project 
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18 partners 
10 countries 

4 LEAs 
7 SMEs  

 H2020-FCT-06-2015 
 Law Enforcement capabilities 2: Detection and 

analysis of terrorist-related content on the Internet  
 Start: 1st September 2016 
 Duration: 30 months 



DANTE Goal 
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DANTE aims to study, design and develop efficient, 

automated data mining and analytics solutions, to 
search and retrieve, collect and analyse huge amount of 

heterogeneous terrorist-related data from the Surface Web, 
Deep Web and Dark Nets, in order to detect, analyse, and 

monitor potential terrorist-related activities, with a special 
focus on online raising funds activities. 



Motivation 

• Most terrorist groups (including 
ISIS) use the Internet to raise 
funds to support their activities 
(e.g. using gambling sites, stolen credit 
cards, charities to receive donations 
under the cover of humanitarian 

initiatives, etc…) and for 
propaganda, education, and 
recruiting purposes 
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Motivation 

LEAs need of automatic and intelligent tools 
to detect and analyse terrorist-related contents 
generated by terrorists or individuals linked to 

terrorists, or linked to terrorist activities 
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Approach 

• Leveraging on past results by exploiting, improving, and 
integrating several existing data mining and analysis tools  

 

• Involving LEAs from the very beginning of the project in the definition 
of the requirements and the pilot scenarios 

 

• Testing and evaluating the services and integrated platform  
• in relevant environments (with real data) and  

• in LEAs’ operational environments 

 

• LEAs: GUCI, PJ, CAST, ITCC 
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Some expected benefits for LEAs 

• To increase the number of monitored sources 

• Automatic detection and analysis of huge volume of online contents 

• To create and keep updated a database of terrorism web sources 
categorized for propaganda, disinformation, radicalization, training, and fund 
raising 

• To use the relevant contents in legal proceedings as valid evidence 

• To automatically handle with multilingual contents, especially in Arabic 

• Automated searches of previously identified, categorized, and selected 
relevant contents 

• Automatic creation of "graphs" of profiles  



Connecting the dots… 
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… using the most powerful technologies 



DANTE Workflow 
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Discovery and 

monitoring 

Information 

extraction 

Connecting  

the dots 

Visual 

analytics 

Search 

Retrieval 
Intelligence 

Applications 

 Collaboration 

 Human-in-the-loop 

 Big data 

 Machine learning and automatic reasoning 

 Open and extensible 

Listening to the Web Analysis Knowledge management Decision 



Listening to the web for discovering and monitoring 
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Information extraction – Text analysis 
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People detection and 
identification 

  

  

  

  

Concept 
detection 

 

 

Object recognition 

Information extraction – Multimedia analysis 

Audio 
Analysis 
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Stylometric analysis 

Speaker recognition 

Person recognition 

Connecting digital with real identity 



9th Community of Users on Safe, Secure and Resilient Societies – 6th December 2017 16 

Multi-dimensional 
network 
To enable focusing on 

• Events 

• People and groups 

• Resources 

• Upper ontologies for 
information exchange 

Propaganda	

When	
Friday,	April	2,	2013	

Who	
Al	Qaeda	

Bombing	

Where	
Westminster,	
London,	UK	

When	
Saturday,	April	3,	2013	
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Big Graph 
exploration 



DANTE Ontology – Terrorist Act 

• A common semantics for describing terrorist acts 

• Terrorist Act ontology has been realised, inspired to Universal Message Format 
(UMF) standard 
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• 3 Macro Areas 

• Investigation 

• Resource 

• Entity 

• Main entities 

• Person 

• Organisations 

• Locations 

•  Item 

• Connection 

•  Event 



Terrorist activities/events detection and tracking 

 

 

9th Community of Users on Safe, Secure and Resilient Societies – 6th December 2017 19 

Detection 

Monitoring 

Intelligence 

• Detection of sources or dangerous 
activities representing a threat for 
Public Safety 

• Monitoring their evolution 

• Connecting all possible activities in 
order to understand dynamics and 
prevent an attack preparation. 
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Event detection, reason, and information fusion 
Propaganda	

When	
Friday,	April	2,	2013	

Who	
Al	Qaeda	

Bombing	

Where	
Westminster,	
London,	UK	

When	
Saturday,	April	3,	2013	

Same	person	
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