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Identity of things and identity relationships 
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The hyper-connected consumer 



5 © 2016 Experian Information Solutions, Inc. All rights reserved. 

Experian Public. 

The market challenges continue to be…. 

New fraud threats  

across all channels 

Borderless 

transactions 

People, devices 

and things 
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What we’re hearing… 

“I need better data and 

analytics to enrich my fraud 

and ID results, processes 

and operation.” 
 

SVP Risk, SVP Digital, Compliance 

Manager, Fraud Manager, Fraud Analyst 

“I need the ability to tailor my 

solutions for my particular 

business needs.” 
 

SVP Risk, SVP Digital, BU Leader, 

Compliance Manager, Fraud Manager, 

Fraud Analyst 
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Flexible strategies 
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If you want  

to keep a secret, 

you must also hide 

it from yourself. 

— George Orwell, 1984 

“ 

” 
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Lacking a clear picture of the consumer 
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Consumer digital journey 
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 Each channel has a unique data transit layer and identifiers 

 Some, but not all, identifiers are unique 

 Ability to have a single view of each customer by pulling and linking partial 
identifiers 

Single customer view across channels 
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Alliance Data 

Use cases across the lifecycle: 

 Acquisition 

 Account management 

 Purchase activity 
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Different challenges for digital vs. non-digital channels  

 Data presented for authentication is not always the same 

 Is the authentication of certain elements (phone number, email address)  
more critical on certain channels? 

 Importance of device identification on digital channels 

 Value of driver’s license authentication? 

Timing of authentication is challenge 

 Need for efficiency with retail vs. non-retail 

Role of KBA and OTP 

Alliance Data 

Acquisition challenges 
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Alliance Data 

Account management challenges 

 Balancing need for authentication with seamless customer experience  
and operational expense 

 When to perceive account changes as risky? 

 Value of voice authentication? 

Online interactions Phone interactions 
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Card-not-present vs. swipe 

Alliance Data 

Purchase activity 
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Identity relationship 

management 

Customer Life Cycle management 
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 Ability to capture identity attributes from people, devices and things 

► Personal identifiable information and how this information has been presented 
over time 

► Device insight based on how a consumer interacts with a site and technology  
used to do so 

 Context-based strategies based on how a consumer is interacting with your business 

Securing the customer journey 

ID Proofing Authentication 
Identity 

management 
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Multi-stage identity relationship management 

 

ID Proofing 

 Verifies that the person  
is who they claim to be  
at a specific point-in-time 

 Solutions include: 

► Precise ID® 

► FraudNet for Account 
Opening 

► Document Verification 

 Performed during or  
prior to: 

► Account opening 

► Profile registration 

► Biometric enrollment 

Authentication 

 Ongoing verification  
of a person’s identity 

 Solutions include: 

► Out-of-band (SMS / 
email verification and 
OTP) 

► Biometrics (voice, 
fingerprint, facial) 

► FraudNet for Account 
Opening / login 

 Performed during: 

► Account login 

► Second factor for high 
risk transactions 

► New device registration 

Identity 

Management 

 Ongoing monitoring  
of a person’s identity 

 Solutions include: 

► Identity Element 
Network™ (attributes 
and scores) 

► Personal protection 
alerts 

 Performed throughout  
the Customer Life Cycle 
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Consistent customer view 
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 Single platform with a single API 

 Access to a global suite of solution 

 End-point solution agnostic 

 Adaptive decisioning capabilities 

 Enables scalability 

 

 

Multi-tenant platform (new initiative!)  
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The Customer Life Cycle 

Identity relationship management design 

Other 

partner 

services 

Knowledge 

IQSM 

Identity 

Element 

Network™ 

FraudNet Resolve AutoDoc Precise ID® 

‘One API’  |  Global product access portal 

Adaptive decisioning layer  |  High level logic  |  Contextual invocation  and delivery of layered services  |  Decision 
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The pressing need now  

and for the future … 

Easy to 

maintain  

Strategically 

responsive 

Enable  

ever- 

evolving  

fraud  

strategies 

Flexible & 

scalable  

Continually-

customizable 

Rapidly 

integrate  

new 

technologies 
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Giving you the power to respond to market 

dynamics and trends 

Make great decisions at any point in the customer journey 

Deliver a positive, frictionless customer experience 

across all touch points 

Detect fraud regardless of fraudster scheme or entry point 

Monitor devices and protect customer identities  

over time 
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 Identity relationship management strategies need  
to accommodate all stakeholders: 

► People 

► Devices 

► Things 

 Contextual decisioning strategies are necessary  
to provide a frictionless experience for consumers 
while mitigating risks 

 Managing these key stakeholder relationships 
throughout the customer lifecycle will enable 
businesses to offer the best protection at the right 
time, resulting in an interconnected, consumer-
focused world 

 

The path forward 

In conclusion 
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For additional information, 

please contact: 

@ExperianVision | #vision2016 

Follow us on Twitter: 

#vision2016 Kolin.whitley@experian.com 

On twitter @KolinWhitley 

 

 



26 © 2016 Experian Information Solutions, Inc. All rights reserved. 

Experian Public. 

Share your thoughts about Vision 2016!  

 
Please take the time now to give us your feedback about this session.  
You can complete the survey in the mobile app or request a paper survey.  

Select the breakout  

session you attended 

Select the Survey 

button and complete 1 2 

#vision2016 
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