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Agenda 
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  The Risk 



What is Social Engineering? 
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What Could Go Wrong? 
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What Could Go Wrong? 

6 



Data Behind the Risk 
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Inherent Risk Exposure? 
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Target Level of Susceptibility? 

 New Employee ? 

 Contractor ? 

 Executive and Administrative Assistants ? 

 C-Suite ? 

 HR ? 

 Legal ? 

 Security Personnel ? 

 IT Personnel ? 

 Finance and Accounting ? 

 Marketing/Communications ? 
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Risk Scenarios – Threat/Non-Threat? 

Social Engineering 
Technique 

Risk Scenario Risk 
Exposure* 

Level of Effort 
by Cyber-
Criminal 

Phishing Opening a malicious email? Very Low Very Low 

Phishing Clicking a malicious link? Low Very Low 

Phishing / Baiting Opening a malicious file? Medium Very Low 

Baiting Inserting a malicious USB drive? Medium Medium 

Phishing / Baiting Running program / executable? Very High Very Low 

Phishing / Baiting Running a macro in a malicious file? Very High Very Low 

Phishing / Baiting / Vishing User credential theft? Very High Very Low 

In-Person Exploit Theft of IT Assets, Sensitive Data Very High Medium – 
Very High 

*assumes a moderate level of security and system hardening is in place.  



The Project 



Engagement Timeline 
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Discussed as 
emerging risk with 
CIO, ISO, CCO & 
PO as part of 
annual risk 
assessment 
process 

Risk based audit  
approved by IAC 
as part of 
proposed FY16 
audit work plan 

Engagement prep, third 
party conversations & 
informal recon begins 

Value propositions, 
vetting third 
parties, MNDAs, 
navigating 
changes within 
institutional 
technical controls 

Facilitate 
completion of 
action plan 

Campaigns begin in 
earnest (advisory 
engagement) 

Fieldwork 
completed 

Tech Talk (Paul 
Douglas, P&N) 

Reporting 
completed 
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Engagement Premise 
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Engagement Protocol 
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Engagement Stakeholders 
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Engagement Tactics 
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Engagement Methods 
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Engagement Takeaways 
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Structuring your Team 
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The Controls 



It’s more than just phishing… 
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Related NIST 800-53 Controls 
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Measuring the Effectiveness of Training 

22 

0%

5%

10%

15%

20%

25%

30%

35%

40%

2015 2016 2017 2018 2019

Social Engineering Success Rate 

Social Engineering Success Rate



The Trusted Advisor 



Adding Value 
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The Case for Internal Audit & Cybersecurity 
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Independent and Objective Higher Degree of Confidence 

Risk Focused Stronger Mitigation Plan 

Control and Operating 
Effectiveness 

Cybersecurity is Not Just a Point 
in Time! 



Closing Thoughts 


