


S attacks

ke a service or a web-page

umber of request enerated, which exeeds

nits

ed for different reasons - blackmail,
, revenge, unfair concurency, political

extortio
reasons
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CC Command and Control

1. Are you vulnerable for Win X problem ?
2. Yes / No

3. If Yes => send malware to infect

4. After installation => connect to CC

5. Master command => download / update
6. Request download from server

7. Sends requested download

Bot autopropagation infection scheme




Webserver / node
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My IP is x.y.z.z
C&C Server Botnet attack on a webserver / node
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er-type viruses. Botnets are widely used.

gathered information - Criminals are
ing to victim's account and steal money

Money transfer and cash out stage - After some
series of transfers money finally get into criminal's

hands.



10ds of fighting

of a crime - finding a vulnerability

" transfer and cash out stage - the weakest
spot in criminal operation



* Money are stolen * A direct transfer * After the series of
from bank account can attaract transfers the money
using ,, phishing” attention, what is arrive to bank
methods why an ,,agent” is account of criminals

used between the
transfers




Jractical description of
cases

om our side:

¢ DEersons in your country

from Western Europe

ed money tre

oney were stolen from victims using
hing” methods

sfers were made to “mules” or “financial
Vi4
oers

o Rig fter the transfers, money were sent to other

“mules” or financial managers” or withdrawed
from ATMs



al description of
cases

during the investigations:

mules” &

. 1d “financial managers”, using
1al intelligence

1g the money, using the assistance of FIU,
> sector



amples

chingovereded.org> to undisclosed-re.

he fact we have not met before. I got your contact through network online hence

d in offering you a part-time paying job in which you could earn up to $7,000 a month as extra income.
e if I was not working on a deadline that must meet a 24 hour turn around time, other options are not
is is why I am offering a part time opportunity to someone responsible who can supply prompt

ocessing the payments from the associates.
lients/ Associates.

g this job is 100% safe and legal. Iwould be glad if you accept my proposal for an opportunity to make up 10% of each transaction
eply via email with complete information as requested:

All replies should be se
DR Richard Morgan
Regards,

to dr.richardmorganll@gmail.com



ing job in which you could earn up to $7,000 a month as extra income. opening an account would have been my best choice if I
around time,other options are not on my side due to time, money, and requirements.

ing the payments from the associates.

ccording to my instruction.

100% safe and legal. I would be glad if you accept my proposal for an opportunity to make up 10% of each transaction completed.

!

DS, HOW MUCH AND HOW SUCCESSFULLY?

te information as requested:
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CEPBVC NO NPOAANE CUHETOBE B 3CTOHMA IN

b 26k Aped 2005, 1951 1
SveSTaviN A\ creBac N0 NPOAAKE CHETOR B ICTOMMA 1Y

Service

SveSTevN iz Offline! Welcome !

Join Datey Hov 2004 MNpeAnoran CHeTa B 3CTOHYH B CABAYIOULHY Bankax ;

Peosts: 20 »

K cueram aaer debit ATM card { Visa Elektron, Maestro / cirrus) ,vurtepuer Online gocryn, aenaercs Scan
KONKA NACNOPTAa XONAEPA , MO XUIAHAK KIKEHTA AENaemM RopoLKe NiMATLi!

CpOKM U3MOTOBNEHXSA CAMOro CUéra, rHrepHer Online, ATM card » Copy Scan Passporta .. CRaXAbIM KNAEHTOM
0bCYyNABTCH VHAHBAAYANDHO |
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e of ICQ chat

X OJISITh HEe3HAIO UTO JiejraTh cemyac

953 (XXX
’-‘;A, ber:
itoinhaber: Therese XXXXXX
BAN: DE85510900000021XXXXX BIC/S
anger: John XXXXXXX

WIBADESWXXX

XXX
AEE2X
>SAPANK
etrag in EUR: 5.212,57 Entgeltregelung: SHR geteilte Kosten 0,00 EUR
5,00 EUR
und Zuschlag in EUR: 5.227,57
Absp. 82142-L.Q
Verwendungszweck 2: Referenznummer 900010
erwendete TAN: 571406
)7/08/06 10:17:41 IN 205516953 3XXXXXXXXXXX

€ rag

erwer oszweck 1:

Lov.
(Catch!)



Tips
the practice

t the money and the money is

 are our best frien t least in such cases)
ur ally

ing of the money flow is one of our
goals

ternational cooperation is the key









to be achieved

opriate level of IT kn

riate level of IT equipment

vledge



ou for your attention

inal Police

+372 612 36 84



