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The connected world 
creates massive 
opportunity. 
And IT needs to 
be the enabler.

Enter new markets

Drive efficiency

Create new products

Use new technologies



But current approaches 
to security are siloed, 
creating risk and 
impeding innovation.

Fragmented Reactive

Intrusive



Dell delivers 
a better way, 
with security 
that works together 
across your whole 
business.

Holistic Proactive

Transparent



The Dell Security difference

Connected 
end-to-end

Shared, context-
aware intelligence

Built for humans

Makes it easy for 
people to do the

right thing

Stands in the way of 
threats, not people and 

productivity

Enables proactive 
protection

everywhere 

Share real-time 
threat information 

system-wide

Closes gaps, 
reduces 

complexity and 
mitigates risk                 

Secure your business
from device to 

datacenter to cloud



The result: better security, better business

Enable
the enterprise to embrace 
new technologies faster 

than the competition

Comply
with regulations and 
achieve consistent, 
reliable governance

Protect
the whole enterprise –

outside in and inside out –
efficiently and proactively



Delivering best-in-class security solutions

Identity & Access Mgmt
Identity Governance
Privileged Mgmt
Access Mgmt
Compliance & IT Gov

Security Services
Incident Response
Managed Security Svcs
Security & Risk Consult
Threat Intelligence

Data/Endpoint
Encryption

Protected Workspace
Configuration & 

Patch Management
Secure Cloud Client

Network
Next Gen Firewall

Secure Mobile Access
Email Security



Who do you trust?



Who in your organisation
has access to the Keys to 
your IT Kingdom?

Administrators

Contractors

Vendors

Service providers

DBAs

Terminated employees

Applications

Developers
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Security and risk mitigation

How do breaches occur?
—Verizon

52% used some form of hacking (-)

76% of network intrusions exploited week or stolen credentials (-)

40% incorporated malware (-)

35% involved physical attacks (+)

29% leveraged social tactics (+)

13% resulted from privilege misuse and abuse (+)

A plus (+) sign indicates either a 10% or greater 
increase from the previous year’s report

A minus(-) sign indicates a 10% or greater 
decrease from the previous year’s report

79% of surveyd companies 
experienced security incidents within 
the past year with a financial and/or 
reputational impact
- McAfee

Cyber incidents increased by 782%
between 2006 and 2012.
-- US Government Accountability Office



Risk of unsecured Privileged Identities

• You do not know of all logins that exist in your network

• You have no record of which credentials are known to who

• You have no proof of who has logins to gain access, when and why

• There is no way to verify that each password i strong enough, sufficiently 
unique, and are changed often enough

• You have no reliable list of logins stored within your applications, and no 
way to know which in-house and vendor personell can use these credentials 
to access sensitive information





• Shared account and passwords usage 

• Excessive privilege/No granularity

• Hidden/Sleeping accounts

• No revocation of access

• Unenforced access controls

• No monitoring and auditing

• Infrequent replacement of credentials

Why does it happen?
Today’s management practice with 
Privileged users is a high risk activity.

“We have an IAM system but privileged 
management is the forgotten arm.”

Know your Jedi’s

Control and 
monitor their 
forces!



Privileged Management



The Privileged Appliance and Modules TPAM

• Privileged Password Manager (PPM)
Enables secure storage, release control and change control of privileged 
passwords across a heterogeneous deployment of systems and applications, 
including passwords that are hardcoded in scripts, procedures and 
programs. 

• Privileged Session Manager (PSM)
Enables you to issue privileged access for a specific period or session to 
administrators, remote vendors and high-risk users, with full recording and 
replay for auditing and compliance. 

Highly Available Architecture
Scalable Clustering
Small 1u footprint
Hardware redundancy
Secure audit backup
SYSLOG integration 

Hardened Appliance
Full AES Disk encryption
FIPS 140-2 & ISO 27001
Embedded hardware firewall
Purpose built for security
No direct access of any kind



Dell Privileged management -The solution
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Workflow – password request

Initiate 
password 
request

Filter & select 

account(s)

Enter 
Date/Time/Duration/Reason 
Code/Request Reason as 

needed

Ticket System 
Validation. 

Mandatory or 
Optional

Retrieve 
password

Enter date/time/duration/reason 
password is needed

Optional ticket field. Can be active 
(check ticket) or passive



Workflow – session request

Initiate 
session 
request

Filter & 
select 

account(s)

Enter date/time/duration/reason 
code/request reason as 

needed

Ticket system 
validation. 

mandatory or 
optional

Once session is 
approved (or auto-
approved) simply 

Connect.



Workflow – session request

• A session can be configured for 
interactive or auto-login

• Every action on the target 
system will be recorded 

• If a session extends beyond the 
requested time, configurable 
alert notifications of session 
overrun can be sent

• Active sessions can be manually 
terminated by authorized 
administrators Connection proxy 

created to selected 
System and Account

User connects and 
performs required work



Intuitive administration



Key drivers for Privileged 
Account and Session 
Management

Insider threats

Risk and compliance

Moving to the cloud

Targeted Cyber attacks



Summary: What measures to take

Minimze the 
number of logins 

with privileged 

access. Reduces 
RISKS.

Monitor the 

privileged users and 

Log all changes.

Enforce use of  
complex passwords; 
that nobody knows. 

Implement check 

in/check out routines 
for extracting 
passwords.

No sharing
of privileged 
accounts. Assign 
individual 

accountability.

Monitor
the activites of 
privileged users. 

Enforce least 
privileges.




