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Why IT innovation is important

o E-Commerce leads to increase of customs declarations
15%/year

e Brexit leads to increase of customs declarations
15%/year

e Dutch Customs Example
» 160M/year customs declarations (30% of total EU!)

» Expected to increase to 500-600M/year in few years
e Dutch declaration system AGS is tested for 1 Billion
declarations/year

e Impossible to process this with current number of

customs officers in the EU
* Even when they hire 900 extra officers in the Netherlands

* Only way out; Controls smarter with IT innovation
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Data Pipeline (Frank Heijmann, David Hesketh)

“Internet for Logistics” developed in EU research projects e.q.
CORE, CASSANDRA, INTEGRITY,ITAIDE

Data & Document
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Customs IT innovation

e "Get Data from the Source”; Customs should use more trade data to
cross-validate accuracy of import/export declarations
e Examples: invoice, purchase order, packing list

e Companies are willing and able to share their trade data via IT
platforms with customs
» Most companies use enterprise information systems (e.g. ERP)
e Willing if it provides trade facilitation

» Trade data is available in IT systems of companies
e (Can be accessed by customs via IT platforms;
* Government; e.g. port community systems, single windows
* Trade: e.g. INTTRA, Descartes, GT-Nexus, SAP, IBM
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IT systems enabling Data Pipeline innovation

e Give border inspections access to company data, by
facilitating public-private information exchange

o Existing ICT (NL examples, but similar in many other countries)
* Single Window initiatives by government
» e.g. Digipoort (NL)
e Electronic (!) Phyto Sanitary Declaration systems
e E.g. CLIENT (NL), ECS (KEPHIS, Kenya)
e Port Community Systems
* e.g. Portbase (Haven Rotterdam), Cargonaut (Schiphol airport)
e Logistics & Supply Chain Management software systems
e e.g. Descartes, GT-Nexus, INTTRA, IPC, SAP, IBM etc

 ICT Innovations to further develop Data Pipelines:
» Blockchain (e.g. Tradelens developed in EU project CORE)
e Data Analytics (EU project PROFILE)
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CORE FloraHolland Demo

Coordinated Border Mangement:
Integrating Customs and Phytosanitary border
control

Import of Roses from Kenia to Netherlands

e Transport organised by FloraHolland from Kenia to Netherlands
* 90 tons/year, 5 flights/day, pilot with Maersk Reefer Containers
o Distributed from the Netherlands to all over Europe

» Very active participation in CORE of Dutch Customs

TU Delft



¥ FloraHolland Air Demo (current)
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B FloraHolland Air Demo (improved)
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TRADELENS: Shipping Information Pipeline

John Smith

l Tracking ID } [ Container no. l From v \ { To v ‘
M R KU 3 76 1 1 83 - Shoes 570763381 Rotterdam
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TRADELENS: Paperless Trade (Blockchain)

Kenyan Growers Port of Port of Rotterdam
Bank of Kenya Co. Mombasa Rotterdam Customs Dutch Market  Bank of Holland

) (er=la) @ @ O @

FREIGHT

KRA } KEPHIS } HCDA ’ CUSTOMS | | FORWARDER HCDA'S View

Order # Customer

57cf4adbbf2e10ba61d981e5 Kenyan Growers Co.

[ Commercial Involce

Export License
[E Certificate of Origin

m  Ea ot doin
L& Export License t has not been

- . Document ID:
Signatures required ' 57cfabc8bf2e10ba61d%81ea

E =y , export-license.pdf

BLOCKCHAIN Awaiting Signatute

1D: 92148fb - Certificate of Origin approved by on 12/4/2016, 8:13:56 AM - — Approve Invoice,
= - : €00 & Export

1D: dxje71 - Phytosanitary Certificate approved by KEPHIS on 12/4/2016, 8:13:55 AM [’ - License

1D: bvztnhf - Certificate of Origin approved by on 12/4/2016, 8:13:44 AM
1D: zmdagvi - Bill of Lading uploaded by on 12/4/2016,8:13:36 AM
1D: BtrkhOm - Export License uploaded by on 12/4/2016, 8:13:36 AM

1D: ug2gw99 - Phytosanitary Certificate uploaded by * on 12/4/2016,
8:13:35 AM

1D: 9rilxae - Certificate of Orlgin uploaded by ! on 12/4/2016, 8:13:35




Tradelens deployment diagram

GTD Deployment

Ecosystem
Participant Model Concept
IBM Cloud Blockchain Node 1 Blockchain Node 2 Blockchain Node 3

Paperless Trade Paperless Trade Paperless Trade
Services Services Services

. Hyperledger Fabric Hyperledger Fabric Hyperledger Fabric
SIP Pu b/SU b + Persistence smart contracts + ledger smart contracts + ledger smart contracts + ledger
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Channel 1
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Tradelens use of channels

GTD OCEAN CARRIERS OTHER PARTICIPANTS
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Large Volume of Containers and Data

e TRADELENS global roll-out
* Many global companies participate
» Large number of container (> 1,6 million!)
» Large number of container event data and documents (> 350 million!)
» Active piloting of Dutch Customs (and various other Customs!)
* Dutch Customs built Customns Real-Time Information (CRIS) system to
connect to data pipelines such as Tradelens
» will be integrated in new version of Dutch customs declarations
system AGS

e TRADELENS currently connected to
» Container Carrier systems (e.g. MAERSK, Hamburg Sud)
e June 2019 MSC and MCA joined
» Various container terminals (e.g. APMT Rotterdam, Houston, Singapore,
Lima)
» Various Ports/Port Community Systems (e.g. Portbase of Port of
Rotterdam, PortNet Singapore)

'FU Delft Saudi Arabia.
TR




Benefits of Blockchain for Customs
» Blockchain platform is very suitable for sharing logistic events and
documents among all parties in supply chains
» Immutable: data cannot be changed
» Secure: data cannot be read by competitors without authorization, but
always accessible for customs

e Customs can use blockchain platform as data pipeline solution to
collect extra business documents to detect fraud with customs
declarations; examples: Pro-forma invoice, Packing list, Certificates (e.qg.
origin, phytosanitary, veterinarian)

» Tradelens is now piloted with various customs all over the world
* E.G. pilot the new Customs Real-time Information System (CRIS) of
Dutch Customs

e TAXUD is doing pilots with EMCS and eATO
o See https://youtu.be/gsmo7VOQATI
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https://youtu.be/qsmo7VOqATI

ROFILE

A coaL

Develop modern data analytics and leverage Big Data and
open data sources for customs risk management

2
? PARTNERS 15 partners (5 Customs) 6 BUDGET 5 milion EUR

Customs
Administrations

* Belgium

* Estonia

* Netherlands
* Norway

* Sweden

Other Partners

Cross-border Research * |BM
Association(Coordinator) * INLECOM
Netherlands Organisation for Applied ¢ BMT

Scientific Research * Joint Research Cen’tr'e
The Swedish Defence Research Agency * TU DELFT ,
The Norwegian Defence Research . Umver5|ty of Lausanne |
Establishment '




Benefits of Data Analytics for Customs

e NL Pilot: Check price on import declaration of e-
commerce goods
» by automated search of price of goods on e-commerce web sites
(thousands!)

e Data Analytics to do automated search of e-
commerce web sites
» Compute average price from these web sites
» Support tool for customs targeting officer to cross-validate
stated value in customs declaration
» Developed in EU research project PROFILE

» This data analytics will be piloted in the new Customs
Real-time Information System (CRIS) of Dutch
Customs
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Belgian Customs Operator Profiling

SEDA 2.0 selection engine

Data
Sources
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Observations

e Decision points where DA benefits are most useful
» Use DA to decrease False Positive inspections?
* Now typically 94% False Positives
* What if DA would improve that to 70% False Positives?
» Less ineffective inspections, hence increase customs efficiency
» Needed to be able to process the huge growth in declarations due to
e-commerce and Brexit
» Use DA to decrease False Negative inspections
e “catch more illicit trade”
» Different types of DA innovation (e.g. different training data sets)

» Customs Resource limitations constrain DA benefits
* More true positives also requires more customs staff
» to inspect
o for administrative after processing (fines, reporting etc.)
* Trade-offs have to be considered between DA innovation and customs
resource limitations
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