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    Question  

 

You are selected by the President of the     

United States to choose a State to remove  

from the union.  

 

Which one do you choose? 

 

 

Strategy is difficult 
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 #1 priority of IT execs is to reduce IT costs 

Technology 

Business 

#1 priority of business execs for IT is to drive growth 

#5 priority of business execs for IT is to reduce costs 

61% of business execs are “very happy” with IT’s cost of basic services 

26% are satisfied with IT’s engagement with execs on new ideas/enhancements 

McKinsey Global Survey results: A rising role for IT 

We are not aligned 



Bridge to growth? 

Emerging technology adoption: 

Social platforms to increase customer engagement, branding or marketing 
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Cloud solutions to create/deliver new business models, products or services  

Mobile deployments to engage customers, partners or suppliers 

16% deployed 53% selected/piloting 30% none 

12% deployed 48% selected/piloting 40% none 

15% deployed 51% selected/piloting 34% none 

McKinsey Global Survey results: A rising role for IT 



Problem of 
One 

97% of breaches were avoidable 

with simple or intermediate controls 

Threat   
Actors 

Financial gain is primary 

motivating factor behind 

attacks 

 

79% of victims were 

targets of opportunity 

Attack 
Surface 84% of public company 

web applications failed 

OWASP top 10 

 

57% of developers scored 

“C” or lower in basic 

security assessment tests 

Perception 

51% of execs state that 

information security is not 

meeting the needs of the 

organization 

 

47% of execs believe IP-

related attacks are rampant 

Strategy 

48% of organizations have no documented 

security strategy 

 

71% of organizations have no SSDLC program; 

66% do not have DLP 

 

#1 control for social media is blocking access 

(#2 is policy); 52% have no cloud controls 

Security situation 

Security 
Challenges 
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Earnst & Young, (2011), Into the cloud out of the fog 

Veracode Software Security Report (2012) 

Verizon Data Breach Investigations Report (2012) 

Economist Intelligence Unit, (2012) Cyber Theft of Corporate Intellectual Property 



Strategy drives alignment 
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Business 

Technology 

Strategy 



Strategic Process 

Diagnosis: understand the playing field 

Approach: determine where you will choose        

to play and not play 

Actions: define how you will win – the 

capabilities and the metrics to measure 

success 
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Perspective is critical 

Competition: focus on competitive advantage – is 

cost your only competitive lever?  

Engagement: guide and advise the business on 

how to best leverage IT as a differentiating capability 

Risk: measure risk relative to the value of 

opportunities 
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Competitive positioning 

Google CIO: 

Differentiate by: 

• Making technology accessible and open 

• Empowering users to do more 

• Facilitate corporate culture of innovation 

• Focus on things that are noticeable 

• Drive non-standardization 
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Source: CIO | Insight 

Innovation & 

Productivity 

Google’s strategy is to push out the largest possible range of 

products: the CIO is positioning IT to enable that strategy 

Source: Fast Company, Google’s Business Strategy: Have No Business Strategy 

How are you positioning IT to enable your business’ strategy? 



Engagement and planning 
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Core 
Revenue 

Emerging 
Growth 

Embryonic 
Opportunities 

HORIZON 
ONE 

HORIZON 
TWO 

HORIZON 
THREE 

Source: Baghai M., Coley S., White D., (2000). Alchemy of Growth: Practical Insights for Building the Enduring Enterprise 

Business Strategy 
Demand-side benefits 
of scale 

Growth through 
acquisition 

Value chain expansion  

IT Alignment Mobile platform 

Business 
Processes 

B2C Customer 
acquisition 



Risk illuminated decisions 
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Weaknesses start at the IT asset 

layer, but risks are realized by  

business processes – view new and 

existing opportunities in this context 

Self-Service 

Transaction 
Processing 

Customer  
Acquisition 

Dispute  
Resolution 
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Security considerations 
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Let risk be your guide, not compliance 

 

Mobile applications are your greatest risk (corporate and consumer-facing). Backend is 

secured by decades of experience, front-end is not (IDS/IPS, jailbreak detection, etc.) 

 

Build a SSDLC capability to test code and train developers, don’t rely on penetration 

testing as your only application safeguard 

 

Classify sensitive data (customer information and intellectual property) and ensure you 

know how it is protected.  

 

Conduct 3rd party security reviews to ensure vendors are meeting compliance, 

information security/data integrity, and continuity requirements 

 

Consider monitoring of social media rather than outright blocking and conduct 

reconnaissance to illuminate what potential attackers can find through social media 

 

Know stakeholder requirements, security can support any emerging technology if the 

risk/reward profile is in-line with business risk tolerance 

 

Mobile, Social and Cloud: 



Stakeholder alignment 

13 

M&A Biz Dev Product Sales Legal 

SSDLC 

IAM 

Risk 

SIEM 

EPP 

Stakeholders 
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Realizing alignment 
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Source: Bain & Company, (2011) The five faces of the cloud; Bain & Company, (2012) Creating an adaptive go-to-market system 

Leaders (82%) 

0 100% 

Laggards (58%) 

50 

“We understand our performance 

relative to competitors” 

Leaders (76%) 

0 100% 

Laggards (43%) 

50 

“Our frontline employees 

understand our strategy and are 

fully in-line with top management” 

Leaders (82%) 

0 100% 

Laggards (62%) 
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“We track a focused set of metrics 

that are tied to our strategic goals” 

• Companies growing faster than 10%/yr use 145% more cloud services than 

slower-growing companies 

 

• New CIOs (in the position within past 12 months) use 141% more cloud services than 

leaders in role >6 yrs 

 

• CIOs with diverse business experience use 82% more cloud services than those 

who spent careers predominantly in IT 

Competition 

Communication 

Metrics 

Risk 

10.2% 

8.9% 
Rate of capital re-allocation and 

associated compounded annual 

growth rate (CAGR) 1990-2005 

High 

Mod 

7.8% Low 

Focus 

Source: Hall, S., Lovallo, D., Musters, R., (2012), How to put your money where your strategy is 



Implications 

• Technology is changing business 

– Blurring competitive boundaries 

– Undermining established business models 

– Shortening product lifecycles 

 

 

 
Examples of incumbents who 

have adapted to industry 

changes 

Examples of incumbents whom have struggled to transform with the 

industry 
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http://www.google.com/imgres?imgurl=http://www.logostage.com/logos/yahoo.GIF&imgrefurl=http://www.logostage.com/logo/yahoo/&usg=__Q-n7Dfk2-YEnVc8rn15_9Hcr0P0=&h=202&w=1068&sz=8&hl=en&start=10&zoom=1&tbnid=avNPwaTRpqgmSM:&tbnh=28&tbnw=150&ei=sTpPT4PsL4z4mAWBqe2eCg&prev=/search?q=Yahoo!+logo&um=1&hl=en&sa=N&tbm=isch&um=1&itbs=1
http://www.google.com/imgres?imgurl=http://3.bp.blogspot.com/_fTc7tKgI0rg/TR3WxIe5abI/AAAAAAAAANE/Ov1FLboXHcA/s1600/western_Union.jpg&imgrefurl=http://vidipic.blogspot.com/2011/11/western-union-logo-and-addresses-all.html&usg=__5znPVzc9Me2G0EYMwNGG0ATyXyM=&h=297&w=1199&sz=72&hl=en&start=2&zoom=1&tbnid=roUqG08dSV-D3M:&tbnh=37&tbnw=150&ei=HjtPT-2PBYyHmQXr_MiSCg&prev=/search?q=Western+Union+logo&um=1&hl=en&sa=N&tbm=isch&um=1&itbs=1
http://www.google.com/imgres?imgurl=http://blog.pinnaclepromotions.com/wp-content/uploads/2011/02/Borders+Logo.jpg&imgrefurl=http://blog.pinnaclepromotions.com/current-events-news/good-bye-books%E2%80%A6hello-electronic-promotional-items/attachment/borderslogo/&usg=__uHVXjWu8nfogGF14Tdz3SAOn0jc=&h=246&w=1050&sz=32&hl=en&start=1&zoom=1&tbnid=orqT1GHRY1wy4M:&tbnh=35&tbnw=150&ei=QTtPT-DdAtHDmQWX7tC3Cg&prev=/search?q=Borders+logo&um=1&hl=en&sa=N&tbm=isch&um=1&itbs=1
http://www.google.com/imgres?imgurl=http://i.huffpost.com/gen/77027/original.jpg&imgrefurl=http://www.huffingtonpost.com/2010/10/09/new-myspace-logo-unveiled_n_756871.html&usg=__EfQKe-eE4FUumzZ4loIwSDb07-o=&h=220&w=300&sz=29&hl=en&start=1&zoom=1&tbnid=Z9mNojjMM4PgNM:&tbnh=85&tbnw=116&ei=ZjtPT7vJOIbImAWypLCLCg&prev=/search?q=MySpace+logo&um=1&hl=en&sa=N&tbm=isch&um=1&itbs=1
http://www.google.com/imgres?imgurl=http://www.goldeneaglenews.com/wp-content/uploads/2010/09/Blockbuster-logo.jpg&imgrefurl=http://www.goldeneaglenews.com/blockbuster-plans-to-reorganize/222686/&usg=__1bra1rze6ys5fXOptjB-86jm1og=&h=306&w=500&sz=29&hl=en&start=2&zoom=1&tbnid=x7JjO1Op90oBaM:&tbnh=80&tbnw=130&ei=jztPT9XxKKfEmQXkw6y3Cg&prev=/search?q=Blockbuster+logo&um=1&hl=en&sa=N&tbm=isch&um=1&itbs=1
http://www.google.com/imgres?imgurl=http://ocdeals.ocregister.com/files/2011/12/sears-logo.jpg&imgrefurl=http://ocdeals.ocregister.com/2011/12/06/get-5-off-if-you-spend-5-at-sears/155598/sears-logo/&usg=__qpEJpFDhXcuuLZwBfF89MnWJE5Y=&h=366&w=813&sz=154&hl=en&start=2&zoom=1&tbnid=Dm1NZaFdjTNuZM:&tbnh=65&tbnw=144&ei=xTtPT7iRNIrImAWn7-m7Cg&prev=/search?q=Sears+logo&um=1&hl=en&sa=N&tbm=isch&um=1&itbs=1
http://www.google.com/imgres?imgurl=http://www-deadline-com.vimg.net/wp-content/uploads/2010/08/trb-logo.gif&imgrefurl=http://www.deadline.com/tag/tribune-co/&usg=__sfDfHrZrI11V5wYgVAjmxu_IhKs=&h=60&w=240&sz=4&hl=en&start=2&zoom=1&tbnid=B1pSK_wMAhWqaM:&tbnh=28&tbnw=110&ei=7jtPT7i0GtHDmQWX7tC3Cg&prev=/search?q=Tribune+Company+logo&um=1&hl=en&sa=N&tbm=isch&um=1&itbs=1
http://www.google.com/imgres?imgurl=http://www.logostage.com/logos/Kodak.gif&imgrefurl=http://www.logostage.com/logo/kodak/&usg=__bL0DToqUGd0HQjL3Nr9vpWKTtEU=&h=594&w=2312&sz=16&hl=en&start=5&zoom=1&tbnid=0ZYUP_dnD8Q8CM:&tbnh=39&tbnw=150&ei=BzxPT4fPKM-emQWjk8ycCg&prev=/search?q=Kodak+logo&um=1&hl=en&sa=N&tbm=isch&um=1&itbs=1
http://www.google.com/imgres?imgurl=http://upload.wikimedia.org/wikipedia/en/0/05/Uspslogo.png&imgrefurl=http://en.wikipedia.org/wiki/United_States_Postal_Service&usg=__7ixAeFihKBKU1n8UCvMCNROefzg=&h=183&w=180&sz=12&hl=en&start=1&zoom=1&tbnid=fhkZjr0M5Aw_lM:&tbnh=102&tbnw=100&ei=IzxPT7TuBuyhmQWR8tmtCg&prev=/search?q=US+Postal+Service+logo&um=1&hl=en&sa=N&tbm=isch&um=1&itbs=1
http://www.google.com/imgres?imgurl=http://keepthelightrecords.com/wp-content/uploads/2009/08/tower_records_logo_1.jpg&imgrefurl=http://keepthelightrecords.com/links&usg=__V5RIJ9513YDBVv5AwoKRr3voE8w=&h=143&w=220&sz=38&hl=en&start=3&zoom=1&tbnid=jjCGsJS9anL3TM:&tbnh=70&tbnw=107&ei=QTxPT8C8GbDDmQWl2r2xCg&prev=/search?q=Tower+Records+logo&um=1&hl=en&sa=N&tbm=isch&um=1&itbs=1


Evaluating your strategy 

16 

• What are our broad aspirations and the concrete goals against which we 
can measure progress? 
 

• Across the potential field available to us, where will we choose to play and 
not play?  
 

• In our chosen place to play, how will we choose to win against our 
competition?  
 

• What capabilities are necessary to build and maintain, to win in our 
chosen manner?  
 

• What management systems are necessary to operate, build and maintain 
the key capabilities? 
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