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Expert Rule Sets for Border Delivery

Cosultants ° Security . Experience fo r th e + Secu rlty —

. Jiniee Optimization Economic
— Prosperity
Of C u Sto m S We help our customers strategically and operationally balance
Years
Experlence
2 O O O of Domain

1 5 3 fEEr 5 1 O 5 Docueive andlnuce 42 wih Ont Tech nology Trade Facilitation
O

trade facilitation with responsible enforcement. We have an
a n BO r e r objective to significantly reduce release times at the border and
S help interdict social-economic threats to health, safety, and
N : = security. We aim to lay a foundation with our solutions to help
3 3 across 4+ Mul P roceSS I n reduce and eliminate corrupt practices, and build integrity.
Million Dollar Above all, we serve the citizens of our host country clients. We

projects : : R aim to do the right thing.
. TTEK develops innovative and disruptive

border management technologies using
machine learning and predictive analytics -

drawing upon artificial intelligence and ®aceiShid
3 . y 1 Case Study 2 Case Study 3
. o ‘ e blockchain methodologies.

Simultaneously, TTEK border experts offer
best practices, new ideas, and solutions for

(s 0
modern policies, programs, and systems. 14% 54%
Our experts have been uniformed customs
Border Processing Technologies Million USD officers, intelligence.officers and analysts, 0 ed ®
B o N
Trader Registration in new managers, supervisors, executives, and \‘e‘“ e N o o
; ; X ; s 5 0 . o0 >
Cargo Control REMRUCITRLREIS US| ¥ N3 N
In Bond Processin modernization and trade facilitation with
Accounting & pay,g]ent concepts, tools, and solutions that work in
X : - both developed and developi i
Risk Management Targeting & Selectivity il T e RSB
Single Window

Post Clearance Audit / Revenue Leakage
Inspection and Enforcement
Management Reporting
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Future of Border Management

The Past “As |s State” Business Tra;w(sformation “To Be State” The Future
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LI : : : L
weseien | 0@jc Reasoning for Risk Determination

Difficult

Predictive Modelling & Machine Learning
* Historical trend analysis and quantitative analytics.
* Transfer learnings to inbound data.

Risk Indicators / Scenario Based Profiles
Eliminating low risk.

Outcome not entirely known.

Example: High risk cover load, one to one
relationship between shipper and consignee,
Commodity is inconsistent with container type.

=Y
Watch-list and Lookout Vetting

» Setting a flag or target based on information already known.
* Example: Commodity HTS code or entity of interest
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Data Exploitation
Conveyance Triage Step 1

Start with Conveyance (destined to
your country, POE, or EEZ)

 Virtualize cross-border traffic using AlS, SAIS,
LRIT, HFSWR, Sat Radar, and other data

available.

* E.g. View of Persian Gulf, Physical borders
and Exclusive Economic Zones.

VESSEL TYPE GROSS TONNAGE DEADWEIGHT TON

e Conveyances automatically risk assessed.

.. Pre-
Origin Post-
Load Arrival
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Data Exploitation
Conveyance Triage Step 2

The next step is to select high risk (red) vessel
based on known risk profiles, intelligence

indicators, inductive rules, anomalies, and risk SR . ocited: 2 hours, 29 minutes ago
scoring.

In Service/Comm... 13.2kn/29° 14.2m

Begin to review track history and previous
movements, vessel ownership, and identifiers. | L

.. Pre-
Origin Post-
Load Arrival

WCO IT/TI Conference Baku 2019 6

GROSS TONNAGE DEADWEIGHT TONNAGE




Research movement history.

LS
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Data Exploita ion
Conveyance Triag

.

. : Ukraine
3 \“Slovensko

,.M" ——

chweuzlSuusselp.. Magyarorszég Moldova

SFrance SwzzeraISvura Tt
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e"99f° Bulgaria ’
9
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Does the routing make sense?

Any visits to high risk ports of call? e o P AL s 4 -
Any unscheduled stoppages? | £ | . g * Syl i 7

Any deviations from historical voyages or
trade routes?

Mid ocean rendezvous with smaller
vessels?

.. Pre-
Origin Post-
Load : : Arrival

“irkinaFaso.

r \l k ) 7

L Y Nigeria : > g

“\ana e “._ South Sudan®_
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Research Vessel:

MENSIONS CAPACITIES COMPANIES ENGINE DETAILS
ITEK
O NUMBER: 9311737 SHIP STATUS: InS
www.ttekglobal.com
MMSI: 566836000 CALL SIGN: 9V2

FLAG: Singapore FLAG EFFECTIVE DATE: N/A

Data Exploitation s 10 coamr s o v
Conveyance Triage Step 4 .

. 398447

FISHING NUMBER:

\ Singapore ECONOMIC BENEFIT:

ainership-Feedermax CLASSIFICATION SOCIE

Identifiers, dimensions, capacities,

Ownership, owner, operator, technical manager, ship
manager, group benficial owner

Positional data and movement history

Name changes, flag changes, status, casualties, and
inspections

INSPECTION DATE

“huong Ngo Khiem Ding Pao Nguyen 931173720120824 28911
Tokyo MOU 2012-08-23 04:00:00
Germanischer Lioyd N/A
N/A Auckland
New Zealand 2012-08-31 12:33:14
POSt_ False M MTM Ship Management Pte

Ld

Arrival

Switzerland
N/A

AET Company
LMT Company
KPS Company

RBG Company
RJT Company
KPS Company

MRB Company
IR Company

BFJ Company

PWS Company
ALQ Company
PFR Company

N/A
Container
Tokyo MOU
2006

N/A
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Data Exploitation
Cargo Iriage Step 5

Review Bayplan

3

29 27 25 23 ral 19 17

BAY 022 | ROW 09 TIER 08

What does a Bayplan offer?

* Visibility into all containers on board vessel,

* Place of Receipt, Port of Load, Port of Discharge, Place
of Destination

* Container details and type, length
e Container Number

* Locations: Tier, Cell, Row

* Dangerous Goods?

* Unreported Cargo?

"Proprietary and Confidential"
WCO IT/TI Conference Baku 2019



52,524 55,103 19,966 22,000

Y Y Y h
2018 imported manifests -b 2017 imported manifests -h 2018 exported manifests b 2017 exported manifests b

| Top 10 - Ship name occurence v |

Data Exploitation
Cargo Triage Step 6

Drill into / Review Cargo Reports for all

shipments on vessel. {;9 ‘»4\ f)b @ ,gé”\ §° &
. . & 2 > & v &
Do the containers cross reference with the 3 ‘.pe“‘“ e@‘? & v . &
bayplan? (unmanifested?) €
Are any commodities inconsistent with —
i ?
co nta Iner type * bmpany agent Trade type Voyage number Arrival date Reciept date Validation date
Do any one to many relationships exist?
IMPORTACION 1849 01/02/2019 28/12/2018 29/12/2018
: : 5
Sou rce Cou ntr'es Of Inte reSt ) IMPORTACION 0GB2ZHSTMA 01,/02/2019 26/12/2018 26/12/2018
IMDODTACION 0GBZHSIMA 01/02/2019 28/12/2018 28/12/208
Pre- Post-
Load Arrival N 0GB2ZHSIMA 01/02/2019 28/12/208 28/12/208
IMPORTACION 0GB2ZHSIMA 01/02/2019 28/12/2018 28/12/2018

N2573518505897 IMPORTACION CG850A 30/01/2019 12/12/208 12/12/208



142b $ 84b$ 164b $ 101b $
alue 1, 2017 Export Value E 2018 Import Value 5 2018 Export Value E

IOI'IS | No of Declaration Header in quarters v I

o~ BN QT BN Q2 BN Q3 [ Qs

ER.

Pre-process status

Qv | | — Qv S
15,000
To
| | 10,000 " o °
MM/DD/YYYY -~
o Data Exploitation
(1]
204 2015 2016
Declaration Triage
& o] Prediction Prediction rank Customs declaration ID Customs section ID Exchange rate Departure mode Ste p 7 .
Cross reference available Declarations on
0 tJ 4 L2 6001079 430 N/A MARITIMO. file associated with shipments on board.
] [ | | | [ | ] 6000470 430 N/A MARITIMO. CARRE L
] I | [ ] I | ] 6003015 430 N/A MARITIMO. CARR H S ?
- CW % ‘wm Abnormal high or low values?
Load Arrival . . .
mpa.______ @ & s, % N e - o Origin Countries of Interest?
- J . J 600746 0 /A MARITIMO. CARRETERO. Indications of revenue being evaded?
I ] 6001229 430 N/A MARITIMO. CARRETERO.
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Declaration
Triage Step 8

INUverire

Now review Deductive /Inductive Findings based on risk indicator rules, risk

scoring, profiles, and other qualitative findings.

* Did a watchlist hit?
* What rules or indicators have been identified?
* Is the overall score red, yellow, green?

How many rules fired?

Threat rule set

Crnra Rule ID Category Threat rule set Risk indicator Rationale
A 0 ;-
B 653 transparency security Port of Receipt is Missing When a Cargo Declaration of Security [ I
-_ 654 transparency security Port of Loading is Missing when a Cargo Declaration o Iilegal migration |
IPR '
O
I - . Revenue ]
Declaration items
Cites |
L)) e "} ) o " [ 0] a L Prediction Prediction rank HS code Item number Cust
Health |
| | p | | 84181001 1 N/A 6] 20020
.. re-
Origin Post-
I Load Arrival
Score Rule ID Category Threat rule set Risk indicator Rationale
| | 130 country security Country is known for Political Corruption Activities These countries an
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Data Exploitation
Declaration Triage Step 9

Review Predictive Findings based on sound Machine learning and
Artificial Intelligence.

* What new indicators‘are present based on mathematical
relationships?

* What additional relationships exist that are not immediately
evident on a declaration?

* Do any additional indicators exist to suggest attempts to
undervalue, misclassify, or misdeclare country of origin, or
abuse exemptions?

WCO IT/TI Conference Baku 2019
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PFR Company

MSS Trafd MTS Company TNA Company
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Data Exploitation
Triage Selectivity Referral
Step 10

Refer High RIsk Shipments for closer scrutiny or
inspection

* Non Intrusive Inspection (Scanner, Rad portal, K-9)

EREEE !

* Partially Intrusive Inspection (Tail-end, Tunnel,
Partial de-stuff)

* Fully Intrusive Inspection (Full-offload)

e OGAs (Agriculture, Plant and Animal Health, Food
Inspection, CITES, etc.)
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Data Exploitation
Triage — Field
Reporting - Step 11

Record Results:

* Non-Resultant Inspection?
e Resultant Inspection?

Actions:

* Photos?

e Samples?

e Resultant Inspection?

e Seizure?
* Monetary Penalty?

,  Warning?

e Refer to Intel or OGA?
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Data Exploitation
Triage - Adapt -
Step 12

eeese T 9:41AM 100%

Inspection Worklist

8 Declarations Pending Customs Decision

Risk Sort  (/Secufity Filter (7 None

25 Revenue  DECH 1265161 Londed for 1d 2h d5m
P o 102 Sectiy  DHLfor Brandon's Imports & Exports

25 BGA

42 lines - $460 000 7D - T Container

37 REwenue DEC# 1265225 Londed for 1d 2h
s

’ 30 Sems.s  DHLfor Brandows Imports & Exp
: | 72 o 10 lines - $8 500 TTD - 2 Containers
?ﬁ l;gvenue DEC# 1265161 tanded for 4h 57m
Cross-Border Shippers for Mariott Hotels
75 Securi
Immediately use results to tune inductive rules = —— . —
y u u u u u = 50 Rewhue DEC# 1 Landed for 4h 22m
2 BSS Loge 855 Development & Engine...
t d . k . ~1§ oes 8 lines - $2 006 T70 - 1 Container  ([NEESD
sets and risk scoring, . R e

C&R Construction

72 Securl
& o 35 lines - $94 000 TTD - 1 Contoiner ([EETNN

16 B#venue

A 124

72 Security
[

Data used to strengthen predictive modelling,

38 Euenue DEC# 1265161 Londed for 4h 57m

. . . 14 By
Cross-Border Shippers for Mariott Hotels
75 Securit
machine Iearnlng, and Ai. B OSSN S simao . rcovone: EE
59 Rewenue DEC# 1265209 nded for 4k 22m
30 — - BSS Logistics for BSS Dex & Engine
"l 48 BEK 8 lines - $2 000 77D - 1 Container
R 11 Revenue  DECH 1265208 ETAI2h
85 Moy CaRConstruction
53 OGN 35 lines - $94 000 TTD - 7 Container

16 Revenue DEC# 1265207

7 Sectiry C&R Construction

.. Pre-
Origin Post-
Load Arrival
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Data Exploitation
Return to Step 1!

Virtualize cross-border traffic

Using AIS, SAIS, LRIT, HFSWR, Sat Radar, and other
data available.

E.g. View of Persian Gulf, Physical borders and
Exclusive Economic Zones

Conveyances automatically risk assessed.

Pre-
Load

WCO IT/TI Conference Baku 2019
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CASE Study #1

Small / Medium GDP Nation in South East Asia

 Analytics and RiskLab Bl tracked revenue leakage to
excessive use of VAT exemptions.

« All VAT- 480 exemptions occurring at specific

Customs checkpoint. SR e
= -BT-lARAT - ll:hal-ar g %‘JRAMI\»{MAR; e
, : . : T M e (e
20% of exemptions linked to a single consignee. :
Bengal ‘,“ BTE/;;T&::;O;M \l
Guided by this information, a combination of [ e }«A d

Begawan
BRUNE| #
o/

outreach, change to business process and workforce
reassignments eliminated the leak. Revenue collected

increased by USD $80M in the 4 months following the

change. S indian

Online Project Ocean

“MALDIVES \ o ku{Lampnz IREEE - A
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Case Study #2

Medium GDP Nation in Africa

» Deployment of RiskLab Bl and a team of
Customs Revenue Leakage experts
mobilised to work with Customs data from
an African country for a 3-week period.

* Scope of the project focussed on only 5
high priority commodities.

« Over USD $100M in potential revenue loss
was identified through Undervaluation of

imported goods.
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Case Study #3

Medium / Large GDP Nation in the Middle East North
Africa Region

Using RiskLab BI, data scientists and on-site experts, TTEK
conducted a 3-month analysis of 5 years of historical
Customs import and export data.

Over USD $300M in potential annual lost revenue was
identified.

Crltlcal findings included:

Non-compliance with exemption rules,

Indications of significant levels of undervaluation from specific
companies,

Undervaluation in the tobacco and vehicle importation sectors,
Significant levels of misclassification in the food and drink

sector.

AN

SN
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Questions?

e Chris Thibedeau, CEO * Mike Squirrell, CTO
* Email: Chris.Thibedeau@ttekglobal.com * Email: Mike.Squirrell@ttekglobal.com
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