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Types of Deals 

Acquisitions 

(and Joint Ventures) 

In an acquisition it is likely that you will be implementing some or all of your 
security program at the target.  A merger is less common and harder to plan for.  
This presentation will focus on the former type of deal.   
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Role of the Security Executive 

The security executive is most successful when contributing value to the 
organization while also reducing security risk. These activities become more 
complicated if a company engages in an acquisition. 
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Value Security Risk 

 Enable the business 
 Security as a competitive differentiator 
 Security as a discrete value component 

Protect value realization 
Maintain reputation and brand trust 
Identify and manage new security risks 
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Acquisition Lifecycle 

At each stage of a potential deal, security has an important role to play.  You will be 
a more effective participant if you understand the basics of deal flow, and the level 
of access you will have to information required to assess value and risk. 
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Due 
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& Pre-Close 

Day One  
Post-Close 

Determine Motive 
 
Conduct Valuation 

Confirm Motive 
 
Improve Valuation 

Confirm Valuation 
 
Decide on Close 

Realize Value 
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Pre-Announce Post-Announce 
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Motivation 

In a strategic acquisition, the value and risk centers in the target are assimilated 
into the acquirer, and managed as part of the overall portfolio.  In a financial 
acquisition, it is more likely for them to be managed (semi-) independently. 
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Companies with a strategic motive 
engage in M&A activities to grow or 
complement their core strategic 
competencies. 
 

e.g.  McAfee acquiring NitroSecurity 

Companies with a financial motive 
engage in M&A activities to profit 
directly from operation or other 
disposition of the target. 
 
e.g.  Berkshire Hathaway acquiring BNSF 



Valuation 

The valuation of an acquisition is affected by many factors.  Security can and should 
contribute to valuation by assessing the target’s core value centers, as well as 
evaluating transitional risk and structural risks to the acquirer. 

Key 
Point 

How great is the value? 
 
Quality of value 

•  Example:  Secure SDLC 
 

Integrity of value 
•  Example:  Security of key IP 

What are the risks? 
 
Transitional risks 

•  Pre-close 
•  Post-close  

 
Structural risks 

•  Affect long-term ops 



Transitional Risk 

Follow the value to determine the centers of transitional risk unique to a 
transaction.  How can value be lost between now and when your security program 
has been fully implemented?  Lost to whom?  What are the incentives? 
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Technology People Processes 

Insider threats 
 
Pending HR actions 
•  Recruitment 
•  Retention 
•  Layoffs 
 

Revenue generation 
 
Risk management 
 
Other business procs. 

Data 
•  Intellectual property 
•  Other restricted info. 
 
Infrastructure 
•  Service delivery 



Assess the Target 
Plan for the    

End State 

Execute    
Security Program 

Integration 
Assimilation 

Execute    
Security Program 
Implementation 

(Semi-) 
Autonomous 

Operation 

Day One:  Moving Forward 

From the moment the acquirer decides to close, the single most important activity 
for the security executive is to manage transitional risk.  Once effective risk 
management has been established, the next step is to integrate the target into your 
current program, or implement a new security program in the target. 
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Manage 
Transitional Risk 



Information Security impacts M&A? 

The reasons security is important to the business are the same reasons why 
security should be an integral component of any potential M&A deal. 

Key 
Point 

Chart from Yahoo! Finance.  See “Renewable Industry in Turmoil”  Wall Street Journal  19 September 2011. 

NASDAQ:  AMSC  [American Superconductor Corporation] 
01/03/2006 – 04/04/2012 



Questions? 
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