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Overview Iapp

* General DPO requirements under the
GDPR: legitimacy of the DPO role

* International Research findings in Data
Protection




Data Protection Officer 1app
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Number of s required under GDPR
28,000..EU & 75,000 Globally

"’ '

GDPR mandates the appointment of
a DPO when core activities involve:

1. Regular and systematic monitoring of
data subjects on a large scale, or

2. Processing of special categories of data
onalarge scale

When in doubt, appoint a DPO

www.iapp.org
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Data Protection Officers
Art. 37-39

Data Protection Officers (Art. 37—39) are to ensure
compliance within organisations. They have to be appointed
for all publicauthorities and for companies where the “core
activities”:

- regularly and systematically monitor data subjects on a
large scale, or

- process on a large scale special categories of data (Art. 9
and 10).
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What does ‘core activities’ and ‘large
scale’ mean?

- Core Activities: Key operations necessary to achieve business goals +
processing which forms an inextricable part of the business activity.

- Large Scale: Recital 91 mentions “processing operations which aim to
process considerable amounts of personal data at national, regional or
supranational level which could affect a large number of data subjects
and which are likely to result in a high risk”.




DPD

SECTION IX NOTIFICATION
Article 18 Obligation to notify the supervisoryauthority

1. (...)

2. Member States may provide for the simplification of or exemption
from notification only in the following cases and under the following
cor;di‘tions:

* Where the controller,in compliance with the national law which
governs him. anpoints a personal data protection official,
responsible in particular:

*for ensuringin an independent manner the internal application
of the national provisions taken pursuantto this Directive

*for keeping the register of processing operations carried out by
the controller, containing the items of information referred to in
Article 21 (2), thereby ensuring that the rights and freedoms of
the data subjects are unlikely to be adversely affected by the
processing operations.

Article 20 Prior checking

1. (...)

2. Such prior checks shall be carried out by the supervisory authority
following receipt of a notification from the controller or by the data
protection official, who, in cases of doubt, must consult the

supervisory authority.
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SECTION 4 DATAPROTECTION OFFICER
Article 37 Designation ofthe data protection officer

1. The controller and the processor shall designate a data
protection officer in any case where:
a) the processing is carried out by a public authority or body,
except for courts acting in their judicial capacity;

b) the core activities of the controller or the processor
consist of processing operations which, by virtue of their
nature, their scope and/or their purposes, require regular
and systematic monitoring of data subjects on a large
scale; or

c) the core activities of the controller or the processor
consist of processing on alarge scale of special categories
of data pursuant to Article 9 and personal data relating to
criminal convictions and offences referredtoin Article 10.

www.iapp.org




O
Data Protection Officers |app
Nature and challenges

e The DPO issimilarbut not the same asa Compliance Officer as they are also expected
to be proficient at managingIT processes, data security (including dealing with cyber-
attacks) and other critical business continuity issues around the holdingand
processing of personal and sensitive data. The skill set required stretches beyond
understanding legal compliance with data protection laws and regulations.

* Monitoringof DPOs will be the responsibility of the Regulatorrather than the Board
of Directors of the organisation that employs the DPO: the independence factor.

* Internally, the DPO will need to create their own support teamand will also be
responsible for their own continuing professional developmentas they need to be

relativelyindependent of the organisationthat employs them, effectivelyactingasa
‘business enabler’ within organisations.




An Coimisinéir Data Protection
Cosanta Sonrai Commissioner
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Data Protection
Officer

The Data Protection Officer (DPO) role is
an important GDPR innovation and a
cornerstone of the GDPR’s accountability-
based compliance framework. In addition
to supporting an organisation’s compliance
with the GDPR, DPOs will have an
essential role in acting as intermediaries
between relevant stakeholders (e.g.
supervisory authorities, data subjects, and
business units within an organisation).




&
Data Protection Officer Iapp

Qualifications

Art. 37 (5): ‘The data protection officer shall be designated on the

basis of professional qualities and, in particular, expert knowledge of
data protection law and practices and the ability to fulfil the tasks
referred to in Article 39.

* Certifications: CIPP/E (EU data protection legislation),
CIPM (data protection practices, [D]PIAs, Program
mgt)

* Further qualifications & continuous education




@
“The most appropriate certification for the DPO is a combination of the IAPP’s Certified I a p p
Information Privacy Professional credential for EU professionals (CIPP/E) and Certified
Information Privacy Manager (CIPM).”

Oxford University’s International Data Privacy Law journal

CIPP/E CIPM
EU laws and regulations Operations
The global standard for the go- The first and only privacy
to person for privacy laws, certification for professionals who
regulations and frameworks manage day-to-day operations
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Data Protection Officer Iapp
Responsibilities (Art. 39)

* Counsel the entity in regard to applicable data protection laws

* Monitor compliance with applicable data protection (GDPR)
provisions and alignment with internal policies, including the
assignment of responsibilities,

* Awareness-raising and training of staff involved in the processing
operations

e Conduction of data protection audits and [D]PIAs

* Cooperate and communicate with the responsible regulatory
authority
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Data Protection Officer Iapp
Data Protection Risk Management

(Art. 39 (2)): ‘The data protection officer shall in
the performance of his or her tasks have due
regard to the risk associated with processing
operations, taking into account the nature, scope,
context and purposes of processing.’




Privacy Risks lapp

Individuals’

Data Loss Rights

Notice and Data Usage DEE]
Consent 8 Transfers

Over-
retention
of data

Third
Parties

www.iapp.org




Key Risk Impacts 1app

Financial Regulatory Reputational
Impact Impact Impact

www.iapp.org




©
Data Protection Officer Iapp
Positioning in the company (Art. 38)

1) Proper and timely involvementin all relevant aspects to be ensured by
the controller

2) Support by sufficient resources and access to data and systemsand
allowance of further qualification

3) Independence of instructions and protection against sanctioning by
controller as employer

4) Point of contact for data subjects

5) Professional secrecy and interest protection




Accountability & GDPR iapp

Accountability is a Key Principle

- The new accountability principle in
£ Gonere Oea Prtecton o7 Article 5(2) requires the controller to
demonstrate compliance with the
principles relating to personal data and
states explicitly that this is the
controllers responsibility

-




Demonstrating Accountability

Demonstrate
compliance by
implementing
appropriate technical
and organisational
EENIEEN

Maintain relevant
documentation

Implementing
measures that
meet principles of
data protection by
design and data
protection by

Gefauit Appoint a data

protection officer,
if appropriate

www.iapp.org
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Outsourcing the DPO? 1apP
Shared and external DPQOs

(Art. 37 (2)): ‘A group of undertakings may appoint a
single data protection officer provided that a data
protection officer is easily accessible from each
establishment.

(Art. 37 (6)): ‘The data protection officer may be a staff
member of the controller or processor, or fulfil the tasks
on the basis of a service contract.’
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CPO vs. DPO 1app

Considerations

* Is this mandatory DPO the lead data protection and privacy voice in the
organisation?

 Does the DPO’s role in working with the regulator make it difficult for
the DPO to engage in high-level strategic conversations?

* Would appointingexternal counsel as DPO create conflict when working
with the lead privacy voice in the organisation?

« Remember Art. 38 (3): ‘The controller and processor shall ensure that
the data protection officer does not receive any instructions regarding
the exercise of those tasks.’




IAPP-EY Annual Privacy

Governance Report 2017

www.iapp.org




2017 sees an 11-point increase in the percent working in a risk-

©
management function ia p p

« There’s also been a directional increase for legal/compliance, the most common
functional area by far

Main Functional Areas Work In

. 72%
Legal/Compliance N 70%
I 70%

I 47%
Information Security/IT [N 52%
I 44%

I 4% §
Risk Management [N 33%

I 32
N 28%
Government Affairs/PR/Ethics [N 26% W 2017
I 26% = 2016
B 12% B 2075
Marketing/HR I 12%

B 14%

* Significantly different from 2016




Nearly all firms say they fall under the scope of GDPR

* In addition, two of the top three perceived GDPR difficulties are now seen as even Ia pp
more difficult: data portability and gathering explicit consent

GDPR Obligation Difficulty
(Mean Score on 0-10 Scale: 0=Not at All Difficult; 10=Extremely Difficult)

Data portability =5.67'3 Restrictions on profiling __ : 68
Right to be forgotten = 212 Understanding regulatory oversight __ 2?
Gathering explicit consent =5589 Cross border data transfer __"-5_3:.1
Understanding legitimate interest qualifications = 4571 Understanding jurisdictional scope __3;’?2
Breach notification requirements = z g Understanding research allowances __ 378
Conducting Data Protection Impact Assessments = l‘:g Mandatory DPO requirement = g;
W 2017

W 2016

Over 95% of firms say they fall

under the GDPR scope

www.iapp.org




2017 sees large increases in most of the steps firms say ®
they’re taking to prepare for GDPR &) p p

Steps Being Taken to Prep for GDPR
(Base: Falls Under GDPR)

N 63%
50%
ing i T
NV esting I teChNOl Oy — 250 ss% ¥
Creating new accountability framework e — 52%
inti e
APPOINtINg & PP O e 35% “ae
T ]
InCreasing Privacy Staff o — 349% wrt
i i |
Increasing privacy budget s 359 e
i i ——
Creating new reporting structure ——pm™ 29%

Putting in place new data transfer mechanism _26%‘ 36%

; ; P : I 25%
Creating new relationship with outside counsel e — 200

e I 25%
Certifying employees o 15% =
_— . I 23%
Appointing multiple DPOs s 6% 23% 4
: : — o N 19%
Creating new relationship with consultancies s 16%19°/

Creating new relationship with regulators F——— 1% W 2017 W 2016

Ceasing to do business with EU citizens | :Zf;

Nothing -—5M11%

Investing in training

43 Significantly different from 2016

www.iapp.org




More than 8 in 10 firms falling under the scope of GDPR say ®
they’ll need to adapt products to comply Iapp

Expect To Adapt Products and Services
(Base: Falls Under GDPR)




Among those who will spend more for GDPR, the lion’s share ia pp
will be for tech solutions and outside counsel

Distribution of Additional GDPR Compliance Budget
(Base: Falls Under GDPR, Will Spend More)

Outside Consultants,
counsel, 22%
28%

Training / Technology
15%
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Use of Privacy Impact Assessments is up directionally 1appP
from 2016, to 70% of respondents

Use of PlAs
2017 2016 2015
Unsure, Unsure, Unsure,

4% 7% 10%




After an 8-point jump, the percent saying privacy has ©
influence on initiative planning is up another 10 points ia pp

Privacy Influence on Planning and Implementation

NO/ LOW INFLUENCE SOME/ GREAT DEAL OF INFLUENCE
M No/low influence (O to &) M Mixed (5) B Some/great deal of influence (6 to 10)
1§ Significantly different from 2016

Current Influence Level vs. A Few Years Ago

. l 2%
Current level is less m39%
1 2%

About the same T 1o W 2077

I 4%

: I 40%
Current level is somewhat greater p———— 46%
I 45% M 2015

. I 38%
Current level is much greater EEE=E 3}3%
I 2870

= 2016
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For questions or to request
additional information:

Paul Jordan

Managing Director, Europe, IAPP
pjordan@iapp.org
+32.(0)2.761.66.86
WWW.iapp.org




