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The value of complete visibility…

• How do you protect your important assets?
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Consider your home…

• If someone was sitting at your dinner table who didn’t belong 
there, would you know?

© 2014 Lancope, Inc.   All rights reserved.



Protecting your home

• We all have walls, doors and locks.  We teach our kids to keep doors closed 
and locked.

– This is an example of perimeter defense and a security policy.

• We also pay attention to our surroundings.  We have visibility into our 
environment.  We know when something is out of place.  And we act 
accordingly.

– Security of our home is effective because we know what belongs and what 
doesn’t.  We know what’s normal.

• If your child walked in with a swollen, red arm, you would notice.  You 
would act.  You would assess the situation and escalate to the appropriate 
resource if necessary.  You would ensure the problem was remediated.

• We could not secure our homes without walls, doors and locks.  And we 
could not secure them if we did not have visibility, nor if we did not know 
what was normal.

• We need these things for our electronic asset security as well.
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What would be the ideal visibility situation?

Full packet capture or IDS everywhere…?
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Visibility via Flow Metadata

Telephone bill

Flow 
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Ubiquitous visibility via flow telemetry …

… your infrastructure is the source:
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Statistical analysis and pattern recognition

Let’s play “Spot the Anomaly”

Netflow-based anomaly detection, circa 2003!
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