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Why is Security so important?
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Security 
and risk

of surveyed companies experienced 
some type of significant security incident 
within the past year that resulted in 
financial and/or reputational impact

79%

of businesses said their organizations will 
use cloud tools moderately 
to extensively in the next 3 years. 

85%Cloud

Mobility
Mobility source shifts from 62%/38% 
corporate/personal owned to 37% 
corporate owned and 63% personal owned

5X

Big Data By 2020 volume of data stored will 
reach 35 Zettabytes35

Powerful disrupters… the world is more connected 
than ever. 
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Unfortunately, the bad guys are 
more connected too.

They have many names
Spear-Phishers, BOTnets, DDoS, Zero-Day Threats, 

Insider threats & former employees 

They’re determined to exploit 

“disconnected security”
Security tools, processes, user profiles and information, 

separated in siloes that leave dangerous gaps in-between
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What are customers asking us for?
The ability to….

• Respond quickly to security threats and problems before they 
negatively impact the business?

• Protect every part of the infrastructure – inside and outside the 
network –reducing the number of vendors and disparate solutions 
and gaining efficiencies by reducing costs?

• Provide common-sense reporting that spans across areas of the 
network and infrastructure, helping to reduce the risk of errors from 
missed problems or threats, and saving time?

• Unify the patchwork of processes, reducing the complexity of 
meeting security and compliance objectives? 
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Dell Security Solutions
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8

Protect 
sensitive information 
with user access controls

Respond 
to breaches with 
quarantine and 
remediation

Embed 
security into devices

and solutions with
integrated security

Detect
and mitigate

security risks before
they impact your

environment

Connected Security: Outside-in and inside-out 
protection, from device to datacenter to cloud

Identity
Access Governance
Privileged Acct Mgmt
Identity Administration
User Activity Monitoring

Security Services
Incident Response
Managed Security  Svcs
Security & Risk Consult

Data & Endpoints
Data Protection & 

Encryption

Network
Next Gen Firewall

Secure Remote Access
Email

Dell Quest One Identity 
Solutions

Dell SecureWorks
Dell Data Protection & Encryption

Dell KACE

Dell SonicWALL
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Dell Security: Embed
Dell Data Protection and 
Encryption & KACE
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Enterprise Edition 
Centrally managed 
data-centric 
encryption software
(Includes External 
Media Edition)

Personal Edition 
Locally managed 
data-centric 
encryption software
(Includes External 
Media Edition)

Hardware Crypto 
Accelerator
FIPS 140-2, Level 3 
Certified Full Volume 
Encryption Solution

External Media 
Edition 
Encrypts external 
media device data; set 
policies for encryption 
or disable ports all 
together

BitLocker
Manager
Easily manages 
Microsoft BitLocker™ 
for comprehensive 
protection, auditing 
and compliance

Mobile Edition 
Encrypts mobile 
devices (Android, 
iOS) with 
management 
capabilities 

Cloud Edition 
Encrypts end user 
files in public clouds 
where user keeps the 
keys & controls who 
has access 

Dell Data Protection | Encryption
Comprehensive lineup of endpoint protection solutions

Self Encrypting 
Drive (SED) Support
Fully integrated support 
and centralized 
management of SEDs …
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Endpoint systems management
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Dell Security: Protect
Next Generation Firewall
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Next Gen Security– What are customers looking for?

• Performance.

• Simplicity.

• Application Intelligence and Visibility.

• Content Filtering 

• “Software Defined Security”. 
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TZ 215 Series TZ 205 Series TZ 105 Series

NSA 6600 NSA2600
NSA 250M/220

Dell SonicWALL firewall portfolio

E10800 E10400 E10200SuperMassive Series

Large enterprises, 

data centers, ISPs, carriers

NSA Series 

Branch offices and

medium sized organizations

TZ Series

Small and remote 

offices

9600 9400 9200

NSA 5600 NSA 4600 NSA 3600

http://images.google.com/imgres?imgurl=http://www.phaos.com/images/nav/fips_logo.gif&imgrefurl=http://www.phaos.com/products/crypto_fips/crypto_fips.html&h=687&w=688&sz=46&hl=en&start=13&um=1&tbnid=UFPwGYEx7zzPRM:&tbnh=139&tbnw=139&prev=/images?q=FIPS+140+logo&um=1&hl=en&rlz=1T4GFRG_enUS219US219&sa=N
http://images.google.com/imgres?imgurl=http://www.phaos.com/images/nav/fips_logo.gif&imgrefurl=http://www.phaos.com/products/crypto_fips/crypto_fips.html&h=687&w=688&sz=46&hl=en&start=13&um=1&tbnid=UFPwGYEx7zzPRM:&tbnh=139&tbnw=139&prev=/images?q=FIPS+140+logo&um=1&hl=en&rlz=1T4GFRG_enUS219US219&sa=N
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Management and Reporting
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Dell Security: Protect
Secure Mobile Access
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The Dell approach to secure mobile access

Business partner 
from any browser

Customer/Supplier 
Behind a Firewall

Extranet access

Internal users

Internal access

Dell SonicWALL 
SSL VPN SolutionTraveling 

employee

Employee 
using a 
wireless 
hotspot

Employee 
smart 
phones/ 
tablets

Protect corporate resources 
with granular access control 
based on user identity, device 
integrity and authorized 
mobile app

What’s running on end 
point?

Connect users securely and 
easily to resources from any 
device

Connec
t

Web apps

Client/Server apps

File shares 

Databases

VoIP

VDI infrastructure

Corporate perimeter

Detect Protect Connect

ApplicationsDirectories

LDAP

AD

LDAP

RADIUS

Mobile and Remote access
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SonicWALL secure mobile access solution

Introducing Secure Mobile Access OS 11.0 and 
Mobile Connect 3.1

• Provide simple, policy-enforced, 
per app VPN access to permitted 
mission-critical data and resources

• Enforce and manage mobile 
device policy terms 

• Authenticate user and validate app 
and device integrity

• Centralize access policy 
management
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Simplifies per app VPN access control

• Restrict VPN access to mobile apps 
authorized by IT

• Supports any mobile app, secure 
container or MDM solution without 
modification or SDK

• App signature validates mobile app 
integrity

• Provides scalable, network-level SSL 
VPN access to web, client/server, virtual 
desktop and back connect apps such as 
VOIP for up to 20,000 users per 
appliance
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Mobile device policy enforcement protects from 
BYOD business risk

• End-user required to accept policy 
terms to gain access

• Administrator can customize policy

• Support for per group policy

• Policy acceptance reporting
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Protect from unauthorized access and malware 
with context-aware authentication 

User authentication:

• Basic and two factor

• Protects corporate data and resources from 
unauthorized access

Device interrogation:

• Validates security state, including jailbreak 
and root status, device ID, certificate status 
and OS version

• Allows only trusted devices to access 
resources
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Simple, policy-enforced mobile access to mission-
critical data and applications

Mobile Connect App

• Intuitive app for iOS, Mac OSX, Android, Kindle Fire 
and Windows 8.1

• Download for free from the Apple app store and 
Google play, embedded with Windows 8.1 devices

• Easy, network level SSL VPN access to allowed web, 
client/server, and virtual desktop resources via one-
click bookmarks
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Protect from mobile threats

• Protects  in-flight data from interception with encrypted per app SSL VPN 
connections 

• Allow access by only authenticated users and authorized mobile apps and devices 
and only to permitted resources with granular network access control policies 

• Block malware and threats from entering your network when deployed with a Dell 
next-gen firewall to scan mobile traffic

Dell SonicWALL SSL 
VPN Solution

Web Apps

Client / Server Apps

File Shares 

Databases

VoIP

VDI Infrastructure

ApplicationsDirectories

Corporate Perimeter

LDAP

AD

RADIUS

LDAP
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Enable efficient administration with 
centralized access policy management 

Admission control

• Define trust level for users

• Define trust level for devices

Create allow, deny and quarantine rules 
easily that govern access for all users and 
devices based on device identity and 
device integrity.

Deny

AllowQuarantineDeny Allow

Employee 
community

Groups:  Sales, 

marketing, executive

Partner
community

Groups:  Partners

Access control
Just one rule set enforces access to all 
resources across all access methods based 
on who the user is and the trust level for 
the device.

• Define what applications users/devices can 
access

CRM app.
Allowed groups:  
Sales, marketing

Den

y

Order entry

Allowed groups:  
Sales, partners

Den

y
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E-Class SRA 
Appliances

SRA 
Appliances

Dell SonicWALL Secure Remote Access

SRA EX7000 SRA EX6000 Virtual ApplianceSRA EX9000 Detect – granular 
end-point control 
detects identity and 
security state

Protect – unified 
policy limits user 
access to permitted 
corporate resources 
from authorized 
mobile apps

Connect – smart 
access and tunneling 
ensure easy, secure 
access to  all 
network resources

Secure remote access for all users, devices and applications

Connect 
Mobile

Spike 
License

Secure Virtual 
Assist

Advanced 
Reporting

Native Access 
Modules

Mobile 
Connect

End Point
Control

SRA 1600 Virtual ApplianceSRA 4600

Secure Virtual 
Access

Web App 
Firewall

Secure Virtual 
Assist

Spike LicenseMobile 
Connect

End Point
Control

Secure Virtual 
Meeting
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Dell Security: Detect
Secure E-mail
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Dell SonicWALL Email Security Solutions

Multi-layer anti-spam, anti-virus protection

Easy to setup and administer

– Delegate tasks to end-users while retaining IT control

Compliance management

Architected for high performance, availability, scalability

Flexible deployment options
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Dell Security: Protect
Dell One Identity
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Identity Governance

Access Management

Privileged Management

What Dell One Identity delivers

Ensure that all users can get to the resources they need to do their jobs from 
any location and any device in a convenient, secure and compliant manner.

Achieve complete, business-driven governance for identities, data and 
privileged access by marrying visibility and control with administration.

Centrally manage privileged accounts with individual accountability through 
granular control and monitoring of administrator access.
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Dell Security: Respond
Dell Secureworks
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Gather Intelligence to help you protect you..…

TIMS
Threat Intelligence Management System

Strategic 

relationships

MSS Customer 

Events

CTU 

Investigations

Public & Private 

Feeds

Incident 

Response

Website Scraping

Social Media

Sinkholes

Truman Malware 

Analysis

C2 Monitoring

Honeypots

Underground 

Communications
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What we do with Threat Intelligence

Threat Intelligence

Predict
Anticipate threats “over-
the-horizon” with CTU 
Intelligence

Fortify
Proactively fortify your cyber defenses 
with Security and Risk Consulting and 
Managed Security

Detect
Identify and assess threats 
24x7x365 with Managed 
Security

Respond
Contain the breach and 
eradicate the threat with 
expert Incident Response

Predict

Fortify

Detect

?? !

Respond
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SecureWorks Security Services

• Global Threat Intelligence

• Targeted Threat Intelligence

• Threat, vulnerability & 

advisory feeds

• Microsoft update analysis

• Weekly intelligence 

summary

• Live intelligence briefings

• Malware analysis

• CTU support

• Attacker database feed

• Targeted Threat Hunting

Counter Threat Unit

• 24/7 security monitoring

• Security device mgmt.

• Log Management 

• SIM On-demand

• Vulnerability management

• Web application scanning

• Enterprise iSensor

• Managed SIEM

• Managed Advanced 

Malware Protection

• Managed Server Protection

• Advanced Endpoint Threat 

Detection

Managed 
Security

• Network and Web 

Application Testing

• Cloud Security

• Mobile Security

• Compliance and certification

• Program development & 

governance

• Security Residency

• Security Awareness 

Training Solutions

Security & Risk
Consulting

• Incident handling and 

management

• CSIRP Development

• CSIRP Gap Analysis

• Denial-of-Service 

Preparedness

• Advanced Threat 

Preparedness

• Tabletop exercises 

• Digital forensics 

investigation

• Targeted Threat Response

Incident 
Response
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Dell Connected Security 
Proof Points
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completeness of vision

challengers leaders

niche players visionaries

LEADERS

Managed Security Service Providers (SecureWorks)

Unified Threat Management (SonicWALL)

User Administration & Provisioning (Quest One IAM)

CHALLENGERS, VISIONARIES, NICHE PLAYERS

Secure Sockets Layer (SSL) & VPN (SonicWALL)

Enterprise Network Firewalls (SonicWALL)

Secure Email Gateway (SonicWALL)

User Authentication (Quest One IAM)

Identity and Access  Governance (Quest One IAM)

Mobile Data Protection (Dell)

Leadership: Dell security solutions in Gartner Magic Quadrants

End to End Pedigree….
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60B+ 
security 
events 

analyzed 
daily

2m devices 
WW 

reporting on 
40m users

Detects 3B 
security 

events of 
interest daily

Dell 
SecureWorks

$14 trillion 
in assets 

protected 
daily

15,000
malicious 

events 
analyzed 

daily

3,000 
security 

incidents 
escalated 

daily

Over 18 trillion 
applications 
controlled

Dell 
SonicWALL

Dell Data 
Protection 
Encryption

Data 
encrypted 

and 
protected on 
7m devices

Dell Identity 
and Access 

Management
102m

managed 
identities

Why Dell Connected Security?

Over 2,000 security professionals 
worldwide; elite security research 
teams

SuperMassive E10800 earned the 
coveted 'Recommend' rating in NSS 
Labs 2013 Next-Generation Firewall 
Security Value Map for the Second 
Year in a Row

2M+ security appliances shipped… 
and growing daily!



Q&A
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Come and talk to us…. 

Visit : 

http://software.dell.com/solutions/security

http://livedemo.sonicwall.com

Next Steps

Dell Connected Security
Better connected means better protected
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