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NEXT	  WAVE	  OF	  DIGITALIZATION	  

DIGITALIZATION	  DIGITALIZATION	  

Security	   Privacy	   ProtecDon	  



COMPUTERS	  TO	  MULTIPLE	  DEVICES	  



DATA	  CENTER	   TO	  VIRTUAL	  +	  CLOUD	  



CYBERCRIME	  –	  TO	  CYBERWAR	  

FBI	  reports	  that	  “hackers	  
linked	  to	  Anonymous	  
accessed	  and	  stole	  

sensiDve	  US	  government	  
informaDon”	  

Chinese	  hackers	  
reportedly	  access	  designs	  
of	  U.S.	  weapons	  systems	  
and	  steal	  data	  from	  100	  

companies	  

Cyber	  aWacks	  against	  
Iran’s	  Nuclear	  FaciliDes	  



LOCAL	  REGULATIONS	  &	  CHALLENGES	  –	  TO	  GLOBAL	  



BIG	  DATA	  THREAT	  INTELLIGENCE	  

Telemetry	  from	  
millions	  of	  data	  

sources	  

We	  blocked	  182	  million	  
threats	  last	  year	  

FILES	  +	  MACHINES	  	  
are	  viewed	  as	  a	  huge	  graph	  
comprising	  of	  152	  billion	  nodes	  	  
that	  expresses	  rela9ons	  between	  them	  that	  
drives	  our	  unique	  hygiene	  based	  ability	  to	  rate	  
files	  and	  URLs	  

We	  track	  more	  than	  	  
13.8	  Billion	  files	  	  
on	  our	  data	  analy9cs	  plaAorm	  	  
	  
	  

We	  respond	  	  
to	  more	  than	  	  
~7	  billion	  queries	  	  
every	  day	  to	  protect	  our	  users	  from	  
security	  risks	  
	  

We	  track	  more	  than	  	  
21.3	  billion	  URLs	  	  

We	  aggregate	  malware	  metadata	  informa9on	  on	  
our	  analy9cs	  plaAorm	  from	  various	  internal	  and	  
external	  sources	  that	  helps	  us	  accurately	  rate	  files	  
and	  URLs.	  	  
	  
	  175	  TB	  	  
in	  our	  data	  warehouse.	  	  

We	  have	  loaded	  a	  total	  of	  3.5	  
trillion	  rows,	  growing	  monthly	  
at	  the	  rate	  of	  103	  billion	  rows	  



ReputaDon	  

Insight	  leverages	  a	  massive	  network	  to	  derive	  file	  
reputa9on	  based	  on	  big	  data	  analy9cs	  



ADVANCED	  THREAT	  ANALYSIS:	  	  
Big	  Data	  AnalyDcs	  Example	  
For	  example:	  Sykipot	  campaign	  
Email	  analysis	  shows	  clear	  
evidence	  that	  subject	  &	  target	  
have	  been	  deliberately	  
selected	  
•  Strong	  correla9ons	  across	  emails	  

•  Features	  include	  topic,	  sender,	  
recipient	  domain,	  source	  IP	  
address,	  …	  

•  Sent	  on	  the	  same	  day	  or	  across	  
mul9ple	  days	  

	  



UNIFIED	  SECURITY	  &	  INFORMATION	  MANAGMENT	  

Unified	  
InformaDon	  
Management	  

Unified	  
Security	  

Internet	  
of	  

Things	  

Intelligence	  

IdenDty	  

Complexity	  
&	  

Heterogeneity	  



UNIFIED	  INFORMATION	  MANAGEMENT	  	  
INFORMATION	  FABRIC	  

VISIBILITY	  AND	  UNDERSTANDING	  OF	  INFORMATION	  	  
TO	  ENABLE	  CONTROL,	  MANAGEMENT	  &	  AVAILABILITY	  

INTEGRATING	  RICH	  METADATA	  

CONSISTENT	  GLOBAL	  VIEW	  OF	  INFORMATION	  

ANALYTICS-‐DRIVEN	  INFORMATION	  GOVERNANCE	  



INFORMATION	  FABRIC	  

AcDonable	  intelligence	  about	  your	  	  
organizaDon’s	  informaDon,	  enabling	  	  
comprehensive	  understanding	  and	  control	  



INFORMATION	  PROTECTION	  EVERYWHERE	  
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Copyright	  ©	  2014	  Symantec	  CorporaDon.	  All	  rights	  reserved.	  Symantec	  and	  the	  Symantec	  Logo	  are	  trademarks	  or	  registered	  trademarks	  of	  Symantec	  Corpora9on	  or	  its	  affiliates	  in	  
the	  U.S.	  and	  other	  countries.	  	  Other	  names	  may	  be	  trademarks	  of	  their	  respec9ve	  owners.	  
	  
This	  document	  is	  provided	  for	  informa9onal	  purposes	  only	  and	  is	  not	  intended	  as	  adver9sing.	  	  All	  warran9es	  rela9ng	  to	  the	  informa9on	  in	  this	  document,	  either	  express	  or	  implied,	  
are	  disclaimed	  to	  the	  maximum	  extent	  allowed	  by	  law.	  	  The	  informa9on	  in	  this	  document	  is	  subject	  to	  change	  without	  no9ce.	  


