
Share
Gerry Grant



Cyber Services

‣ Security Assesments 
‣ Footprinting 
‣ Social Engineering 
‣Training and Awareness 
‣Cyber Essentials advice



Ethical Hacking
‣BSc Ethical Hacking 

‣Abertay University, Dundee

‣Established 2006

‣ “It takes a thief to catch a thief”

‣abertay.ac.uk/studying/udg/ethhac

‣Shortlisted for DigiLeaders award 
2017

http://abertay.ac.uk/studying/udg/ethhac


“SECURITY IS A PROCESS, NOT A 
PRODUCT” 

Bruce Schneier



“I DON’T NEED TO RUN FASTER 
THAN THE BEAR: I ONLY NEED TO 

RUN FASTER THAN YOU.” 



Updates
A critical pain in the ass 



Updates matter
‣ Low effort but high reward 
‣Windows 10, 8.1, 7 get security updates 
‣ Windows XP and Vista don’t get any updates 
‣ Google “Windows lifecycle factsheet” 

‣OS X 10.13 (High Sierra), 10.12 (Sierra), 10.11(El Capitan get 
security updates 
‣ Apple supports the current & two previous updates 



Updates matter - Mobile
‣ iOS 11.1 (New emojis!!) 
‣ Version: Settings > General > About > Version 
‣ Update: Settings > General > Software Update 

‣Android 7 Nougat 
‣ Version: Settings > About Phone > Android Version 
‣ Update: Settings > About Phone > System Updates



Passphrases
Size matters! 



Never give them away!

🔑



The worst passwords
‣ 123456 
‣ password 
‣ 12345678 
‣ 1234 
‣ master 
‣ 12345 
‣ dragon

‣ qwerty 
‣ 696969 
‣ mustang 
‣ letmein 
‣ baseball 
‣ michael 
‣ football



Statistical analysis of passwords
Numbers Used

0 1 2 3 4 5 6 7 8 9

Length

6 8 10 12

Symbols Used

! @ _ * - &



Password managers

‣ Lastpass 
‣All platforms 
‣Cloud based 
‣ 1Password 
‣All platforms but works well with Apple 
‣ Sync devices



Two factor authentication



Ransomware
We have a solution 



Ransomware
‣ Encrypts your files 
‣Demands a ransom, usually only a couple of hundred pounds 
‣ You MIGHT get your files back 
‣DO NOT pay the ransom 
‣Report to the police on 101







nomoreransom.org





“The condition of a backup is 
unknown until a restore is 

attempted.” 



Social Media
Facebook, Twitter, LinkedIn, Instagram ……….











Phishing
Email —> link —> fake website —> malware/credential stealing



Phishing - Normal
‣ Economies of scale 
‣Not targeted 
‣Gullibility filter



Spear Phishing
‣Highly targeted, using previous research 
‣ Find areas of weakness and opportunity 
‣Make the target click the link 
‣This will result in compromise 
‣ Everyone gets caught by this…



CEO Fraud
‣ “Please transfer lots of money to this account, it’s urgent. 

Love your CFO” 
‣Difficult to get your money back 
‣Verify!



Malicious Websites
Email —> link —> fake website—> malware/credential stealing



Trust, but verify
Our Mantra



Wi-fi
A second front door 



How wi-fi works



How wi-fi works



How wi-fi works

‣📱 sends ProbeRequst (“BT-HomeHub are you there?”) 

‣🔮 Router receives ProbeRequest 

‣🔮 Router initiates connection with phone📱 

‣🍍 Receives ProbeRequest



Some Links
▸ Chrome security usability: youtu.be/XfFjde0UPbY
▸ Very strong passwords: theintercept.com/2015/03/26/

passphrases-can-memorize-attackers-cant-guess/
▸ LastPass: lastpass.com
▸ 1Password: 1password.com
▸ Which sites use Two Factor Auth: twofactorauth.org
▸ Guides to setting up 2FA: turnon2fa.com
▸ Google Chrome: google.com/chrome

http://google.com/chrome

