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Project Focus

Provide significant key operational capabilities for the ever increasing technically challenging terrorism

domain

Powerful terrorism
intelligence
platform

Accessing Dark
Web & deep web
content

Monitor terrorist
activity

Identifying,
gathering and
interpreting online
terrorist generated
content

Automation of
workload

operational foot i

Locating and
monitoring key
areas of the vast
expanse of the

Reliable planning
and detection
capabilities
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Common Characteristics LEAs ICT  jliissct i,
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Requirements g

. d rge DatasetS (3Vs principal - large volume of data, large variety of data and high velocity of data)

* Integration of traditional Intel with OSINT

 Data Visualisation

 Enhance Decision Making Capability (speed and impact)
Preadict .

Situational Awarenes

* Advance ICI Training

* And most importantly, developing relevant knowledge and
actionable intelligence
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Situational Awareness in security

and policing context is the capabillity to
Identlfy (people, events, materials, locations...),
contextualise, visualise, process and
comprehend the critical elements of
intelligence about particular areas of
concern. Areas of concern can be
anything from Cyber investigation to the
management of a major crisis.

Akhgar and Bayerl (2015)
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Intelligérice’s

Core requirements for Situational Awareness
Platforms

m Platforms should be active, not only during particular crises or incidents, but also provide
monitoring capability for preventative measures

Run real-time to near real-time analytical capability
Provision for pushing and pulling intelligence rather than information
Multimodal information visualisation

gapl)(abilig to manipulate and corroborate information from various sources (e.g. Social media to
ark we

Provision for integration with OSINT

Taxonomy-driven and semantic navigation

Reliability indicators

Dynamic and multimodal search and traceability of intelligent to its source

Verification functionality

Legal and ethical constrain - GDPR (from chain of evidence to presentation in court of law)

'CENTRIC |

goecurity
Tcé“reronsm

govn |

research Analysis#: =

#1y




TENSOR proposition

m Bring significant advantages to LEA operational capabilities through
a dynamic intelligence platform

m Detect, classify and report terrorist content

m Enhance reliable planning and prevention functionalities for the early  gEESSeg 3 N
detection i LAEE B f®69K 441 PN}

m Automate the workload, clarifying critical information from noise

m Analysis and classification of text, image, video, and audio
documents.
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Core functionality

m Preparation
- Taxonomies, Ontologies and Indicators, Entry Points and Use Cases

m Acquisition and Mark Up:

- Surface, deep and dark web crawling and target searching
- Autonomous dialogue enabled bots - interact via forums

- Concept extraction from text and multimedia

m Analytics

- Further concept extraction, classification, clustering, SNA, credibility, priority and
multimedia forensics

m Summarization and Presentation

- Multilingual summaries, secure storage, audited access, visual analytics,
dashboard, translation
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TENSOR components

m |dentification of misinformation and disinformation in relation to terrorist
generated content

m Web crawling and scraping across the surface, deep and dark webs
m Concept extraction using the taxonomy and ontology

m Aggregation based on formal concept analysis

m Multimedia processing components

m Data store and content repository

m Legal guidelines

' CENTRIC |




Categorisation

Hizb ut
IRA Real IRA Al Qaeda I5IL/ Daesh Tahrir

Soldierf Kidnapping/
. | axo n O I I Iy Military Ransom sty LT Criee hayios PKK DHKP Hezhollah | | Hamas
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- building, registering and
classifying over 35 active —
international terrorist groups 5 .
including: e il

Taxonany:

m ideology, . v v

m sub-defining characteristics, = | o -

m regions of operation, — —

m background information

m styles of operation/ action. - ol - e[ |comre | | ptn | | st | | sy
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ldentifying Terrorist Communities

m Intelligent bots capable of interacting in forums and online pages
of interest, harvesting dialogue.

© 29K 2:11 PM;

m Social media networks analysis to identify connections between s O
vulnerable and malicious users. (recruitment, funding, Forwarded message
From dzeMesill doil - s

indoctrination)
m Analysis of metadata, multimodal and multilingual content from

the surface and dark web. (speech and image recognition)
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OSINT Focus aspect of TENSOR

m Increasing best practice, capabilities and
experience in information security and
converting them to effective practices

m Exploration and exploitation of surface,
deep , dark web, social media and GP

m Empowering investigators through
technology (such as virtualisation)

CONFIDENTIAL
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JAPAN

m J- Action JUSTIFIED

m A- AUTHORITIES require - in place ? (e.g. DSA)
m P-Action PROPORTIONATE TO THREAT

m A-Is everything AUDITABLE ? in what form?

m N- Is what we are doing NECESSARY

CONFIDENTIAL
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Project Objectives + Video

» Extraction of subtitles

* Iconography identification

jon of audio for processing
: Classt jon of content

Intelligence

Platform : Jﬂ . : 5 3{ AC TarRaion ; tlme Stamps
4 4‘ o \ L N

J & Searching
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. hguage speech recognition

 Conversionge dio to text for NLP

o Mu'timedia
o Processing

Nlatural Language & Text
=L D . jon to Intelligence Officers

Core
Functionality

e

Summarisation
&
Presentation

processing
on of sentiment / content
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Application of
Big Data for
National Security

Hakaie Alchgar, Gragory B Sasthot, Hamid Arsbris
Richard H51, Andrie Stanferth and Putra Sasia Baysrl
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CvyBer TERRORISM
NVES e 7 ] AN

STRATEGIC
INTELLIGENCE
MANAGEMENT

Babak Akhgar, Phb and Simeon Tates, Phb
Whthaborrwoed by Lowd Calef Berbes B8 90
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Advanced Sciences and Techmalogies forSecurty Applcations

Babak Akhgar
Ben Brewster Editors

Combatting
(ybercrime and

Cyberterrorism

Challenges, Trends and Priorities

@CENTRICResearch

Advanced Scences o Techoologies feSecurty Appications

Babak Akhgar Babak Akhgar
P. Saskia Bayerl Andrew Staniforth
Fraser Sampson Editors David Waddington £ditors,

Open Source | Application of
Intelligence ~ ocial Media *

o in Crisis =
Investigation | yanagement

Advanced Sciences and Technologies
for Security Applications

Advanced Sciences and Technalogies for ecarity Applications

P Saskia Bayerl

Ruza Karlovic

Babak Akhgar

Garik Markarian Editors

Community
Policing - A
European

Perspective

Strategies, Best Practices and Guidelines

R

The Routledge Companion
to UK Counter-Terrorism

Babak Akhgar Editors ( l
Simeon Yates \
Intelligence
Management

Preventing
Terrorism & Violent
Extremism

' CENTRIC,




