THE
SECURITY
STANDARD"

Securing the Enterprise
from a Dangerous Cyberworld

September 19-20, 2011 « Marriott Brooklyn Bridge, New York City

CSO



The Encryption Conundrum

Daniel Srebnick
CISO

NYC Department of Information
Technology and Telecommunications

Information

Technology &
Telecommunications
e |THE : . Produced by
2 SECURITY Securing the Enterprise
- STANDARD"  from a Dangerous Cyberworld CSO




From dictionary.com:
co*nun*drum/Noun

1. A confusing and difficult problem or question.

2. A question asked for amusement, typically
one with a pun in its answer; a riddle.
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The Question:

Is encryption ALWAYS required
and is it ALWAYS practical to
encrypt all private data?
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The Answer:
Let’s Encrypt All Our Datal!

We are security practitioners and professionals.
We are smart?

We know that the bad guys can’t see our data if
we encrypt it.

It’s that simple...isn’t it?
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The basic questions...

* Who are we protecting the data from?

* What data are we protecting?

* When does the data require protection?
* Where is the protection required?

* Why does the data require protection?

* How are we going to do this?
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Who?

 Network engineers and sysadmins should not
be looking at private or confidential data.

* No unauthorized individual should be looking
either.
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What?

 What data has to be encrypted?

e City of New York data classified at a particular
level must be encrypted in transit and at rest.
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When?

* Encrypt data at rest

— On disk
— On backup media

* Encrypt data in transit over the wire
— LAN
— WAN
— And SAN—that too is a network!
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So the data has left the wire...

And now it is on some host

— First it is in memory, which is very hard to encrypt
and process at the same time

— Although encryption is a great idea for non-
volatile storage on mobile devices, there are key
management issues

— And now you need to store the data on some
permanent storage device such as disk
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Where?

e Database columns (TDE)
 Fileshares and filesystems (efs, Bitlocker)

* Tapes (especially tapes that are exported outside
of the datacenter!)
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/= HHC - Data Theft Notification - Freequently Asked Questions - Windows Internet Explorer

)
@ * /ZI hd |'&'w http: A, nyc.gov hitmlhhchtmlfor fnotice-fag, shitml v | 5| A |nvc hhe data tapes lost | P~
F)i? '{Qj‘ [_) HHC - Data Theft Motification - Freequent... ] ‘ {!;i’i - D Eé.'] - 3 Fage = 5;,5 Tools

Search | Email Updates | Contact Us

Residents : Business : Visitors : Government : Office of the Mayor

Naw YORK crrv ACUTE CARE Bellevue « Coney Island « EImhurst - Harlem
T HOSPITALS Jacobi « Kings County + Lincoln = Metropolitan
North Central Bronx = Queens = Woodhull
nyc.gov/hhe

Michael A. Stocker, M.D. Chai )
All:n a;. Avile:.cpre:sidem s @ Text Size: & A A
Find a Specialty + Locate Our Facilities ,@ Physician Referrals QY Newsroom ?‘ Translate &3

£  Printer Friendly
ES  Email a Friend

Home Data Theft Notification

About HHC
s FREQUENTLY ASKED QUESTIONS:
Hospitals, Medical Centers
and Home Care Services Q: What is the North Bronx Healthcare Network?

Affordable Healthcare A: The North Bronx Healthcare Metwork is part of the New York City Health and
Hospitals Corporation, commanly called "HHC." The Network consists of Jacobi Medical
Center, North Central Bronx Hospital and two affiliated community healthcare centers:
the Health Center at Tremont and the Health Center at Gun Hill. If vou were a patient,
or a Network workforce member, at any of these facilities between 1991 and early
December 2010, vou may be affected by this incident.

Specialty Services A-Z
Public Meetings
Publications and Reports

How You Can Help Q: What was this incident?

Centact HHC
A: On December 23, 2010, computer backup tapes for two North Bronx computer

systems were stolen from the truck of our vendor GRM Information Management
Services while being taken to a secure storage location. The GRM truck was parked on
the street in Manhattan at the time of the theft while the driver was making a pickup
from ancther GRM customer. Our tapes contained patient protected health information.

Please be assured that only a person with specialized knowledge and access to the
right software and computer hardware would be able to view the information on the
stolen tapes. However, in the interest of the safety and protection of our patients'
personal and health information, and to secure them from harm, we have arranged for
each affected party, at his or her option, to receive identity protection services from
Debix, the Identity Protection Networlk.

The North Bronx Healthcare Network regrets any inconvenience that this incident may
cause you. Although we do not have any proof that your private information was
accessed by any unauthorized persons, we are required by law to notify all individuals

Done € Internet H100% -
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Encryption: The path to secure
commerce and data security

Secure Socket Layer (SSL)

— First 40 bit, later 56 bit, now 128 bit

— Protects data traveling “across the wire” from
prying eyes
— Ensures secure online financial and e-commerce

transactions by overcoming credential or credit
card interception
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Without SSL there would be no...

eBay

Amazon

Online Banking

Online Securities Trading
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Can we encrypt it to keep it secure?

Let’s start with a local disk...

— It makes complete sense to use some type of disk
or file system encryption package.

— Someone can walk about with the disk and your
data, so an encrypted file system is great
protection if you hold the key.
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ISCSI me please...

e {SCSI offers an over-the-wire solution for
encryption

* i{SCSI can be tunneled through IPSEC

* i{SCSI also offers other security advantages
such as CHAP (describe)
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Encrypted File Systems

* Not seen much in production use

 The encryption occurs on the host rather than on
the SAN

* Microsoft EFS

* Linux Ecryptfs
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This seems difficult -- Is that why
they’re called “Hard Disks”?

* The not-for-profit Trusted Computing Group wants to make
disk encryption easier.

» Self-encrypting drive solutions based on TCG specifications
enable integrated encryption and access control within the
protected hardware of the drive.

» Self- encrypting drives may provide the best solution for full
disk encryption, protecting data when the machines or drives
are lost or stolen.

 TCG’s open standards provide multivendor interoperability.

#n 1HE : . Produced by
%) SECURITY Securing the Enterprise
STANDARD"  from a Dangerous Cyberworld CSO



Benefits of Self Encrypting Drives

* Better performance — hardware optimized
e Stronger security — always on

* Easier to use — completely transparent to
users and softare

* Lower TCO — no key management
infrastructure required.
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How is your mobile device encryption?

* iPhone/iPad?
 Android?

* Blackberry?
* Laptop?

* Netbook?

 Any mobile device that stores the encryption key
onboard is not going to be so secure

* Any mobile device requiring a user to input an
encryption key is not going to be seen as user friendly
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%) Russian Company Cracks I0S 4 Hardware Encryption CIO.com - Mozilla Firefox

Fle Edt Mew History Bookmarks Tocls Help
B Russian Companty Cracks [0S 4 H... | + |

€ B3 - @ http:/fwrwew. cio.com /ar tice /6829 16/Russian_Company_Cracks_IOS_4_Hardware_Encryption - & || *8~ 0 magazine iphone 4 encryption )~ | A
S —

Splunk> listen to your data

DRILLDOWNS = Applicatio

Russian Company Cracks 10S 4 Hardware

Encryptlon Most Recent Encryption Stories
Having cracked Apple iPhone backups lastyear, Russian security company ElcomSoft )

= Zellcrypt Releases Encrypted Yoice Call App for the
appears to have found a reliable way to beat the layered encryption systermn used to \Phone

secure diata held on the smartphone itself.
" « 2011 Timeline of Major High Tech Awards:

By John E. Dunn Bl 5 _+1 o Cryptographers, Unix Pioneers Lead the Way

ay 25, 2011
\’1‘3"- May 25, 2011 « Mermory Encryption Breakthrough Claimed By NC State
5 Leave a comment Reszearchers

» The Rising Use of S5L Raises Mew Risks

DG Mews Service — Having cracked Apple iPhone backups last year,
Russian security company ElcomSoft appears to have found a reliable way

2 to beat the layered encryption system used to secure data held on the
wTweer | SMErtphone itself, Improve
! ) ) Simplify
Since the advent of i0S 4 inJune 2010, Apple (AAFPL) has been able to .
3 secure data on compatible devices using a hardware encryption system Consolidate
ﬁ e called Data Protection, which stores a user's passcode key on an internal Secure
chip using 256-hit AES (AES) encryption. Adding to this, each file stored an Save
an i05 device is secured with an individual key computed from the device's
0 Unigue ID (UID) your Network Infrastructure
755 Reclolit Apple products containing this security design include all devices from 2008 V I rt ua I Ize
omwards, including the iPhone 3G5 (which can be upgraded to iOS 4),
iPhone 4, iPad, iPad 2 and recent iPod Touch models. vmware Call Us Today!
0 Ll 15777268749 p A nfu R G v
v ElcomSaft has not explained how it hacked the hardware-stored key system 1-877-PANURGY ~"™eE=ted [Business solutions
in detail for commercial reasons, but the first point of attack appears to have
R Eneen the user system .pas.scude itself as all DthEr keys are only vulnerable White Papers »

THE . .
SECURITY Securing the Enterprise

STANDARD"  from a Dangerous Cyberworld

Produced by



Android passwords are stored in plain text - Google says everyone is doing it | TechEye - Mozilla Firefox

File Edit “Wiew History Bookmarks Tools Help

passwords are not truly secure, he said. All the client has done is either obfuscate, or encrypte them with
another key stored somewhere else.

J%Androwd passwords are stored inpl... | 4+ =
= & http e, techeye net/mobile/android-passwords-are-stored-in-plain-text - g i
~
“TechEye: We know hovr to liguidise soups” - Allan Rutherford Q
TechEYE n<t
. Bl ras Tuvitter Facehook - Ermnail
HOME | BUSINESS | HARDWARE | 30FTWARE | CHIPS | MOCERILE | INTERMET | SCIENGE | SECURITY | REVIEWS | EYETHINK honcisy 25 Jul 2011
HP Pavilion dv7t
Quad Edition
Android passwords are stored in plain text Popular mobile stories EJ
Google says everyone is doing it G India’s DoT sits on unallocated
Edhweard Berridye 0 Cotnmernts 2G spectrum
57 |3 Tweet [ reddin izt [ Like s L= Ye - ZTE
Security on the Android operating system has been dismissed as a : Booke ”@ will
joke after a hacker found that it was listing user passwords in plain text ( WebOS [aSRSEES
Hacler Mews has reported that Android user passwards are stored in succeed
plain text on the phone's harddrive, if you know where to look Mediatek will not get
An Android user noticed that a password for email accounts is stored Nokia 2G chip
into the SQLite DB which in turn stores it on the phone's file system in
plain text. He suggested that this was daft and Google should be Emerging markets will buy
encrypting ar at least transfarming the password. smartphones
Android Support's Andy Stadler wrote that the problem was caused by
the fact that Android Email supports POP3, IMAPF, SMTP, and Exchange . .
ActiveSync. Al of these require that the software present the password EyeThink - jein the debate
to the server on every connection. B [stablet computing a costly fad?
Android has to retain the password for as long as users need to use the account. Newer protocols don't have
this problem. They allow the client to use the password one time to generate a token, save the token, and
discard the password, he said.
But he pointed out that obscuring your password or encrypting it with a key stored elsewhere will not make
password or data more secure. |t will just be somewhere else.
Stadler implied that other email clients had the same problem. Some pretended they were more secure
because they were using obscuring or encryption. However it did not mean that the password was more
SEeCUre.
If a user can boot up the device and it will begin receiving email on your configured accounts, then the
v
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Solutions

* Encrypt where practical
— SSL, sure
— IPSEC where it works, sure
— Databases, maybe but what about audit based solutions
* Find other solutions where not so practical
— Database security gateways
— Self encrypting drives
* Understand the limitations of user friendly mobile devices
— Onboard keys make for easy targets

e Virtualize data on mobile devices to keep it secure in the
datacenter

2 1HE : : Produced by
2 SECURITY Securing the Enterprise
STANDARD"  from a Dangerous Cyberworld CSO



Discussion
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Thank You!

Daniel Srebnick
CISO

NYC Department of Information
Technology and Telecommunications
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