Alg Networks // performance by Design

Solutions to Modern Application Delivery
Challenges

Steve Sacchi| Senior Systems Engineer




A10 Networks

FastPrvate
2010 _ ~
: A10 Networks is the 4th

fastest growing private

company in Silicon

Valley 64-bit AX Series won Best

/ of Microsoft TechEd in the

. Networking category for

innovation & technology

:Inc.50150, LRG>

. /
A10 Networks ranked _
No. 46 on the 2010 =BayAreaNewsGroup
Inc. 500 with three- TOP
year sales growth of WORK Top Workplace
4,927% A
. A10 is a Top 10 Workplace
N 4 \ﬂ in Silicon Valley )

A‘g Networks ' performance by Design /' Confidential: Please DO NOT Distribute A



W
AX Series Customers JAI0

ELPEEE obiue BENTLEY W box B9 ng
centerbeam.
© (5 ST () core &R :riv; 2C0Nda lind

PE#%hEE
R LAWK'NSJ VF — F EanhCIassMall'

CHINA MOBILE
c;-&"‘ A
FFFEenterprnises  Florence County KuOWS Mddla com

Magic.Online <J- TI€E0 Micresoft

Computers & Telecommunications Systems

GAMESFLIER

— THE HUFFINGTON POST 4/
e M docomo NTT Plala Inc THE INTERNET NEWSPAPER: NEWS BLOGS VIDEO COMMUNITY PR_E

NTT MIER
C—
SCHOOL & OF"?& Y HOO’
>hareompan % SchoolCenter ™" ReTWORK Cl) §®: = illa A
pary i @ Z wren () Gy 9= shopai FERE
V b ‘

sm=2p) TEXAS ;1.
0""(\"'
il s SUBARU. Taobao.com S’I‘+ ”E‘ Wiko *W%;}jmﬂ oy &L "

The nonprofit educational organization behi

AIB Networks /' performance by Design Confidential: Please DO NOT Distribute A 3



Application Delivery and Server Load Balancing

Cloud
Internet . .
Avallability
Data Center

Security

Users

Scalability
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Modern Application Delivery Challenges A
- Site Always Available | Users
* Faster Response
_____________________ : Backup
Datacenter
 High Volume Traffic : =4, | — _——
& Unpredictable Spikes ._=xternal T i
- Disparate Devices & | Network —
Protocols
""""""""""" | Primary|Datacenter
L . | | |
» Application Delivery __ADC = . =~ —— | . Automatic
__________ Controller | | | . Failover
* Efficient Distribution :___I_n_t_eir_r]g! _I§I_e_ty\_/ 9_r_k_ ________ ;quc?ﬁ?jZTf; &
* Reduced Connections Disaster
- Normalized Traffic | | l  Recovery

* CPU & Network Off-load
« Easier Management
» Connection Efficiency
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Revolution

"Bliss was it in that dawn to be alive
But to be young was very heaven!"
Source: William Wordsworth
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Evolution

“....that there’s nothing like millions of years of
really frustrating trial and error to give a species
moral fiber and, in some cases, backbone.”
Source: Terry Pratchett
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» Vast corporate
datacenters

» Long deployment cycle for
applications

» Static infrastructure

» Armies of IT personnel

Expensive to run
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Moving Data Center Applications to the Cloud

Internet

» Reduce costs
» Increase service

» Free staff from maintenance
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Cloud Computing

» Cloud data center
+ Pay per use infrastructure
+ Multi-tenancy

o Commodity or appliance
hardware

+ Elasticity

Corporate

Data Center
laaS

Saa$
Paa$S
» As promised?
o Features
o Competitive edge

Virtualization as an

enabler
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Cloud Computing & Virtualization

Scale down [ premts) (e )

as traffic (Mtsws) (Mtems) (ST
decreases

Scale up as
traffic
Increases
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Virtualization: Enabling Elasticity A

» Scale down
¢ SOftADC
¢ In-box virtualization

» Scale up
¢ Chassis
¢ Virtual chassis

aVCS Devices ‘
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Automation and Network Intelligence A

» Management
o RESTful API

» Traffic scripting
+ Leverage languages

» Machine movement
¢ Enhanced virtualization
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Community Leverage

» Leverage
scripting

» New solutions
through input

» Conversion to
features for
optimization
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Replies Topics
Skipping Large Content Size for HTTP Collect?

“_| | Posted 2 Days. 20 Hours ago by TODDH Views: 11

0 +, | cookie persistence for PCl audit
Posted 1 Week, 3 Days ago by brunov Views: 11
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0 Carrier LLB aFlex
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Last Post
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Everything Connected

@ Casino @

o

» New devices
connecting

® Hotel Room ® @ Front Desk and Hotel Operations ®
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Lobby Back Office

» Mobile
traffic
growth

Room Reservations

____________

Disaster Recovery Site

— .
s 2222 BEED LS
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» Internal =
application K
networking

Web-based Casino Apps
Room Reservation (Games &
System Management)

I,
T

SlotBank  IPTV, IP Phone & Other Apps :
(Guest Management); (Business Apps)

« High-availability (sub-second
failover)
- 10 Gbps Aggregation Point

AX Series
VolP, Media and Back Office Apps
Other Servers (Exchange 2010, PMS, and

Auto-Attendant)
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Evolution

“....that there’s nothing like millions of years of
really frustrating trial and error to give a species
moral fiber and, in some cases, backbone.”
Source: Terry Pratchett
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Encryption

» Encryption Everywhere? §§§ §§§

> SSL Valid SMTP Clients Spammers

+ Certificates 2048-bit+
STARTTLS Spam
+ More secure Encrypted Rejected
. . Traffic by PBSLB

¢ Computationally expensive :

» STARTTLS
¢ SMTPS for Exchange 2010 Clear
¢ Other protocols Traffic

» DNSSEC (data authentication)

SMTP Servers

A‘g Networks ' performance by Design '~ Confidential: Please DO NOT Distribute A o



Hard-disk to Solid-state Drive (SSD)

A 4

» Increased performance SSD Adoption trend is

accelerating

> Reduced power “according to The InfoPro Inc., a
New York City research firm.
» Hard-drive errors _InIoPI(o's Dicggwﬁera]an??{y
. interviews o eads o
eliminated procurement at some of the
Fortune 1000's largest storage
» Incrementally reduced spenders showed that nearly
costs 39% are currently using or
piloting SSD technology, but only
_ 47% had actually paid for it.”
> SSD Standard In ADC Source:
prod ucts http.//searchstorage.techtarget.c
: : om/ Apr 22, 2010 SSD adoption
¢ Zero SSD failures in a on the rise
year
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Performance

» Clients
» Content

» Peak loads and flash crowds

A‘g Networks ' performance by Design '/~ Confidential: Please DO NOT Distribute A 20



64-bit Multi-core Computing

Effective use of
processors

64-bit processor and
software required

Clean slate
architectures

Massive scalability
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32-bit Hardware
LComponents

L 32-bit
32-bit ¢ 0S

ADC

64-bit Hardware

Components
L mu bit

64-bit Processor
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Data Center Optimization

» Lower density

» Reduced power
consumption

o Per data center
o Per appliance

» Performance Per
Watt (PPW)
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One /AX{1000)=14,GbpsjThroughputy

One AX(5200,=3m+.L4,CPS]
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Advanced Application Delivery

» ACOS platform

+ Server load balancing
¢ Widest choice of virtualization solutions
+ |IPv6 migration

» Flexible deployment

» All-inclusive appliances

-
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