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Moment of Silence

For the Men and Women serving 
our great countryour great country

Respect and Appreciation
for our

Freedom

Sponsored by



whoami

US Govt → Private Sector

Currently:
Chief Architect (Apps/App Security) – Ogilvy & Mather WW
R h F A S itResearcher: neuroFuzz App Security
• Author – book and magazine articles

Cons lting / Trainer• Consulting / Trainer
• Open Source Software Author
• OWASP WSFuzzer• OWASP WSFuzzer
• SSHA Attack
• Ongoing research in exploits and software vulnerabilities
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• Ongoing research in exploits and software vulnerabilities



State of the Art Security

Equals = Layers:
IPS
IDSIDS
FW
AVAV
Disk Encryption
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State of the Art Security

Y h ld hYou should have
CRINGED

at my
previous statement/slideprevious statement/slide
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Evolution

Our industry has evolved.

Attacks are creatively getting more and 
more sophisticatedmore sophisticated.

The targets are shifting, 
so are the motivating factors
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Some Threat Areas
Predominately exist at Layer 7

• Web Application • Databasespp
– Heavy client-

side
• Documents
• Mobile/Smart devices

• AJAX
• Flash / 

Flex

• Embedded Functionality
• Blended ThreatsFlex

• Mashups
– Traditional

– Chained 
Exploits

Off Sh iTraditional 
model

• Server-
id

• Off-Shoring
• Shadow IT
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side
• Web Services

SOAP/REST
Take a look at the OWASP Top 10



Documents
• PDF's are now a popular attack• PDF s are now a popular attack 

mechanism
E t t d t th– Easy to get end-users to open them

– Lots of tricks possible
E b d Fl h• Embed Flash

• Embed javascript
• Embed executable code• Embed executable code
• Embed evil PDF in good PDF file

– Some examples
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Some examples ...



Clear PDF - javascripte.pdf
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javascripte.pdf virustotal score
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Obfuscated - javascripteo.pdf
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javascripteo.pdf virustotal score

.....
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Embedded Functionality

• Range …

• In many casesIn many cases 
already link 
back toback to 
servers via the 
Internet
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Internet



Blended Threats
• Attackers use different pieces of 

legitimate software to attack a target
• Or … attackers use a multi front attack 

to propagate an attackp p g
– Browser vuln
– OS vulnOS vuln
– Combination = potential breach
– Alone there is no threat
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– Alone there is no threat



Chained Exploits

• Twitter Example
– Posting of private corporate assets
– Twitter employee used gmail
– gmail password change request → g p g q

hotmail – googles hint: 
******@h******.com

– hotmail account wasn't used for years
• Disabled
• Hacker registered for it and got it
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http://techcrunch.com/2009/07/19/the-anatomy-of-the-twitter-attack/



Off-Shoring

• Do you do thorough security oriented 
code reviews??

• Do you really know what is in that 
functional code delivered to you??y
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Typical Targets

• Host
N t h

• OS
Z bi– Not so much anymore

• Data
Attackers want data

– Zombies
– Network info leak 

• SCADA– Attackers want data
• User 

– Impersonation

• SCADA
– Growing in popularity

• DevelopersImpersonation
– Stealing of personal 

data

Developers
– Shortest distance 

between 2 points ??
– Sending them to great 

looking fake sites
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S P t ti MSome Protective Measures
• Layers, Layers, Layersy y y

– But the edge itself is not enough
– Core security is essentialCo e secu y s esse a
– Stack protection
– App protectionApp protection
– Native Layer 7 protection
– Native Web Server protection– Native Web Server protection 
– Visibility – events and their relationships
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S P t ti MSome Protective Measures

• Make attackers jump through enough• Make attackers jump through enough 
hoops ....
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Layers

• Reverse Proxy
• Web Application Firewall (WAF)
• Web ServersWeb Servers
• Core – App itself
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Reverse Proxy / WAF

• Critical tier
• Misunderstood

– It is not an IDS with a couple of scripts!!It is not an IDS with a couple of scripts!!
– Not typical thinking of security industry

• Effective• Effective
– If apps are truly understood
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Reverse Proxy / WAF
M lti l L A• Multiple Legacy Apps

• Covers areas that core protection 
cannot

– Entire Request (including headers)
– Entire Response (includes body)
– Data already injected in a DBy j
– Limit supported HTTP verbs

• OPTIONS / HTTP/1.0
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Reverse Proxy / WAF
• But … they can be complicated …

Require deep level of knowledge– Require deep level of knowledge
• Networking
• Dual-HomedDual Homed

– External interface
– Internal interface

ff• Layer 7 traffic
• Intelligent Pattern Matching

– Regex hell (or heaven for some)
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– Regex hell (or heaven for some)



Reverse Proxy / WAF

• 1 small regex example for SQLi protection:

\b(?:(?:rel(?:(?:nam|typ)e|kind)|to_(?:numbe|cha)r|
d(?:elete|rop)|group\b\W*\bby|insert|where)\b|(?:( | p)|g p y| | ) |(
b(?:enchmark|in)|find_in_set|(?:mi|or)d|position)\
W+\(|s(?:(?:ubstr(?:ing)?|leep)\W+\(|(?:hutdown|
elect)\b)|c(?:o(?:n(?:cat\W+\(|vert\b)|unt\b)|ha?r\
b)|u(?:n(?:hex\W+\(|ion\b)|pdate\b)|l(?:o(?:cate|
wer)\W+\(|ength\b)|a(?:ttn(?:ame|um)\b|scii\W+\(
)|h(?:aving\b|ex\W+\())
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Web Servers
Web Server hardening• Web Server hardening

– Based on configuration options
– Based on installed code

• Configure only to accept requests from 
1 tier of clients – the WAF internal 
interface

• Aside from WAF configs
– limit limit limit
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Web Servers

telnet www.google.com 80
Trying 72.14.209.104...y g
Connected to www.l.google.com.
Escape character is '^]'Escape character is ^] .
OPTIONS / HTTP/1.0

HTTP/1.0 405 Method Not Allowed
...
Server: GFE/2 0
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Server: GFE/2.0



Web Servers
telnet www.???.com 80
...
OPTIONS / HTTP/1.0

HTTP/1.1 200 OK
...
Server: Microsoft-IIS/6.0
X-Powered-By: ASP.NET
...
Public: OPTIONS, TRACE, GET, HEAD, DELETE, PUT, POST, COPY, MOVE, 

MKCOL, PROPFIND, PROPPATCH, LOCK, UNLOCK, SEARCH
Allow: OPTIONS TRACE GET HEAD COPY PROPFIND SEARCH LOCKAllow: OPTIONS, TRACE, GET, HEAD, COPY, PROPFIND, SEARCH, LOCK, 

UNLOCK
Cache-Control: private
S t C ki NSC f j fd j df f jf d 80 445104613660 i T
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Set-Cookie: NSC_sfejsfdu.qsjodfuposfwjfx.dpn:80=445104613660;expires=Tue, 
11-May-10 02:25:52 GMT;path=/



Web Servers – Apache HTTPD
• Sample of hardening optionsSample of hardening options

– mod_security / mod_dosevasive
run as non privileged user– run as non-privileged user

– turn off info leaks
ServerSignature Off• ServerSignature Off

• ServerTokens Prod
deny access to file sys strategically– deny access to file sys strategically

– tighten up
• LimitRequestBody
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• LimitRequestBody
• LimitXMLRequestBody



Web Servers – IIS
• Sample of hardening optionsSample of hardening options

– URLScan
IIS Lockdown– IIS Lockdown

– ISAPI filters
Di bl i– Disable services

– run with least-privileged accounts
OS S– Disable NetBIOS and SMB 

• close ports 137, 138, 139, 445 
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Core

• App itself
– I/O Validation

• Enterprise Security API 
(ESAPI)

– I/O Verification
• Security Web

– Java
– PHPSecurity Web 

Services
• SaaS

– Python
– .Net• SaaS

– External entity 
performs real time

– Etc

performs real-time 
Layer 7 checks

… Thx to OWASP
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OWASP ESAPI – small snippet

Sponsored by Source: http://pentestit.com/2010/02/01/update-esapi-144-java/



App / API / Web Services

Sponsored by Source: http://code.google.com/p/owasp-esapi-java/wiki/esapi4java_v2_ESAPI_waf



Visibility

• Do you even know if your enterprise has 
been breached?

• How do you piece together chained 
exploits?p

• Event Correlation Solutions
• Intelligent log analysis• Intelligent log analysis

– Requires in-depth knowledge
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Our EnemiesOur Enemies

• Relentless • Have elements on their side• Relentless
• Motivated

Skill d

• Have elements on their side
– Time
– Shadows• Skilled

• Not Limited

Shadows
– Search (double-edged)

• Info harvesting
• Intelligent

– Evolution = 
great teacher

g
• Google hacks
• Shodan

great teacher

• Teaming up
Disturbing
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– Disturbing 
pattern



Search Advancements
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Us (the good guys)

• People are … 
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Click, Click, Click
Getting Sadly Dumbified !!!!!

Our industry is plagued with a generationOur industry is plagued with a generation 
of: 

click click clickclick, click, click …
and things AUTOMAGICALLY work !!

A distinct lack of deep knowledge is gone
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p g g



Us (the good guys)

• People are THE KEY
– No attack toolkit can match a professional 

who is:
• Relentless
• Motivated

Skill d• Skilled
• Not Limited
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Us (the good guys)

• We are responsible for education
– Our own

• Turn off the TV and learn a little 
( or a lot :-) ) 

– End users
S ti• Sometimes savvy

– But they still open those files
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Grey Matter Toolkit

• It's downloaded
• It executes

– Or so we hope :-)Or so we hope : )
• Optimize it
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Future
Our enemies …Our enemies …
• Now operate like 

multi cellular organismsmulti-cellular organisms 
(Nematodes)

An attack (the whole– An attack (the whole 
organism/incident) consists 
of multiple cells workingof multiple cells working 
together

– Our industry has to shift ...
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Our industry has to shift ...



Future

From reactive to pro-active
• We have become similar to Law• We have become similar to Law 

Enforcement
O k diff l d 911– One key difference – people and 911

• We have no:
– 911
– Vigilant Citizens

• Enforce Separation of Duties
– Developers are targets now
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Pro-Active example
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Future
D h ll t i ti W bDeeper challenges to existing Web 

Application/Info Leakage realm
The envelope has been pushed ...
• Shadow IT
• Collaboration solutions

– Much richer– Much richer
• Federated ID

M l– More complex
• SSO
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– Different stakes



Th k f ti d tt tiThank you for your time and attention
Stay in touch if you'd like …Stay in touch if you d like …

C t il• Corporate mail:
– andres.andreu@ogilvy.com

• Personal mail:
– andres@neurofuzz.com

• Linkedin
– http://www.linkedin.com/in/andresandreu
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