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Technology Trends

Impacts to Productivity & ROI 

 Bandwidth

 Performance

 Availability

 Efficiency

 Manageability

 Security



Security is an Ongoing Challenge

Ripped from the Headlines
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http://www.esecurityplanet.com/headlines/article.php/3907811/Most-Large-Companies-Were-Hacked-in-2010.htm



Security is an Ongoing Challenge

Ripped from the Headlines
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http://www.guardian.co.uk/technology/2010/jan/14/google-hacking-china-cyberwar



Seemingly Safe Applications

Adobe PDF Reader

http://www.zdnet.com/blog/security/another-day-another-adobe-pdf-

reader-security-hole/7693

Adobe Download Manager

http://glanceworld.com/the-worst-security-flaw-in-adobe-

download-manager.html
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Malware Lurks in Social Networks
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Set-up: Create bogus celebrity LinkedIn profiles 

Lure: Place link to celebrity “videos” in profile

Attack: Download of “codec” required to view video

Infect: Codec is actually Malware

Result: System compromised



The Problem…

 Programmers make mistakes

 Malware exploits mistakes
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Vulnerabilities are in the software everyone uses everyday…

Problem



Result: Relentless, Unyielding Malware

SonicWALL Security Center  www.sonicwall.com/securitycenter.asp

A Typical Day in 2010



What Are Your Employees Doing?

 Blogging

 Facebook

 Twitter

 IM

 Streaming video

 Streaming audio

 Downloading files

 Playing games

 Personal Webmail

Time spent on Facebook was greater than time 

spent on Google sites for the first time in history.

(comScore, August 2010 )

Together Facebook.com and Google.com  

accounted for 14% of all Internet visits last week.

(Hitwise, March 2010 )

Copyright 2010 SonicWALL Inc.  All Right Reserved.



What Are Your Employees Doing?

Copyright 2010 SonicWALL Inc.  All Right Reserved.



The Problems Today:

Security and Productivity
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What are the THREATS?

Where is this TRAFFIC coming from?

What APPLICATIONS are really on my network?

Where is ALL my BANDWIDTH going?



Application Chaos

IT Controls Challenged

Unacceptable AppsAcceptable Apps

Who Chooses What Applications are Good or Bad?

http://www.oracle.com/index.html
http://en.wikipedia.org/wiki/Image:BitTorrentLogo.gif


Requires a completely new paradigm focused on 
users and applications

Overcoming Application Chaos…



What is a Next-Generation Firewall

Requirements 

 Stateful Inspection

 Intrusion Prevention

 Application Control

 SSL Decryption/Inspection

Considerations

 Security

 Application Control

 Scalability
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Options

 Gateway AV

 Gateway Anti-Malware



Next-Generation Firewall
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Next-Generation Firewall
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Malware Blocked
Cloud-based

Extra-Firewall
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Next-Generation Firewall
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Malware Blocked
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ControlIdentify Categorize

Cloud-based

Extra-Firewall

Intelligence

Re-Assembly Free

Deep Packet 

Inspection



Next-Generation Firewall
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Critical Apps: Prioritized Bandwidth

Acceptable Apps: Managed Bandwidth

Unacceptable Apps:  Blocked

Users/Groups PolicyApplication Chaos
Many on Port 80

Visualize &

Manage Policy

ControlIdentify Categorize

Cloud-based

Extra-Firewall

Intelligence

Malware Blocked

Re-Assembly Free

Deep Packet 

Inspection



The Power of Seeing – Application Visualization
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Application Identification
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Network Analysis Tools

“Who’s watching YouTube?”
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User Identification

 Single Sign On (AD/LDAP Integration)

 Local Login

 Identify Top Bandwidth users
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Identify the Bandwidth Hogs
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Or view Bandwidth Hogs in detail
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Connection Tracking by Country
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Track Suspicious Traffic
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Dig Deeper into Suspicious Traffic
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Capture Packets for Further Analysis
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CONTROL the application traffic
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NetFlow/IPFIX with Extensions Reporting

 NetFlow/ IPFIX with Extensions

CONFIDENTIAL   All Rights Reserved

1. Rating

2. Location

3. Applications

4. Intrusions

5. Viruses

6. Spyware

7. Services

8. Flow Table

9. Location

10. Users

11. URLs

12. Log

13. Interface Statistics

14. Core Utilization

15. Memory Utilization

16. VOIP

17. SPAM

18. Connected Devices

19. VPN Tunnels

20. URL Rating



What it All Means…

 Trends in technology are driving the applications into the cloud and the use of social media is now a 
requirement to conduct business

 Problem: IT is experiencing  challenges with managing their 
networks as:

 THREATS are getting more sophisticated

 APPLICATION chaos is occurring on corporate networks

 BANDWIDTH is being sucked by for non-productive applications

 No way to know where network TRAFFIC coming from
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SonicWALL Next-Generation Firewall with

Application Intelligence, Control and Visualization



SonicWALL Next-Generation Firewall
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Critical Apps: Prioritized Bandwidth

Acceptable Apps: Managed Bandwidth

Unacceptable Apps:  Blocked

Users/Groups PolicyApplication Chaos
Many on Port 80

Visualize &

Manage Policy

ControlIdentify Categorize
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Thank You!

David Buckwald

Director of Systems Engineering, Americas


