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Abstract 

Mobile apps are the hottest thing in IT these days. They’ve rapidly 
emerged for a range of constituents including the enterprise, consumers, 
sales reps, boards of directors -- and even infants. In the last 12 months 
alone, more than 400,000 mobile applications have been launched, and 
many of them were created by marketing teams -- not engineering 
groups. All of this means that security professionals need to be savvy 
about the threats they pose. Join us for this session as we explore mobile 
application security essentials. We’ll examine the the three key layers 
that make up a mobile application, along with the top ten mobile app 
vulnerabilities that have surfaced in the last two years 



Mobile Questions? 

MMS 
 

Management of the 
Mobile device 

 
What gets installed? 

 
Policy Mapping 

 
Who can go where?   

See what? 

Mobile Code 
 

Is the application Secure? 
 

Bad stuff happen to the 
Application on the device? 

 
Can data be stolen? 

 
What’s the “data” doing? 

VS 



Mobile Application Security Challenges 

• Difficult to train and retain staff - very 
difficult to keep skills up-to-date 

• Constantly changing environment 

• New attacks constantly emerge 

• Compliance Requirements 

• Too many tools for various results 

• Apps are getting launched on a daily basis 
with Security not being involved.  

• Junior Developers are typically the ones 
creating the apps.  

 



How you see your world 

Get the username 

Get the password 

Remember the User 

Get Sales Data 

Edit my account 

Generate Reports 



 How an attacker sees your world 

SQL Injection 

Cross Site Scripting 

Improper Session Handling 

Data Leakage 

Sensitive Information Disclosure 

Weak Server Side Controls 

Client Side Injection 

Insufficient Data Storage 



Real-world Mobile Incidents 
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Mobile code has larger attack 
surface then Web Apps.  





Mobile Layers 

Server 
 

SQL Injection + XSS 
 

Authentication Issues 
 

Session Management 
 

All standard  
Web Application Checks 

Network 
 

Cleartext Credentials 
 

Cleartext Data 
 

Backdoor Data 
 

Data Leakage 
 

Etc. 

Client 
 

Credentials in memory 
 

Credentials on File system 
 

Data stored on file system 
 

Poor Cert Management 
 

Etc. 
 



Application Security 

Security Foundations – Mobile Applications 

Build Production Test 
Architecture  

& Design 
Requirements Plan 

Mobile Security 

Development 

Standards 

Application Specific 

Threat Modeling and 

Analysis 

Mobile Secure Coding 

Training 

Mobile Application Security Assessment 

(Static, Dynamic, Server, Network, Client) 

Threat Modeling CBT 

for Developers 

Mobile Secure Coding 

Standards Wiki 

Mobile Risk Dictionary 

Mobile Application 

Security Process 

Design 

Mobile Firewall 

Mobile Security 

Policies 

Static Analysis 



 

OWASP Mobile Top 10 Risks 

M1 – Insecure Data Storage M6 – Improper Session Handling 

M2 – Weak Server Side Controls M7 – Security Decisions via Untrusted Inputs 

M3 – Insufficient Transport Layer Protection M8 – Side Channel Data Leakage 

M4 – Client Side Injection M9 – Broken Cryptography 

M5 – Poor Authorization and Authentication M10 – Sensitive Information Disclosure 



Questions? 


