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Takeaways for the team! What's the Business Value?

* Visibility, visibility, visibility — performance monitoring fleet-wide to a single device
« ldentify mobile performance issues

« Monitor app usage trends, data consumption & cost

* Monitor the performance and throughput of your carrier & Wi-Fi networks
* ldentify performance issues with individual access points

 ldentify data leakage to rogue nations

« |dentify users accessing Wi-Fi without encryption

» Locate lost mobile devices

« Alert when conditions break Key Performance Indicators

» Feed the data to other business units, SOC, or NOC teams.

* Device, Network and Application (Premise, Cloud, Hybrid) independence
 Measure Manage and Secure



Future of the workforce, recruit, retain, grow

« Highly competitive market for talent

» Collaboration tools are driving the “always on” experience

» Location independence from wired network investments

« Hotels, shared work space, client locations, home office, remote offices

» Device selection independence: tablets, laptops and multiple OS

» Mobile devices and user experience with key applications is driving “job satisfaction”
« Consistent Application performance across diverse platforms is challenging

« Security is the number one priority of IT and Senior Leadership

» Usability is the number on priority for employees

» Metrics from the device to support both are the key



Security is the top mobility challenge most enterprises face, followed by integration, cost
overruns, and version control issues between apps and devices. Android- and iOS-heavy firms
have varying levels of

Which of the following mobility technology deployment issues has your organization experienced?

Security issues

Issues in linking mobile platformsto existing backend systems

Cost overruns, budget issues

Version control issues between mobile OSes and apps

Compliance issues | e e
Lack of resources to support projects (IT staff, application developers, e1C.) | — _
Project scope extended or changed \_ "o
Minimal interest/adoption by mobile workers in the organization ;= = Android
Too complicated to install, manage, and support \;
Vendor or provider did not have the necessary expertis ;=
Uncertain or negative ROI \=
None of these 1_h
0% 5% 10% 15% 20% 25% 30% 35% 40% 45%

n=251
Source: 2018 Enterprise Mobility Decision Makers Survey: Software 4
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Lost devices are still the most-frequent security incidents businesses face, followed by Wi-Fi-
based threats and mobile phishing. Organizations with majority-iOS devices saw more device
theft/phishing; Android-heavy shops saw more malicious SMS and malicious apps.

Physically lost or stolen device with sensitive data

Wi-F-based mobile device attacks (connecting to malicious/ spoofed Wi-H)
Mobile phishing (i.e. malicious/deceptive URLs in mobile e-mails)

Malicious SMStext messages (linksto malicious in texts)

Malicious or unwanted apps installed on workers devices
Regulatory/Compliance-related issues (i.e., HIPPA, PCl, SOX, GLBA, GDPR, etc.)
Misuse of single-use mobile devices (i.e. retail P0S, rugged devices, kiosks, etc).
Unauthorized access to sensitive data/systems via a mobile app

Leaked or exposed sensitive data as a result of mobile app usage by employees

Device root-kits or device OS software tampering

L

None of these

0% 5% 10% 15% 20% 25% 30% 35% 40%

¥ Total mioSs H Android

n=251
Source: 2018 Enterprise Mobility Decision Makers Survey: Software 5 4ToC ) |DC
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By 2018, 40% of all internal support
tickets will be related to mobile devices.

Jo)

Van Baker
Research VP

Gartner



Mobile Environment Trends Today

Mobile Trends

2,

Increasing # of Devices
and Apps per user

S

More Real-Time Applications

100% Mobile Network Dependent

Problems / Challenges

o °
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Dependency on Network Performance

=

Application Performance Issues

N

Zero Visibility Outside Firewall

Business Impact

IV,

Incomplete Work

o
=®

Mobile Data Cost Increasing

2

IT / Helpdesk Costs Increasing
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Visualize the current network traffic of your deployment using device locations from Diagnostics and network information from Mobility
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Device Based Metrics
that provide IT teams
KPI's Key Performance
Indicators of how to
support the latest
device.



Beports Failures
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Probable root causes

Frobable Root Cause

hobility is not connected.

Mability non & connesso.

Robility cannot communicate with any of its servers
There are no active network interfaces.
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Mo network interfaces heve a valid IF address.

COMMUNICETE W

th any of its servers

with its server.

mrunica

el toa

E7 NEMe Could

Mo network interfaces have a valid IP address.

th any of its serve

vork interfaces. Wi-Fi ne nnected

EMme could not be resolved to a network ac

=7 name could not be

Mobility cannot c

Iobility canno With its Server.

n s serv

5 SEIVET.
hiobility cannot communicate with its server.

are 1 2 3 < 5 L] 8 9 O next

Count
B30
73



Gartner Operational Intelligence Framework

Sources

Applications

Sensor Event Streams
Databases

Business Partners
Social & Other Web
Mobile

Context Data

Operations Intelligence Platform

User Dashboard

Event

Processor Notification

Manager

Rule

Adapters
P Processor

Response

Analytics Manager

Working Data

Source: Market Guide for Operational Intelligence Platforms, Gartner 2016

Responses

—> Visuals

—> Alerts

—>  Actions

Gartner



Takeaways for the team! What's the Business Value?

* Visibility, visibility, visibility — performance monitoring fleet-wide to a single device
« ldentify mobile performance issues

« Monitor app usage trends, data consumption & cost

* Monitor the performance and throughput of your carrier & Wi-Fi networks
* ldentify performance issues with individual access points

 ldentify data leakage to rogue nations

« |dentify users accessing Wi-Fi without encryption

» Locate lost mobile devices

« Alert when conditions break Key Performance Indicators

» Feed the data to other business units, SOC, or NOC teams.

* Device, Network and Application (Premise, Cloud, Hybrid) independence
 Measure Manage and Secure



About NetMotion

Founded in 2001 97% customer retention since 2001
Headquartered in Seattle 91 Net Promoter Score

Global offices in London & Japan 20+ mobile patents



