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Tokenization is Gaining Traction and
Here’s Why

Ulf Mattsson
CTO
Protegrity

O protegrity

protecting your data.
protecting your business.



The Evolution of Data Security and TCO
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Research Brief — August 2012

Aberdeen

Tokenization Gets Traction

O Aberdeen has seen a steady increase in enterprise
use of tokenization for protecting sensitive data over
encryption

O Nearly half of the respondents (47%) are currently
using tokenization for something other than cardholder
data

O Over the last 12 months, tokenization users had 50%
fewer security-related incidents than tokenization non-
users

O Case study #1 — Energy company, Protegrity customer
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Author: Derek Brink, VP and Research Fellow, IT Security and IT GRC



Case Study #2

Large US Chain Store, Protegrity Customer
O Reduced cost

* 50 % shorter PCI audit
O Quick deployment

« Minimal application changes

* 98 % application transparent

O Top performance

- Performance better than encryption

O Stronger security

Learn more at the Proteqgrity booth
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IT Risk Management

Methodology & Practices

D = - Naresh Podila
Empowering Business Innovation VP Products & Platforms



Risk Methodology

Gefine Risk Universe \

> Business Processes
» IT Applications & Infrastructure
> |IT Business Activities

Likelihood

Enterprise IT Risk Assessment

Q Inherent Risk

/Risk Response Risk Assessment

» Terminate Inherent Risk

» Truncate m) Current Risk
> Transfer =) Residual Risk
> Tolerate
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Risk Assessment and Response T R

Inherent Risk = Fn(Financial, Non- Current Risk = Impact*Reduced
Financial Impact)*Likelihood 2 Likelihood Rating (due to current

l control) l
Identify current/implemented controls
for each risk Risk Response Process

Risk Avoidance / Terminate

Risk Mitigation / Truncate

Risk Transfer

Risk Acceptance / Tolerate
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TAKE CONTROL.

Connecting Security to the Business

Translating Technical Risk Into Business Risk

Christopher Fisher
Director, Marketing
10.Sep.2012



70%

OF ORGANIZATIONS FAIL TO REGULARLY
CONNECT SECURITY & RISK

*IQTHE HIGHEST LE ELS O HEIR BUSINESS




2012
RISK-BASED

SECURITY MANAGEMENT

770 Of respondents claim a significant commitment to
A) Risk-Based Security Management (RBSM)

20 Just over half have any formal function or activities
52%0 dedicated to RBSM

0 Less than half use specific metrics for determining
45 A) RBSM effectiveness

0 Over 40% have not even categorized information
41 A) according to its importance to the business
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PRIORITIZE

RISKS CRITICAL TO THE BUSINESS

Ty T
Vulnerability x Threat lx Valuation

CounterMeasure )

Source: Ira Winkler & Dan Ryan

Risk = (



MANAGE

THE CRITICAL ASSETS YOUR BUSINESS DEPENDS UPON
WITH A BALANCED MIX OF TECHNICAL CONTROLS

CONTROL
TYPE
BUSINESS
SERVICE

SECURITY CONFIGURATION MANAGEMENT
IS CRITICAL TO YOUR DEFENSES

TAKE CONTROL.



MEASURE

IN TERMS BUSINESS UNDERSTANDS
BECAUSE THEY INVEST IN WHAT THEY UNDERSTAND

AGGREGATE

ITSECURITYAND RISK SCORE

FACTORS INCLUDED:

= Configuration vulnerabilities
» Anti-virus compliance

= Unapproved changes

= Patch compliance [Nessus)

FULFILLMENT AVERAGE a
BEST ALL
UNIT UNITS
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C ONNEC T DYNAMICALLY CONNECT SECURITY TO YOUR BUSINESS

Run Your Business Your Way Clearly Show Trends & Progress

By Region By Platform i E-Commerce Financial Fulfillment
Reporting
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Visualize & Communicate Risks
Continuously measure
fﬁ?ﬁTﬁﬂﬂ"mG REPORT, BY DIVISION security & risk postu re

N ——— Manage with

/ — leading indicators

R Save time with robust,
flexible reporting




WE’RE MAKING SECURITY

VISIBLE

MEASURABLE
ACCOUNTABLE

g .

WWW.tripwire.com
- Five Strategies for Business-Oriented CISOs
The Most Common Mistakes CISOs Make

> Extracting Business Intelligence with Security Data B
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