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Sometimes, Your Adversary  

       Can Be Your Teacher 







 





 
 It’s About Our Way of Life 

 





WANNACRY 
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Win 7 Extended support ends January 14, 2020. Currently = 37% Windows 7 OS 

Source : https://www.netmarketshare.com  Sept 2019  

https://www.netmarketshare.com/
https://www.netmarketshare.com/
https://www.netmarketshare.com/


 

Motivated Attackers 

 



Image: http://thehackernews.com 

Kiev, Ukraine: M.E.Doc 



WIPER 



https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-code-crashed-the-world/ 









PHOTO by Scott Ross ,  ABC News 



https://www.lawfareblog.com/what-mondelez-v-zurich-may-reveal-about-cyber-insurance-age-digital-conflict 



financial loss was IN EXCESS OF $100 million, according to 

court documents. 

“Zurich's invocation of a “hostile or warlike action” exclusion 

to deny coverage for malicious “cyber” incidents was, on 

information and belief, unprecedented. “  

https://www.whitehouse.gov/briefings-statements/statement-press-secretary-25/ 



What’s The 

Endgame? 



 

Expanding Attack Surface 

 







SHODAN : THE GOOGLE OF CONNECTED DEVICES 

https://www.shodan.io/  created by  @Achillean 





By Simon Legner CC BY-SA 4.0  



https://en.internetwache.org/ 





Source: https://krebsonsecurity.com/2016/10/who-makes-the-iot-things-under-attack/ 

Username: Admin 

Password: 1111 



SB-327 – 1 Jan 2020 





 
Everything Has Value … 

 



@K3r3n3 









Source: https://threatpost.com/pirate-bay-spotted-hosting-monero-cryptocurrency-miner/128004/ 











“SECURITY 
MISCONFIGURATION”  

  Source:  https://www.twistlock.com/2018/01/08/container-security-breaking-owasp-top-10-application-security-risks/ 

 







$148 Million 
FTC Settlement 



$230 Million 

      ICO 



https://www.forbes.com/sites/davidvolodzko/2018/12/04/marriott-breach-exposes-far-more-than-just-data/#798445ab6297 

  $123 Million 

        ICO 





The California Consumer Privacy Act (CCPA) :  

Statutory Damages For Consumers Compromised,  

Resulting From   

“Violation Of The Duty To Implement  

Reasonable Security Procedures And Practices “ 
 

(Ca Civil Code Section 1798.150(a)(1)). 







 

Automation & Innovation 

 



WANNAMINE 

https://www.crowdstrike.com/blog/cryptomining-harmless-nuisance-disruptive-threat/ 





https://github.com/NullArray/AutoSploit 

SHODAN + METASPLOIT = AUTOSPLOIT 

·https:/github.com/NullArray/AutoSploit




https://www.thelocal.it/20180328/serie-a-club-lazio-email-scam 



BEC: Business Email Compromise 
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Keep Calm And Carry On? 

Ideas For the Future  



EVERYDAY SECURITY DECISIONS 



 



ART 

SCIENCE 





RETURN ON SECURITY INVESTMENT ? 



Dev Sec Ops  &  
 Secure Development  

Red Team Testing 

Threat Modeling & 
Threat Hunting 

Digital Forensics &   
Incident Response  



 

 

A Friendly Offense! 

 















@jackhcable 



Millions Of 
Security 

Professionals 
Needed!  









http://passcode.csmonitor.com/hackerkids 



Image : Project neXus  Photography by Thomas Solberg Andersen  




