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Key Elements Of Supplier Risk Management 

 Engage Purchasing, Legal and Management 

 Develop clear policies to ensure supplier risk is 

well managed 

 Develop a comprehensive process and tools to 

identify and manage high risk suppliers 

 Develop relationships with external audit firms 

 Develop standard contract terms that are 

included as necessary 

 
3 



Engagement 

 Management 

 Support and Enforcement of 

the policy 

 Purchasing 

 Assist with identifying key 

suppliers that may be a risk to 

the company 

 Gate keepers for the process 

 Interface to suppliers 

 Legal 

 Standard contract clauses 
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Policies 

 Mandate These Policies for Suppliers with 

access to sensitive information: 

 Contract required with standard clauses 

 Purchasing must complete the Risk Assessment Tool 

 Supplier must complete a Supplier Security Self 

Assessment Questionnaire 

  Security Team reviews assessments 
along with any supporting material (e.g. 
SSAE16 reports, copies of policies, etc.) 
and determines if supplier has 
“adequate” or better security 
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Process 

 Responsibilities 

 Training 

 Tools 

 RFP/RFQ Expectations 

 Risk Acceptance 

 Consequences 
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Tools - Kodak Risk Assessment Tool 
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Tools - Kodak Risk Assessment Tool 

• Type of data collected 

• Quantity & storage location 

• Retention period 

• Supplier certifications 

• Previous issues 

• Market capital 
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Tools - Kodak Risk Assessment Tool 
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Tools - Kodak Security Self Assessment 

Questionnaire 

 139 Questions across 36 Major categories 

 

 

 Indicator of maturity of the supplier security 
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Tools - Kodak Security Self Assessment 

Questionnaire 
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External Audit Firms 

 Develop a relationship up front with a couple 

audit firms 

 Define the scope of audit that would be required 

 Get an estimate of the cost of an audit 

 Get agreement to share cost estimate with your 

suppliers 
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Five Main Contract Clauses 
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Security 

Subcontractors 

Audits 

Liability 

SLA 



Security Provisions 

 Supplier will comply with all applicable laws  

(e.g. data privacy, data security, FCPA, etc.) 

 Require compliance with ISO 27002 et seq.  

(or other standard) 

 Encryption requirements for storage and data 

transfer 

 Require return or destruction of data at contract 

termination 
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Subcontractor Provisions 

 Subcontractors must agree to same provisions 

 Require training for subcontractors who access 

data 
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Liability Provisions 

 Notify us of any security breach 

 Cover costs of breach (Notice, credit monitoring, 

Call Center, etc.) 

 Must indemnify for third party claims arising from 

breach 

 Optional – Require Data Breach Insurance 
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Audit Provisions 

 Periodic IT Security Audits required for “high 

risk” suppliers 

 Audit by third party or by your auditors 

 Cost of audit is suppliers responsibility 
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SLA Provisions 

 Service levels identified with clear measurable 

goals 

 Timely Service level reporting requirements 

 Penalties for failure to meet service level 
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Conclusions 

 Engage both Legal and Purchasing in the 

development of your program 

 Ensure you get top management support for the 

policies 

 Look at commercial solutions if you have the 

budget 

 Start now using the tools we have provided 
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