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We Get Managing Security and Cyber Risk for the Digital Future

INSIDE-OUT SECURITY: BUILDING CASTLES,
NOT WAREHOUSES

Alyssa Miller - Manager, CDW Information Security Solutions
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Let's Start with a Story
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So far in 2019...

2019 Already Marred By Slew |Capital One data breach exposes tens

of thousands of Social Security

In¢:
Data breach sees Victorian Government ers, linked bank accounts
employees' details stolen
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Three U.S. Universities Disclose Data Breaches Over Two-Day Span
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Largest collecti I
found Pearson data breach impacts thousands of
university accounts
Store of 770m email addresses and passwords discovered after
being put on hacking site Robert Abel r —
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US CEOs Top 5 “"Extnernal Concerns for 2019”

Source: The Conference Board (2019)

Cyber Security

New Competitors

Recession Risk

Threats to Global Trade Systems

Declining Trust in Political and Policy Institutions
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The Solution or Part of the Problem?
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“"Buget Allocated Toward Cyber Security...Last 2 Years”

Increased
229%

Decreased
259

Stayed the same
53%
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So what are the results?

Top 5 Vulnerability Themes

Configuration Management 40%

Account Management 27%
Patch Management 13%
Authentication Weaknesses 7%
Software Lifecycle 5%
0]
g: SSL/TLS Configuration |
'E Network Segmentation || NGNS
i Broadcast Name Resolution |GG
"g_ LM Hashes Present |GGG
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Today’s Leaders

* |  ——EXECUTIVE
9 CDW.com | 800.800.4239 CDW | Confidential @ SUMMIT



We’'ve been doing it wrong form the start
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Fast forward 30 years
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Warehouse Security
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Thinking From the Inside Out

- i \ " \ \' \
3 ‘ = \ 4! - 1 W z
| R - ‘ K
t R " \E ‘6‘ ﬁ \
\ ) ﬁr | . ¢ e l"? ; \
= M | \ e _
. S > N
A
-l A
a 5 r

g~
y

CDW.com | 800.800.4239 CDW | Confidential I.




What's In Your Keep?

Key Personnel

=e
39
—1

Financial Assets

P oS
Customer Data

Critical Services Trade Secrets
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Business Threats

THEFT FRAUD
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Building Our Defenses
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Prioritize Your Defenses

Critical Assets
(The “Keep”)

Mitigation
Defenses
Detection
Protection Defenses
Defenses
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Winning the Budget

FUD == Fear, Uncertainty, Doubt
War Stories
IT IS NOT EFFECTIVE!!!

Discourage Actions
« Threats are most
effective

Encourage Actions
« Rewards are most
effective
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Let’s Continue the Conversation...

@AlyssaM_Infosec

https://alyssasec.com

cow) https://blog.cdw.com
/author/alyssa-miller
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<2 THANK YOU!



