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= Trouble at the Sheriff’s Office
= Data Leaks — Needle in a haystack?
= Solve a Data Leak Mystery

= Hitachi IT Operations Director
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One (of many) data leak examples

A database leak in Mesa County,
Colorado has left the personal
information of 200,000 people in

jeopardy. And not just any 200,000
people—these are suspects, victims,
and informants working with the sheriff's
department to out other criminals.

- ars technica

= Qutcome

((ITRoadmap

CONFERENCE & EXPD
An 1D Enterprise Event

What happened?

— Employee copied info from DB in

the form of a giant text file,
assuming that the target server
was secure

* |t was not secure

File contained names, phone
numbers, addresses, and Social
Security numbers of numerous
individuals associated with
criminal investigations

Google's Web crawler indexed the
data

— Sheriffs office and FBI had to determine who could be in jeopardy

— "[W]e're talking about people's personal safety," Sheriff Stan Hilkey told the

AP.



Data Leaks — Needle in a Haystack? _/QTRoadmaP

CONFERENCE & EXPO

An D0 Enterprise Eve

From arecent Data Leakage survey:

* 39% of IT professionals worldwide were more concerned about the
threat from their own employees than the threat from outside hackers

+ 20% of IT professionals said disgruntled employees were their
biggest concern in the insider threat arena

s

Top concerns among IT Pros
regarding data leakage:

1) USB devices (33% of
responses)

2) Email (25% of responses)

Source: Data Leakage Worldwide: The High Cost of Insider Threats, Cisco Systems Inc.



Data Leak Mystery /QTRoadmap

* You are the IT Manager
at a small, publically

listed company called
NBI Inc.

— The CFO storms into your
office and tells you that
@insidetrader just
tweeted “NBI Q3 Net
Income Per Share =

$1.147 atwouldyou do?
— The information is v}/}///}////////}{/{}//////}/////{/é

W S WOUILYOUW/,
accurate Tt

— He demands you help him
find the leak
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You read @insidetrader’s
Tweet history and find If all else fails: Open a brokerage
that NBl has not account and start following

. @insidetrader on Twitter?
previously been

mentioned

The company is small
and you don’t believe
@insidetrader is an
employee

Could you solve this mystery with your current
tools? What is your next step?



The Right Tool ITRoadmap

An D0 Enterprise Event

n

i Displ. Unit: .
Device Status Isplay Uni LA .4 Total Assessment Level # D

* Hitachi IT Operations
Director allows you to e - —

Agent not Installed Comput... Restrictions

Nurmberfrom Yesterday)
Security Settings Software Use

n
==
Sl | Asset Status
Unconfirmed Hardware Asse... ( 0} W@ Today Yesterday
Managed Hardware Assets; 4 a) ——

Hurnber(from Yesterday)

u L] u B connection Status Discovery @ Discovered: 17 @ Error: 18
New Connected Nodes (Wit 0 IF Address Range Completad ee—
Not Confirmed Modes (One .. 1} Active Directory  Not executed yet[

% License Information S Impaort ot executed yet
Used Licenses: 6 (Available 244) Log Restoration Not executed yet
= @ = Unconfirmed H... (@ — Managed Hard...

u [ ]
Agent Deployment  Completed —
W= Agent not Inst... (W = Confirmation N...
[~ Managed Nodes [¥ = Discovered Nodes
DEErd DR U

Display Period: For 1 week Display Period: For 1 week _ Datsbase Backup Not sxecuted ...
@ Total.. 200 ( 2E4) @ 2.of new software discovered. — Datahase Reorganiza. Kot executed
@ Data 54.3MB  (Free: 21.5GB)

@ Eror 0

o Database 9.78GB  (Free: 21.5GB)
Operation Log Datab... - (Free: -)
Operation Log Backup - (Free: -)

Q se..
9 su.
(7}

Inv...

= You begin be asking the CFO for the names of relevant files that
include the Q3 Net Income numbers

— Board Meeting - Q3 Net Income.ppt

— Oracle_export_Q3_raw.xls



Find the Data Leak
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An 1D Enterprise Event

* Investigate from the beginning

Check Director’s Operation Log for the file called “Board
Meeting - Q3 Net Income.ppt”

Operation Log List (g}

Operation Logs - Operation Log List : 6

a mm v ™

'S.| Operation Date/Time . f.;ource ] User Name Operation Type n Type Target
Junf02/2011 16:56:36  usind USINDARGUSCHO1\Jan Printed Board M... Print Operation Print Board Meeting - Q3 Net Income...
Junf02/2011 14:00:20 usind USINDARGUSCHUl\Jan Printed Board M... Print Operation Print Board Meeting - Q3 Net Income...
Junf02/2011 13:56:34 usind USINDARGUSCHO1V)an Copied Yusinda... File Operation Copy file Board Meeting - Q3 Net Income...
Junf/02/2011 13:51:25 usind USINDARGUSCHO1\Jan Copied C:\Docu... File Operation Copy file Board Meeting - Q3 Net Income...
Junf02/2011 13:50:09 usind USINDARGUSCHO1Y)an Copied Yusinda... File Operation Copy file Board Meeting - Q3 Net Income...
un/02/2011 13:48:37  usind... USINDARGUSCHO1\Diane Copied C:\Docu...  File Operation Copy file Board Meeting - Q3 Net Income...

Click “Trace” to see audit trail




Find the Data Leak — Trace File Operations

/QONFER[N[E & EXPUP

An 106 Enterprise Event

*  Follow the flow of information using the Trace feature

File Operation

Operation Type:
Copy file

FCnpied ‘\\usindargusge01\c\Board Meeting - Q3 Net A
Income.ppt (Network Drive) to C:\Documents and :

Operation Type (Detail):

Operation Details:

Original File Created Date/Time: Jun/02/2011 13:44:31

Log Tracing

Initial Operation

|"§_— OperaE"un Eagj ime ... | Source User Na... | Bperaﬁ: 3991’%0.’.. gbera@iun

| Jun/02/2011 13:44:31  usindar... USINDA... Created.. File Ope... Create file

Final Operation
S... | Operation Date/Time ... | Source | User Na... | Operati...
Junf02/2011 13:56:34 usindar... USINDA... Copied ...

[ Operati... |Operation Typ...
File Ope... Copy file

Trace Logs from Initial Operation to Selected Final Operation. Export Operation Log List
S..|O...| Source | User Name Operatio...  Operatio... | Operation Type ...

P u;m_dﬂ_\ USINDARGUSCHO1\Diane th File Ope... Rename file |
J... usind... USINDARGUSCHOI\D ane  Copied ... File Ope... Copy file \
b o USINDARGUSCHUI\Jan qug_L_ File Ope... Copy file J
T ... USINDARGUSCHO1\)an Copied ... File Ope... Copy file _}.._ ‘.'
[ @ Help Close
. ,

Trace Logs from Initial Operation to Selected Final Operation. [ Expcn't.Opera’t':i't.:m,I'_b.t_:;,’Lis{i':‘]>

[T e Ry o

=

0.

Source |

usmd...

usmd..

usind...

usmd...

Cat Z o\ As

User Name

- USINDARGUSCHO 1\Diane

USINDARGUSCHD 1\D|ane

USINDARGUSCHD l‘s,Jan

USINDARGUSCHO 1YJan

| Operatio...

Change“.

Cogled o

Cogled o
Copied ...

;' Operatlo...

‘Flle Ope...
File Ope...

Flle Ope...

File Ope...

Operation Type ...

Rename file

Copy file
Copy file

Copy file




Find the Data Leak - View Details /(ITRoadmap
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An 106 Enterprise Event

* View details of each file operation

Log Details

~

Operation Date/Time (Browser): Jun/02/2011 13:48:37
Operation Date/Time (Source):  Junf02/2011 16:48:37 GMT-05:00

Source: usindargusch01.corp.hds.com
User Name: USINDARGUSCHO1\Diane
Operation Type: File Operation

Operation Type (Detail): Copy file

Operation Details: 'Copied C:\Documents and

‘Settlngs\Dlane\Desktop\Board Meeting - Q3 Net
[Income.ppt {Local Disk) to \\usindargusge01\C$\Board
‘iMeetmg - Q3 Net Income.ppt (Network Drive),

File Created Date/Time: Jun/02/2011 13:44:31
File Last Modified Date/Time: Junf02/2011 13:44:31
File Size: 0B

Original File Drive Type: Local Disk

Original File Created Date/Time: Jun/02/2011 13:44:31

Source File Information: C:\Documents and Settings\Diane\Desktop\Board
Meeting - Q3 Net Income.ppt
Source File Drive Type: Local Disk
Destination File Information: YWusindargusge01\C$\Board Meeting - Q3 Net |
Income.ppt ]
Destination File Drive Type: Netwark Drive |
(2o | (o) (o (g ] —J

Source File Information: C:\Documents and Settings&Diane\Desktop\Boa?
Meeting - Q3 Net Income.ppt

Source File Drive Type: Local Disk

Destination File Information: Yusindargusge01\C$\Board Meeting - Q3 Net
Income.ppt

Destination File Drive Type: Netwaork Drive
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An 1D Enterprise Event

Find the Data Leak - View Details /(ITRoadmap

= View details of the Print operation
Operation Log List g}
QOperation Logs - Operation Log List : 6
May Jun

2011 1 01 ] 02 || 03 BEESRGCE - P A - R (e & Ul o e M e Rl Al e R S

| m Operation Ty... | ¥
T s> Operatlon Date/Time ... Source User Name Operatn:m Details

Operation Type | Operation Type... | Target

Trace Junf02/2011 16:56:36  usind... USINDARGUSCHO1Y]an Printed Board M... Print Operation Print Board Meeting - Q3 Net Income...
(T J Junf02/2011 14:00:20 usind... USINDARGUSCHO1\]an Printed Board M. Print Operation Print Board Meeting - Q3 Net Income...
(Trace Junf02/2011 13:56:34 usind... USINDARGUSCHO1Y]an Copied \usinda... i

Copy file Board Meeting - Q3 Net Income...
Copy file Board Meeting - Q3 Net Income...
Board Meeting - Q3 Net Income...

File Operatic
T , : File Opgs
Operation Date/Time (Browser): Junf02/2011 16:56:36

Click “Operation Details” for

Operation Date/Time (Source):  Junf02/2011 19:56:36 GMT-05:00

deeper information

; Source: usindargusch01.corp.hds.com

: User Name: USINDARGUSCHO1\)an

| Operation Type: Print Operation

' Operation Type (Detail): Print

! Operation Details: Printed Board Meeting - Q3 Net Income - Notepad for 1 '

! pages with \ussccfp06v\USSCCCANS 1804,

Printed Document Name: Board Meeting - Q3 Net Income

Printer Name: \Wusscofp06viUSSCCCANS 1804
| Printed Page Count: 1

| Copy to Clipboard |

| @Help | T T

A 4
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» After tracing operations on “Board Meeting - Q3 Net
Income.ppt”

— Try calling Jan at desk

» VM message says she is traveling to London this week

* Finally Reach Jan in the UK and ask about copies of
presentation

— She has one set with her at the hotel

— Realizes she left the second copy at Logan Airport while
waiting for her flight

* Mystery solved
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—
* Insider threat is not just the rogue employee
« Data leakage often results from risky behavior by employees
who are unaware that their actions are unsafe

— Some of this problem can be attributed to a lack of corporate policy
or inadequate communication of corporate policies to employees.

IT must first be able to track the flow information and find rogue
data copies

‘ — Beyond tracking flow of information, IT must begin to safeguard

against leaks

®Hitachi Data Systems
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Why hitachi? ((ITRoadmap

10th largest software
company in the world*

Experienced in storage
management and systems
management software
Leveraging that experience to

— Increase channel-driven business

— Expand opportunities from enterprise into
medium sized businesses

*Source: Software Magazine



What is IT Operations Director?
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An D0 Enterprise Eve

Hitachi IT Operations Director is an integrated solution focused on key IT infrastructure
management functions - Security Management, Asset Management, and Software

Distribution.

Monitor software licenses
compliance and install/un-install
in case of compliance violation.

By combining key functions
all in one product, each will
integrate with the other to
provide a powerful solution
in managing the
client/desktop environment

e
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e

o
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Software
Distribution

Simple asset registration
for USB memory.

Only allow the use of
registered USB memory
devices

p

)

Comprehensive
dashboard and
daily/weekly/monthly
report.

Automatically install software
and uninstall in cases where

D PP
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An 100 Enterprise Event

Web-based console /

Easy-to-use, intuitive interface.

Hitachl IT Operatlons D | fec '[: or H |TACH’
I A _LDg out _He a]

. Device Status BiisEy Uniz | MEy? z) Total Assessment Level mp D H
Confirmation Necessary Devi... 2 ( o)) 22 Windows Update Custo m I Ze Iayout
Discovered Nodes: 17 0)| 20 ’
Managed Nodes: 6.1 )| 18 Other Access Antivirus Software and CO nte nt
Agent not Installed Comput.., 2 . £ Restrictions

Hurnber(frarm esterday)

1 Security Settings Software Use
EE | Asset Status 0
Unconfirmed Hardware Asse... 22 03| 1o
Managed Hardware Assets: at(: 03 3

Nurnber(fram vestarday]

E Connection Status Discovery @ Discovered:

|

Mew Connected Modes (Wit... 1P Address Range Completed

o
5]

Mot Confirmed Nodes (One ... 0 . Active Directory Mot executed
e i i I rt Not ted
i License Information Sepf3n O3 okl o9 o412 odfis mpo ot execute
Used Licenses: 6 (Available 244) g0t = Log Restoration Mot executed
|} = Unconfirmed H... W Managed Hard...
: Agent Deployment Completed
|Wf = Agent not Inst... |} = Confirmation N...

Wi = Managed Modes |} = Discovered Mode:

Show Panels |

@ Home

W System Summary
Display Period:  For 1 week Display Period: — Database Backup

° Total.,, 209 ( 264 ) ) @ 2 of new software discavered. — Database Reorganiza... IE Ewent Status
@ Eror 0 @ pssets  p4 @ Data sz | W Background Task

@ se. 2.( 264) @ Dpistri.. @ Database 8.78C | |7 Topic

o S a Operation Log Datab.., - | =
Operation Log Backup -
©Q mv. 2

x DEand D

For 1 week

(7) Help [ oK J[ Cancel ]

A




Security Module - Policy Management ((TRoadmap

CONFERENCE & EXPO

- An 1D Enterprise Event

«  Provides ability to define policies based on Device Type, organization, / _ N \
location, network segment. Define policies
*  Policies include R ———
—  Defining mandatory software [ i—
— Prohibited software = iz@ o
— Windows update and patch apply status 3
— 0S security and Firewall settings Lo s,
— Antivirus software status /
— Running Services
— Control to Printers L/ i
— External media access (USB ports, SD Memory Cards.. ) Director
«  Policy can trigger software and patch distribution !
Monitor the

agent settings

Detect an error in case
of policy violation

Desktop
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An D0 Enterprise Evert

Distribution Module ((ITRoadmap

 Distribution of software packages
— Executables (MSI, EXE) / I - Listthe software J
- Scripts based (BAT) e — = . distribution task.
— Compressed packages (ZIP) . : |
« Can be distributed on defined schedule.

(Immediately, Midnight, Morning specified
date etc.)

« Can be distributed on Security Policy
triggers

Director|

|
Distribute Software

to desktop
I
Shows a pop-up : rl\ #\ #\
before distributing [~—— J J | y
the software.

J Desktop
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CONFERENCE & EXPOD

_— An 100 Enterprise Event

« Asset Module manages following topics.
— Hardware Assets : HITAGHI
\
« Server

L

¥ Overview & Edit Change Status

* Deskto
¥ Hardware Assets
Location List AssetMoHO00003 PC1028103973 KXE In Stock -
¢ Orage + [ custom Groups IPOADLACOE Hewlett-Pack,.. In Use Qet/29/2010
- W Filters OYDZ9IRX] IPDAD1ADDZ LENOWOD In Use Octf28/2010
S — AssethoHO00002 PC108003253 KEw In Use -
H testd4s
[} wI c Unconfirmed Assets AssetMoHO00001 PC102005201 KXE InUse =
pC Unknown FTOO000008 In Use -
Unknown TLOOODOD19 InUse
Server
Unknown PCOO0O00O00OZ In Use
* Any other Assets k
y Peripharal Devica Unknown PCO000000S In Use
USE Device Unknown PCO0000007 In Use
Network Device Unknown PCODDDDDDD

— Software License Assets e o

Registered Assets (las... @LHYWB!\BCP Go to Device List
Untracked fssets (last...

— Asset Co ntra ct S . @ Hardware Asset Details @ DEV\CE.‘ Inventary Details
WAsset # LHYW3N3CP @ Device Type

Software Licenses @ Device Name w Model
Managed Software mDescription ® Manufacturer
Contracts @Files Attached mSerial #
@ Contract Wendor Hame @ Processor
o Contract Date - o Total Memaory
B Asset Status In Stock @ Hard Drive Size
@Planned Asset Status @ IP Address
@Planned Date - o Subnet Mask
@ Last Tracked Date Nov/06/2010 o MaC Address
@ Department @ Host Mame
@ Location ® COperating System
o User Name
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— N— An D0 Enterprise Event

Assets Module - Track Asset Costs ((ITRoadmap

«  Contracts contain information about: Can be associated with multiple assets
— Vendor Hardware devices
Software licenses
- Term
- Cost Structure % Asset Detail Reports 25l Sl
° Lease - Hardwa t -
2eport Date: Thursday 28,2010 0 1 GMT-07:00
* Rent Report Duration: 2010
+ Maintenance
8 Transition of hardware asset cost
« Support
. F il |
* Fixed
— Payment schedule
Report on:
* Trend analysis of hardware
and software asset costs
L COSt structure breakdown Marf2010  Aprf2010  May/2010 Jun/2010  Julf2010  Augf2010 :ep/2010 Oct/2010  Nowf2010 Dec/2010  Jan/2011  Feb/2011
¥l . Lease = Rent ¥ B Maintenance | . Support ¥ = Fixed ¥ | UserDefined

« Software license compliance

Go to Assets
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Reports for Security, Assets, Software Distribution and summary for all modules.

Hitachi IT Operations Security Monitor - Windows Internet Explorer

Each Security Catego Compliant Rating dls Table Settings

PO ogou |

120

Antivirus

Overview » Report c

= Security Diagnosis Reports g
'3 Current Status Report 5
18 Monthly Rey Installed 60 g
e Eatch f Software ]
'#) Half Yearly Report ©
) Yearly Report I =

3+ Security Detail Reports ® The Status of Prohibited software's installation ® Worst 10 Prohibited Software 0
1y Risk Level Status Rep... Out of target 2% No. Prohibitad Software 2010/1 2 3 4 5 Gl 8 9 10 11 12
'#) unauthorized access Undlear 1% cnmg:;‘m - ; Z:n; ;::anu ; Operation Security Set Up v

Warning 20% || eemon0er & |/ Security Level |V EINumber of Targets
#) Patches Report Ll 4 ABC Chess Openings. s 7 Z ’
) Mandatory Software 1 3 peper : |_| =~ Install Software || “® Security Settings |v| - Operation
inny
Eilf:ﬁl;ﬁi“ﬂ 7 Share © 2010 |v] o 2009 |_|*0 Anti Virus Software |v| “@ Account Point |_| <= Patch Program

B 0000000
9 300000000¢
10 XX0XXK

+ Asset Reports
) Devices Summary Re.
') Software License Rep.
'3 Contract Summary R..

Hitachi IT Operations Security Monitor - Windows Intamet Explorer Hitachi IT Operatio ity Monitor - Windews Internet Explorer

W The Status of Prohibited software's installation
Category Deseription
Antivinss No problem.

Installed Software 3 prohibited software are installed.
HOOHKNNK HOOKOOOHKKHXKHXHKNKXN KN

Hitachl IT C

= Security Diagnosis Reports.
gmmmm Report

~ Security Diagnosis Reports

B Current stotus Repart
€ Haach T Opecaions Secus 3
gmm, Resort
) Quarterly Report
)l Yaarly Raport
) vearly Report

HITACHI

[ ] ) Quarterly Raport
®) Half Vearly Report
@ vearly Report

+ Security Detail Reports
® Risk Level Status Rep. i o problem.
) Unauthorized 3 prohibited software are instaled.
HO000000OCEOEDUROOO000N000000E

i

.| Prahibited Software
‘Shogi Variants
GoGa Play
MSH Messenger
ABC Chess Openings

+ Security Detail Reports. o,
1
2
3
4
5 Napster
6
7
8
]
10

B Risk Level Status Rep...
®yunauthorized access
® Antivirus Status Repo.
3 Profubiced Software ...
@) Patches Report

® Mandatory Softwars 1.
) print deterrence Repo..
@ Program deterrence R.

Out of target 2%
Unclear 1%

Critical 3%

3 Curent Status Repoct Caution 9%

) antivinus Status Repo.
Lol R.

) bty keport
) quarterty Report
® Half Yearly Repart
By veary Report

Warning 20%

®) patches Report

#) Mandatory Softvare 1.
) print deterrence Repo.
) Program deterrence R

3 prohibited software are installed.
OO

-+ Security Dol fearts
BBk Level Staus ...
oL ——r—

3 prohibited software are installed.
XUXHRXKIOOHIHNEARK KRN KKK

s s 0 1 18 110

+ Asset Reports
#) Devices Summary
B Softwara L e
) Centract summary ..

+ Asset Reports
#y Davices Summary Re...
@ software License Rep.
1 Contract Summary R...

) rohibked Sttara .. s —

) pandstory Saftware L.

- . = Description Topic (Latest 5)
Categary Lol Descrintion oo (Latest §) .
+ Aoset Reparts o Nt Antivinus A Woproblem. Nathing Mo problam.
Installed Software B 3 prohibited software are installed. Nathing 3 prohibited softw: iies.
) Sotwars Licensa ... o ——— X00000C A OUD00000GOORO0ONNOTECOOOOO Nathing HOOKXOCORENRNNNNIORXE
[ Nathing
A Nothing
Catsgory Level | Descrintion Topic (Latest 5) 3 prohibited softwars ars installed.
Antivinus A Noproblem Nothing HXKHK KKK KIRNNRK KNI
Installed Software B 3 prohibited software are instalied. Nothing
X00000 A 00000000GO00D000OTE000000 Nothing X
B Nothing Tnstalled Software 3 prohibited software are installed.

XHNKKRK HAXHHXIOOCHRIR KRNI

3 @ {5y b | AEE-F: B0
=

(5 @ {F—Fv | REE—F: Y

3 @ 1>5-%o b | AWE-F BN
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« Colorado Sheriff Data Leak:

— http://arstechnica.com/security/news/2010/12/informants-
suspects-outed-in-accidental-database-leak.ars

« Data Leak stats:

— http:/lwww.cisco.com/en/US/solutions/collateral/ns170/ns89
6/ns895/white paper ¢11-506224.html

— http:/lwww.cisco.com/en/US/solutions/collateral/ns170/ns89
6/ns895/white_paper_c11-506224.pdf



http://www.cisco.com/en/US/solutions/collateral/ns170/ns896/ns895/white_paper_c11-506224.html
http://www.cisco.com/en/US/solutions/collateral/ns170/ns896/ns895/white_paper_c11-506224.html
http://www.cisco.com/en/US/solutions/collateral/ns170/ns896/ns895/white_paper_c11-506224.html
http://www.cisco.com/en/US/solutions/collateral/ns170/ns896/ns895/white_paper_c11-506224.html

