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What’s Driving Cybersecurity in the Enterprise?
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Peers have been breached

Large publicized security events

Industry and function-related education sources

Executive mandates

Compliance/regulation mandates

Importance of External Drivers in Prompting Organizations to 
Take Action Before Becoming Victimized 

Extremely important Very important Somewhat important Not very important Not important at all



Is There an Erosion of Confidence in People, Process & 
Technology? Maybe.
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Is Blockchain a Viable Security Tool?
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Other

Reduced labor costs

Transparency

Increased efficiency

Identity integrity

Documentation for compliance

Accountability of an asset

Data security

Only 

25%
of IT decision-

makers consider 
blockchain to be 

a viable 
technology from 

a security 
standpoint 

64% are not sure; 
11% say no 

Primary Drivers of Interest in Blockchain:

Q: Do you consider blockchain to be a viable technology from a security standpoint? AND 
Q. What are the primary drivers of your organization's interest in blockchain technology?

Source: IDG Security Priorities Study, 2019



Low Familiarity with Blockchain is a Major Impediment
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Lacking scalability to accommodate large numbers of users

Slow transaction speeds

Difficult to restrict data access to sensitive information

Cost of computing power (network energy consumption)

Lack of executive buy-in/support

No confidence that it will deliver value to business

Complexity around industry and govt. regulations

Difficult to integrate with legacy systems

Low familiarity with the technology

Q:  Which of the following are likely to slow or hinder adoption of blockchain at your organization? Source: IDG Security Priorities Study, 2019



Identity Management is a Critical Technology
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NG/Advanced endpoint Security

File level Encryption

Cybersecurity Assessment (external consultant)

Strong authentication (2FA, tokens, smartcards, mobile authenticators)

Technologies that monitor user behavior (UEBA)

Cybersecurity Incident & Event Management (SIEM) technologies

Identity management (cloud)

Web Gateway (perimeter)

Network Segmentation

Endpoint Encryption

Data Loss Prevention (DLP) tools

Cybersecurity Assessment (internal tools)

Network Access Control

Email Security (Beyond what your email provider provides)

Traditional endpoint security

Web Security (cloud / remote user)

Identity management (traditional)

Technologies in Place or Under Consideration to Improve Cybersecurity Risk Posture

In place Under consideration Not considering Don’t know



Actively Researching Zero Trust and Deception Technology
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Security intelligence services

Container security

Big data analytics

Blockchain

Cloud access security brokers (CASBs)

Cloud-based cybersecurity services

Cloud data protection

Behavior monitoring & analysis

Deception Technology

Zero Trust technologies

On my radar or actively searching Piloting In production Upgrading/refining Not interested

Q:  Which option best describes your current activity for each of the following security solutions? Source: IDG Security Priorities Study, 2019



Demand for Security Personnel Continues to Climb
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