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Enterprise Technology Trends Have a Profound Impact

on Risk Management

Technology-related Trends Impacting Organization’s
Risk Management Strategy

SaaS adoption, and sensitive data residing in SaaS services 38%
Mobile work force connecting from remote networks (e.g. coffee shop) to SaaS applications 37%
IoT - explosion of devices that can’t be managed/patched onto the network 36%
Decentralized networking - e.g. combination of SD-WAN AND Hybrid data center 32%

Explosion of credentials (username/password) for an ever-increasing number of SaaS services 31%
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Cybersecurity Risks Run the Gamut

Malware, viruses and worms 10%
Identity theft 12%
Data tampering 8% 10% 7%
Ransomware 7%
Unauthorized access to corporate financials 9%
Fraud (Includes enticing someone to transfer money) 9%
Compromise of customer-facing systems 9%
Network Denial of Service 7% 8% 6%
Espionage access to trade secrets 6%
Theft of money (includes EFT’s) 7%
Website defacement 4%
Human adversary and APT (Advanced Persistent Threat) [[EXZIIECZE 5%
Cryptomining malware/Cryptojacking PXCBECH 4%
Other
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Reputational Damage and Financial Loss Lead the

List of Top Impacts

Most Concerning Potential Impacts of Cybersecurity Risk

Damage to reputation 14% 12% 10% 11% 11%

Financial loss: Direct cost of incident remediation 9% 13% 14% 9%, 11%

Financial loss: Loss of money (stolen /drained accounts) 11% 14% 14% 10% 7%

Loss of customers 12% 12% 10% 8% 9%

Financial loss: Competitive advantage 10% 9% 9% 11% 11%

Downtime or outage (including encrypted files from ransomware) 9% 11% 10% 11% 8%

Legal consequences 9% 9% 10% 8% 10%

Government or regulatory obligations or consequences 10% LN 7% 10% 8%

Threat to physical safety 10% VAZIN 5% 8% 7%
Drop in shareholder value BERCENLZE 7% 7% 9%
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The Consequences of Cybersecurity Incidents are Climbing

Across the Board

Resulting Impacts of Breach/Near-breach

(Among those who have experienced a breach or near-breach)
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