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Some Observations…. 
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IT Director 

Scott, Sr. 
Sys Admin 

Kristina, 
Network 
Engineer 

Alan, 
Systems 
Engineer 

Adam, 
Webmaster 

Dan, ISP 

1995 

3-5 Employees 

Job: Warez pirates, theft of services 
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Today 

CISO 

Knowledge 
Services 

Policy Awareness Contracts 

Investigations 
Security 
Operations 

Strategic 
Services 

App Security Assessment M&A Architecture 

50-60 Employees 

Job: Protect IP & Network; Incident Response, Protect users from themselves 
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CISO 

Insource Director 

Policy/  

Awareness 

M&A/ 
Architecture/ 
Assessment/ 
Incident Response 

Investigations 

Threat Analysis  
Business 
Alignment 

OPEX 

Outsource Director 

On-Demand 
Assessment 

Security 
Operations 

20 Employees 

Job: Customer Focus; Innovation/Productivity; Help Business become more agile 

Tomorrow 
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Assumptions 
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Economic pressure continues 

 
• Rooftop consolidation 

• Sustainability 

• Rise of Hoteling & mobile workforce 

• Travel restrictions may not improve 

• Reduction in services: focus on the core 

Leaning of workforce continues 

Increase customer focus 

 

Threats increase in complexity 

 
• And so will regulations 

• Keeping pace will be expensive 

• Outsourcing services is the rule 

• Security follows data to the Cloud 

8 

• Human factors and customer experience key 

• Must be agile and resilient 

• Mobility will be demanded; BYOD 

• Your direct staff will get smaller 

• Headcount: diversified (Age, Gender, and HGR) 

• Outsource expensive fixed elements first 

• Matrixing will be the rule 

• Security automation accelerates 
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Economic pressure continues 
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• Rooftop consolidation 

• Sustainability 

• Rise of Hoteling & mobile workforce 

• Travel restrictions may not improve 

• Reduction in services: focus on the core 
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Leaning of workforce continues 
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 Always-on vs. work/life balance 
 Job flexibility required to attract and retain millennials 
 Develop a culture of flexible learning and opportunities 
 Baby Boomers retiring fast. How to transfer knowledge? 

 Middle management will thin, matrix increases. 
 Employees redefined: rise of the independent workers 
 Teleworking will be expected by your workers.  

 

The Millennials 

The Workforce 
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Leaning of workforce continues 
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• Your direct staff will get smaller 

• Headcount: diversified (Age, Gender, and HGR) 

• Matrixing will be the rule 

• Security automation accelerates 
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Threats increase in complexity & volume 

Root# 

…And so will regulations 

…Keeping pace will be expensive 

…Outsourcing services will be the rule 

…Security follows data to the Cloud 

_ 

2000 2010 2020 
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Increase customer focus 
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Human factors and customer experience key 

Must be agile and resilient 

Mobility will be demanded; BYOD 
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In short 
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Veterans will retire; the new generation will be 
increasingly independent and work from 

anywhere.  
 
 

The security function must be focused on core 
services that enable agility, innovation and 

resilience. 
 

Change is coming 
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What do you Think? 




