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• Former	CEO	Bloomfire	and	VC	Advisor
• Advisory	Board	Member
• Author	and	Speaker



The	World’s	Leading	Digital	
Governance	Network	And	Advocacy

THE	DDN	MISSION: Our	goal	is	to	put	a	digital	director	into	every	
boardroom	and	to	make	every	director	a	better	digital	director.	
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Source:	Harvey	Nash/LBS	2018/2019	Alumni	Board	Report

Conversations	
In	The	

Boardroom



Source:	2017-2018	NACD	Public	Company	Governance	Survey



Source:	MyLogIQ







Top	Challenges	For	CIOs	In	The	Boardroom

• Overcoming	IT	bias/mis-perception
• Speaking	the	language	of	the	boardroom
• Understanding	governance	vs	managing
• Being	invited	into	the	boardroom
• Other	boardroom	priorities/issues
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8 • S&P	500	boards	appointed	428	new	independent	directors	in	the	2018	proxy	year,	up	8%	from	

last	year	and	the	highest	number	since	2004.
• A	majority	(57%)	of	S&P	500	boards	appointed	at	least	one	new	director.
• Experience	as	a	CEO	or	top	corporate	executive	is	no	longer	a	must-have	credential	for	board	

service.
• Board	experience	is	also	no	longer	a	pre-requisite.	One-third	of	the	incoming	class	are	serving	

on	their	first	public	company	board.
• Tech	savvy,	“digital	directors”	are	a	hot	commodity,	and	boards	are	tapping	younger	“next	gen”	

candidates	with	these	skills.	Seventeen	percent	(17%)	of	the	incoming	class	are	50	or	younger.
• Other	priority	skills	and	backgrounds	of	170	Nom	&	Gov Committee	members:

• Active	CEO/COO	(49%)
• Technology	experience	(48%)
• Retired	CEO/COO	(41%)
• Global	perspective	(41%)
• Digital	experience	(40%) Source:	2018	US	Spencer	Stuart	Board	Index



Takeaway’s:	
Fixing	The	
Digital	
Diversity	
Divide

Have	one	voice

Amplify	and	clarify	
the	message

Get	and	stay	in	the	
room

Get	engaged





GLOBAL	CHALLENGES	IN	GR	AND	CYBERSECURITY
• Lack	of	Global	Policy: Cybersecurity	risk	has	no	geographic	boundaries,	policy	for	

the	most	part,	does
• Policy	Doesn’t	Mean	Protection:	Policy	significantly	lags	the	rapidly	changing	IT	

and	risk	landscape	and	the	lag	is	getting	worse
• Tragedy	of	the	Common	Risks:	Risks	are	shared,	mitigations	aren’t
• The	Weakest	Link	Theory	in	Cyberrisk:	What	you	do	for	your	company	may	have	

no	risk	impact	whatsoever	because	you’re	are	only	as	secure	as	the	weakest	link	in	
your	supply	chain

• Hackers	Are	Better	Than	You: Hackers	are	organized,	efficient	and	they	find	and	
hack	weakness

• Policy	Freeriders Paradox:	Big	companies	bear	a	disproportionate	share	of	the	
public-private	policy	burden;	risks	can	disproportionally	exist	with	smaller	
companies



• Much	more	regulation
• Data	protection	and	breach,	IoT,	skills,	governance,	notification,	cooperation,	
standards

• 42	US	states	introduced	240	bills	in	2017	alone
• More	significant	penalties,	both	civil	and	criminal	
• More	bi-lateral	and	multi-lateral	approaches	between	nations
• An	evolution	to	public-private	coordination	and	cooperation
• Segmentation	of	policy	to	governance,	systems,	data	and	capabilities
• Critical	infrastructure
• Proprietary	information
• Personal	data

• A	US	national	standard	and	a	similar	trend	globally

REGULATIONS...WHAT	TO	EXPECT



WHAT	CAN	YOU	EXPECT	FROM	THE	GOVERNMENT?

• Share	threat	and	vulnerability	information	collected	through	state	
agencies	and	collected	by	other	means

• Penalize	nation	state	actors	when	diplomacy	fails,	e.g,	sanctions

• Investigate	and	prosecute	cybercrime

• Retaliate	and	defend	US	interests	from	significant,	national	events

• Apply	diplomatic	pressure	onto	nation	state	actors	and	to	
investigate

• Legislate	and	regulate	matters	of	significant	public	interest



• Map	global,	national,	regional	or	state	level	regulations	to	your	business
• Conduct	a	cyber-legal	assessment	to	identify	risks
• Understand	the	cybersecurity	tools	and	services	you	use	and	align	them	
with	your	regulatory	map;	increase	collaboration	between	teams

• Get	closer	to	the	government	by	embedding	resources	in	key	government	
agencies
• Identify	and	mitigate	risks	sooner
• Be	seen	as	an	SME	to	influence	and	shape	responsible	policy	earlier
• Expand	your	government	interaction	to	other	key	markets

• Raise	the	profile	of	cybersecurity’s	public-private	co-dependence	with	your	
Board,	the	changing	regulatory	framework	and	your	specific	risks

• Extend	your	efforts	across	your	ecosystem	and	supply	chain

LEADING	PRACTICES	IN	GR	AND	CYBERSECURITY





Thank	You

www.DigitalDirectors.Network
bob@digitaldirectors.network

Digital	Success	Starts	At	The	Top


