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Think Your Network is Safe?
Check All of Your Endpoints

Pamela Dill

Sr. Security Advisory, World Wide HP Security Practice
HP Inc.




Are you concerned
about print security?

You should be.

Pam Dill

Sr Security Advisor

MSc MIS, CNDA, CEH, ISO/IEC 27001 LA
WW Security Practice HP, Inc.




Do you know

your print security
risk profile?

A security risk profile provides a clear and
concise understanding of how to align risk and

security activities with the expectations of the
business and its leadership.
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In 1956, a 5mb HDD being loaded
onto a plane.




The risk is real

It’s easy for hackers to break into unsecured printers

“| probe around for a multifunction
printer and see that it is configured with
default passwords. Great, | amin...”

Peter Kim

Industry-leading Penetration
Tester, Hacker, Author




The risk is real

It’s easy for hackers to break into unsecured printers

“We've compromised a number
of companies using printers as our
initial foothold. We move laterally from
the printer, find Active Directory,
qguery it with an account from the printer
and bingo, we hit GOLD...”



Jens Muller - Exploiting Network Printers

PRinter Exploitation Toolkit (PRET)
Hacking Printers Wiki

User command

7| Attacker

Connector

Translator

- 834 .profile
- 1276 init
- tmp

PJL Request
@PJL FSDIRLIST NAME="0:\..\.\" ENTRY=1 COUNT=3

PostScript Request
/str 256 string def (%*%../../../*) {==} str filenameforall

Postscript Response
(d;’ O/,-‘

PJL Response
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https://www.blackhat.com/docs/us-17/thursday/us-17-Mueller-Exploiting-Network-Printers.pdf

Today’s printers act a
whole lot like PCs

Yet only 16% of
companies think
printers are a high
security risk.”
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Known Attacks



**OUTAGE ALERT***

The City of Atlanta is currently experincing
outages on various internal and customer facing
applications, including some applications that
customers use to pay bills or access court-
related information. At this time, our Atlanta

Information Management team is workin
diligently with support from Microsoft to reslove
the issue. We are confident that our team of
technology professionals will be able to restore
applications soon. Our City website,
Atlantaga.gov, remains accessible and we will
provide updates as we receive them.

March 2018

Atlanta's recovery highlights the costly
mistake of being unprepared

The city of Atlanta says they're prepared to spend upwards of $1.4M on recovery efforts
after the recent ransomware attack in March

The Samsam attack against the city of Atlanta in March was chaotic and
crippling. The ransomware, named for the group responsible for development
and deployment, left the city scrambling fo with cri lems that were
forced offline, hampering civil services including utility payments and municipal
court appointments.

Two months before the Samsam attack, the
d about the city's security posture, particularly when it came to risk

management.

"While stakeholders perceive that the city is deploying security controls to protect
information assets, many processes are ad hoc or undocumented, at least in part
due to lack of resources. Dedicating resources to formalize and document
information security management processes would prepare the city for

certification, and, more importantly, provide assurance that the city is adequately

managing and protecting its information assets," the audit report explained.



January 2018 exploit critical vulnerabilities in processors
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May 2017 Ransomware hits more than 12,000 drives
Healthcare IT News

This operating system is locked due to the violation of the federal laws of

the United States of America! (Article 1, Section 8, Clause 8; Article 202;

Article 210 of the Criminal Code of U.S.A. provides for a deprivation of

liberty for four to twelve years.)

Following violations were detected:

- - Your IP address was used to visit i hy, child
pornography, zoophilia and child abuse. Your computer also contains

M 0 re t h a n h a If Of h o S p Ita I S h I t video files with pornographic content, elements of violence and child
pornography! Spam-messages with terrorist motives were also sent from

with ransomware in last 12 e BN E
m O n t h S To unlock the computer you are obliged to pay a fine of $200.

You have 72 hours to pay the fine, otherwise you will be arrested.

————— You must pay the fine through

To pay the fine, you should enter the digits resulting code, which is

located on the back of your in the payment form and press
OK (if you have several codes, enter them one after the other and press
oK

Your personal files are encrypted!

11:58:20

Your , photos, and other files have been encrypted
with strongest encryption and unique key, generated for this computer. Private
decryption key is stored on a secret Internet server and nobody can decrypt your
files until you pay and obtain the private key. The server will eliminate the key after a
time period specified in this window.

Open  http://bs7aygotd2mil4o.onion.link
or http://bs7aygotd2mjldo.torstorm.org
or http://bs7aygotd2rmjldo.tor2web.org

in your browser. They are public gates to the secret server.
If you have problems with gates, use direct connection:

1) Download TOR Browser from http:/ /torproject.org

2) In the Tor Browser open the http:/ /bs7aygotd2ejlo.onion

(Note that this server is available via Tor Browser only. Retry in 1 hour if site is not
reachable).

Write in t

e following public key in the input form on server:
e s — - -

NSGTE &

r
Copy public key to ctipboard [




29,000 printers exploited

Real-world events reveal

an alarming trend
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Touchscreen Control Panel of MFP

INCIDENT!

Radiation Leak has occurred. Evacuate Immediately
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TRENDING: Live Webinar @ 1:00 PM ET: HPE's Farshad Ghazi Offers Unique Perspective on Data Security -

$1.2 Million Penalty in Copier Breach

Affinity Health Plan, OCR Settle Over 2010 Incident
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reminder that Organizations must ensure they properly

remove or destroy protected health information from all
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Hacking Wireless Printers With Phones on Drones

m T e
HACKING

n'-.-:s
Researchers in Singapore
developed a drone with a
a mobile phone that can detect
= I open wireless printers in close

proximity then establish the
mobile device as a fake access
point that mimics the printer
and intercepts documents
Y0U MIGHT THINK that working on a secured floor ina 30- intended for the real device.

story office tower puts you out of reach of Wi-Fi hackers out
to steal your confidential documents.

But researchers in Singapore have demonstrated how

attackers using a drone plus a mobile phone could easily

Center for Research in
Cyber Security



How printing might
bug your conference
room






Malware Injection
using open ports



Explore Downloads Reports Enterprise Access Contact Us
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Hi Al

Thank you for your time today at the HP, Inc. print security presentation. In appreciation of your time, below is a 51000 off coupon that you
can use for HP products.

{Print 27"&I15";

{Print 27"RESET";

{Print 27"REBOOT"}

{Print 27"LOAD DOC-WITH MEMORY ATTACK";

Click to print




e Consult with print security e‘xperts

* Assess your en(nronment &
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What will you think the next time
you press print ?

www.hp.com/go/RelnventSecurity .






Thank You!

Pamela Dill

Sr. Security Advisory, World Wide HP Security Practice
HP Inc.
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