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You should be.

Are you concerned
about print security?

Pam Dill
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Do you know 
your print security 

risk profile?

A security risk profile provides a clear and 
concise understanding of how to align risk and 
security activities with the expectations of the 
business and its leadership.



Paying Attention to the Endpoint
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In 1956, a 5mb HDD being loaded 
onto a plane.

64gb 
microSD



The risk is real
It’s easy for hackers to break into unsecured printers

“I probe around for a multifunction
printer and see that it is configured with

default passwords. Great, I am in…” 

Peter Kim
Industry-leading Penetration

Tester, Hacker, Author



The risk is real
It’s easy for hackers to break into unsecured printers

“We've compromised a number
of companies using printers as our

initial foothold. We move laterally from
the printer, find Active Directory,

query it with an account from the printer
and bingo, we hit GOLD…”



Jens Müller - Exploiting Network Printers

PRinter Exploitation Toolkit (PRET)

Hacking Printers Wiki

https://www.blackhat.com/docs/us-17/thursday/us-17-Mueller-Exploiting-Network-Printers.pdf

https://www.blackhat.com/docs/us-17/thursday/us-17-Mueller-Exploiting-Network-Printers.pdf


Today’s printers act a 
whole lot like PCs

Firmware
and software

Email

Hardware

Internet

Network
access

Yet only 16% of 
companies think 
printers are a high 
security risk.*



Known Attacks



March 2018 



January 2018 exploit critical vulnerabilities in processors



May 2017 Ransomware hits more than 12,000 drives



29,000 printers exploited

Real-world events reveal 
an alarming trend



Touchscreen Control Panel of MFP



Affinity Health



1818

WIRELESS 
HACKING
Researchers in Singapore 
developed a drone with a 

mobile phone that can detect 
open wireless printers in close 

proximity then establish the 
mobile device as a fake access 
point that mimics the printer 

and intercepts documents 
intended for the real device.



How printing might 
bug your conference 
room





Malware Injection 
using open ports





$1000 off 
your purchase



Take Action Now

• Consult with print security experts

• Assess your environment

• Define and implement a print security policy

Improve the security of your imaging and printing environment



What will you think the next time
you press print ?

www.hp.com/go/ReInventSecurity



EMEA PrintOn! 2017



Thank You!

Pamela Dill
Sr. Security Advisory, World Wide HP Security Practice

HP Inc.


