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Board of directors code of conduct – sample
Board members represent and act as ambassadors for the organization.  It is imperative that the Board speaks with one voice.

Board deliberations are generally confidential, however, in the interest of transparency and accountability to the broader membership, there may be times when a fuller discussion is warranted.  

Closed Board sessions conducted on camera are undertaken only related to personnel issues. 
Board conduct

The Board participates and deliberates with the following principles:

· Board members are required to state conflict of interests and remove themselves from decision-making processes.

· Diversity of opinion is encouraged, expected, accepted and regarded as valuable.

· Board decisions (whether by consensus or majority vote) are collective positions and are not necessarily reflective of any individual Board member’s position.

· Voting against or abstaining from a vote on a motion is a legitimate expression of dissent or uncertainty on an issue.

· Opinions presented to the public and media represent collective decisions reached by the Board of Directors.  Requests for this type of information should be made known to president and executive director/property manager.  A spokesperson should be the president (or his/her designate).

· Debate and disagreement is healthy and encouraged but after an open discussion and a democratic decision-making process, all members of the Board will accept and publicly support the collective decision that has been reached.

· A Board member speaking individually or on behalf of the Board, who is against a collective decision, will refrain from criticizing or speaking on that issue in a public forum.

· Board members are to refrain from public criticism of the organization whether as a personal opinion or on behalf of the Board.

· Board members should resign from the Board if they find that they cannot abide by the above noted principles.

· The Board of Directors reserves the right to rescind a Board member’s membership as a result of a continuous inability to abide with the above noted principles and procedures.          

Credit: Suzanne Gibson and Associates
Conflict of interest (COI)
The Housing Services Act, 2011(HSA) allows service managers to set local rules about Conflict of Interest which all Non-Profits governed by the Act must follow.  If you are subject to the HSA, consult with your service manager on the local standards on conflict of interest and remuneration of board members before amending this by-law. In Schedule “A” ONPHA has provided a summary of sample rules.  Local standards set by your service manager on conflict of interest must be detailed in Schedule “A”.

Many housing providers already have a conflict-of-interest by-law because this was a provincial Ministry requirement for all projects funded under provincially administered Non-Profit programs. The HSA rules do not specify that a Non-Profit’s conflict-of-interest policy must be set down in by-law form.

The following by-law contains more requirements than your service manager may establish. However, ONPHA has developed this sample by-law because many providers have asked for a clear set of rules and business practices they can adopt in this format. Check with your service manager before your Non-Profit decides not to have a conflict-of-interest by-law in future.

To adopt this by-law, your Non-Profit must repeal its current conflict-of-interest by-law in the manner set out in the Organizational By-law, and replace it with a customized version of this one. 

Conflict of interest by-law - sample
PLEASE NOTE

With the enactment of O. Reg. 367/11 of the Housing Services Act (HSA) on January 1, 2012, service managers are allowed to set their own local standards relating to conflict of interest.   If you are subject to the HSA, check for local standards on conflict of interest with your service manager.

BY‑LAW NUMBER ---------- of
*_____________________ [insert name of Non-Profit]

(The “Non-Profit”)

Conflict of Interest By‑law

BE IT ENACTED as a by‑law of the Non-Profit to repeal and replace By-law no. _____, Conflict of Interest, as follows:

1. BACKGROUND 

a) The Non-Profit recognizes it is good business practice to avoid conflicts of interest.

b) The Government of Ontario, pursuant to the Housing Services Act, 2011, has issued Ontario Regulation 367/11 s. 100, which includes the Government’s rules on the setting of local standards by the service manager with respect to conflict of interest. 

c) This By‑law sets out how the Non-Profit addresses conflicts of interest, including implementing the requirements of Ontario Regulation 367/11.
2. DEFINITIONS – In this By‑law:

2.1 “Conflict of Interest” means a situation where:

i. the personal or business interests of a director, officer, agent or employee of a housing provider are in conflict with the interests of the housing provider; or

ii. a personal gain, benefit, advantage or privilege is directly or indirectly given to or received by a director, officer, agent or employee or a person related to any one of them as a result of a decision by the housing provider;

And includes

a. the Non-Profit giving a direct or indirect gain, benefit, advantage or privilege to a director, officer, agent or employee or a person related to any one of them;

b. a director, officer, agent or employee or a person related to any one of them receiving a direct gain, benefit, advantage or privilege from the Non-Profit as a result of the person’s position within the Non-Profit;

c. The Non-Profit, in offering housing accommodation or in setting rents or other occupancy charges, giving any advantage or privilege to directors who are tenants that are not available to tenants who are not directors.

2.2 “Declaration” means a declaration in the form attached as SCHEDULE B to this By‑law.

2.3 “Director” means a member of the board of directors of the Non-Profit.

2.4 “Officer” means the president, chair, vice‑president, secretary, treasurer, manager and anyone else designated as an Officer in the by‑laws of the Non-Profit.

2.5 “Person related to any one of them” means a parent, spouse, same-sex partner, child, household member, sibling, uncle, aunt, nephew, niece, mother-in-law, father-in-law, sister-in-law, brother-in-law or grandparent of the director, Officer, agent or employee or a person with whom the director, officer, agent or employee has a business relationship. 

2.6 “Service manager” means a service manager as defined in Part III of Housing Services Act, 2011 and includes any person exercising the powers of the service manager under Section 17 of Housing Services Act, 2011.
2.7 “Threshold” means more than an amount, accepted as such by the service manager, which is lesser of:

a) $14,999.00; and

b) $2,000.00, plus $20.00 for each residential unit in the Non-Profit’s project/portfolio in excess of 100 units.

3. AVOIDING CONFLICT OF INTEREST
3.1 Exceptions [check local standards set by the service manager on Board remuneration] – The Non-Profit shall not enter into a relationship, arrangement, contract or agreement with any person in a way that creates a Conflict of Interest, except that:

a) provided that a notice of conflict or potential conflict of interest has been delivered to the service manager and the service manager agrees there is no reasonable alternative, the Non-Profit may enter into a relationship, arrangement, contract or agreement that normally would be the conflict of interest;

b) a Director who lives in the Non-Profit may be employed by the Non-Profit on a part‑time basis to perform routine tasks such as administrative, maintenance or operational tasks with respect to the Non-Profits’ project/portfolio [Delete this paragraph if the Non-Profit is a charity. The Charitable Corporations Act states that any Non-Profit incorporated as charity may not employ any of its Directors in any capacity.];

c) A Director may be employed by the Non-Profit in a non‑managerial or non‑supervisory position [provided that where the board of directors consists of not more than five Directors, there shall not be not more than one Director so employed at any one time. If there are more than five Directors, the total number of Directors so employed may not exceed one‑fifth of the board.] [Delete this paragraph if the Non-Profit is a charity. The Charitable Corporations Act states that any Non-Profit incorporated as charity may not employ any of its Directors in any capacity.];

d) some or all of the Directors may also sit as Directors of an organization that supplies essential support services for special-needs clients residing in the Non-Profit's project/portfolio, where the project/portfolio exists specifically so that residents can live in the community with the support services provided; and

e) The Directors may be paid a modest per diem or an honorarium if a provision allowing such remuneration is contained in the Letters Patent or Articles of the Non-Profit. [Delete this paragraph if the Non-Profit is a charity. The Charitable Corporations Act states that any Non-Profit incorporated as charity may not employ pay any money, even a modest per diem or honorarium to its Directors.];

3.2 Duty to Monitor and Avoid Conflict of Interest – The Non-Profit shall closely monitor its relationships, arrangements, contracts and agreements, and not engage in any that may result in a Conflict of Interest. The Directors, individually and collectively, shall ensure compliance with this requirement.

3.3 Termination – Subject to employment law in force in Ontario and any collective-bargaining agreements to which the Non-Profit is party, all relationships, arrangements, contracts or agreements of the Non-Profit, which exceed the Threshold in any one fiscal year of the Non-Profit, shall include a clause permitting the Non-Profit to terminate the relationship, arrangement, contract or agreement if the service manager requires such termination in order to resolve a Conflict of Interest.

3.4 Directors Must Resign – Except as set out in subsection 3.1, a Director shall resign from her/his position before the Non-Profit’s board of directors deliberates, issues a tender, or votes on a contract or employment position for which the Director intends to compete.

3.5 Former Directors and Officer – Except in the circumstances set out in subsection 3.1, no former Director or Officer may apply for employment with the Non-Profit or seek to enter into a contract to supply services to the Non-Profit directly or indirectly for a period of _________ [insert appropriate period] following the date she/he ceases to be a Director or Officer.

3.6 Purchase or Lease of Land – Where the Non-Profit purchases or leases land, it shall not purchase or lease such land from:

a) an individual; or

b)  a corporation which has a shareholder, director or Officer; who is a director, officer, agent, employee, development consultant/resource group, architect or other technical consultant, real estate agent, or environmental consultant of the Non-Profit or any person related to one of them.

4. BOARD PROCEDURES
4.1 Conflict of Interest – The board shall have Conflict of Interest as a regular agenda item at the beginning of each meeting of the Directors. Any Director, Officer, agent or employee who has a Conflict of Interest must submit their Declaration at that time.

4.2 Declaration of Conflict of Interest – Directors, Officers, agents and employees of the housing provider must notify the chair of the Board of Directors of the housing provider of every potential or actual conflict of interest no later than the first meeting of the Board after the Director, Officer, agent or employee becomes aware that he or she has entered into a situation, arrangement or agreement that results in or may result in a conflict of interest. The form of such declaration is attached as Schedule B.
4.3 Potential Conflict of Interest – When a potential Conflict of Interest is raised before or during a board meeting, then:

a) the party to the potential conflict must leave the meeting; and

b) The board shall decide if there is a Conflict of Interest.
4.4 Consideration of Notice – The Board of Directors shall consider any declaration given under subsection 4.2 no later than the second meeting of the Board after the notice is given. The consideration of the notice must be reflected in the minutes of the meeting.

4.5 Resolution of a Conflict of Interest – The board shall notify the service manager of any declaration received under subsection 4.2. The notification to the service manager shall include one of the following:

a) If a person filed a declaration of a potential Conflict of Interest and the board decided there was in fact no such Conflict, a declaration to that effect and a request that the service manager ratify this decision; or 

b) if a Conflict of Interest exists which may be resolved in accordance with this by-law, notification of how the Non-Profit has resolved the Conflict of Interest and a request that the service manager ratify such resolution, or

c) If a Conflict of Interest exists which the board is unable to resolve in accordance with this by-law, a request that the service manager issue instructions for resolving the Conflict of Interest.



These requests are part of the attached Schedule “C”.

4.6 Conflict to be Resolved to the Service Manager’s Satisfaction – If the service manager issues instructions regarding an alternative to a decision made by the board under subsection 4.5 a) or b) or a resolution under subsection 4.5 c) the Non-Profit will act in accordance with the service manager’s instructions.

4.7 Record keeping – The Non-Profit shall maintain a Conflict of Interest file containing all declarations, reports and minutes pertaining to Conflict of Interest and Perceived Conflict situations.

4.8 [optional: if the Non-Profit has over 500 units under management, the Non-Profit may include the following:] Delegation – The board of directors may delegate authority to a senior Officer to receive Declarations from, and avoid or resolve a Conflict of Interest relating to, employees with a lower rank within the Non-Profit than the senior Officer if:

a) the housing provider has over 500 units under management; and

b) A written summary of the parties, conflicts and resolutions/avoidances of each conflict situation is submitted by the senior Officer to the board of directors for its approval at least quarterly.

5. PROMOTING FAIR AND OBJECTIVE BUSINESS PRACTICES
5.1 Tenders – The Non-Profit shall invite at least three qualification tenders, or publicly tender all contracts costing over $14,999.99 [the Non-Profit may insert a lesser amount].

5.2 Considering Tenders – In considering tenders, the Non-Profit shall:

a) consider the quality of goods and services to be provided; and

b) Base its decision on written specifications outlining resources, timing, cost and fees.

5.3 Not Choosing Low Bid – [delete either “a” or “b” as appropriate]
a) Where the lowest bid is not chosen by the person ordinarily responsible for making this decision, that person’s supervisor or, where applicable, the Board of Directors, shall review her/his decision, and ensure that the reasons are documented.

b) Where the lowest bid is not chosen by the Board of Directors, the Non-Profit shall ensure that the reasons are documented.

5.4 Contracts Under $15,000 – The Non-Profit shall obtain a minimum of three written quotes for any contract costing between $2,000.00 and $14,999.99 in any fiscal year, and adopt clear, fair and written procedures for the awarding of contracts under $2,000.00.

5.5 Participation in Group Purchasing Programs – Where the Non-Profit participates in group purchasing programs, the procedures of the cooperative purchasing program shall replace the Non-Profit’s internal procedures for competitive acquisition of goods and services for the duration of the Non-Profit’s participation in the cooperative purchasing program.  The Non-Profit shall report its participation in such programs to the service manager on an annual basis.

5.6 Purchase of Professional Services – Where the Corporation is purchasing professional services:

a) For contracts with an estimated value up to $9,999.99, the Non-Profit shall seek an appropriate supplier and negotiate a contract. [The Non-Profit may insert a lesser amount]

b) For contracts with an estimated value of between $10,000.00 and $25,000.00 [the Non-Profit may insert lesser amounts], related to a specific project with a limited time-frame and which can be clearly defined, the Non-Profit shall:

i prepare terms of reference,

ii seek three competitive proposals with associated fixed-price quotations, and

iii Award the contract based on an assessment of the qualifications of the consultant, the information provided in the proposal, and the price.

c) For contracts with an estimated value of between $10,000.00 and $25,000.00 [the Non-Profit may insert lesser amounts], where the requirements cannot be clearly defined and where a fixed price approach is not feasible, the Non-Profit shall negotiate a contract with a suitably qualified supplier using standard negotiating procedures that employ ethical practices.

d) For contracts with an estimated value exceeding $25,000.00 [the Non-Profit may insert a lesser amount], or which require ongoing provision of professional advice to the Non-Profit, requiring knowledge of matters specific to the Non-Profit (such as legal advice relating to labour relations or specialized financial advice), the Non-Profit shall:

i establish the Terms of Reference;

ii invite offers of service by

1.
Giving notice by public advertisement of the requirement to engage the services; or

2.
Inviting submissions from those individuals or firms who appear best qualified to meet the requirement of the engagement or to pre-qualified firms;

iii
rate the offers of service against the Terms of Reference to identify the offer of service which represents best value for money; and


iv    selects the firm offering the best value for money.

e) The Non-Profit shall keep records of the appointment of suppliers meeting these criteria, together with their fees.

5.7 Emergencies – Where an emergency prevents the Non-Profit from following other provisions of this By-law, the Non-Profit shall:

a)
Employ without a call for proposals the individual or firm in whom the Non-Profit has the greatest confidence in regard to a particular requirement of the Non-Profit in dealing with this emergency;

b)
Ensure the employment of the individual or firm lasts no longer than necessary to deal with the emergency; and

c)
Keep records of the appointment or employment and remuneration of the individual or firm.

5.8 Employment Contracts – The Non-Profit shall implement documented, open and competitive practices for employment opportunities which are not inconsistent with:

a) any collective bargaining agreement of the Non-Profit; and

b) Other fair labour practices as set out in the Personnel Policy of the Non-Profit.

5.9 Management Contracts – The property manager/management or operational services company/development consultant of the Non-Profit shall not have a direct or indirect interest in any other business that provides advice, goods or services to the Non-Profit.

PASSED by the Board of Directors and sealed with the corporate seal of the Corporation on this 

__________ Day of _____________________, 20____.

C/s
PRESIDENT





SECRETARY

CONFIRMED at a general meeting of the Members on the ________ day of 

_______________________________, 20____.

C/s
PRESIDENT





SECRETARY

SCHEDULE “A”

The Housing Services Act, 2011, states that service managers may set local standards for conflict of interest and remuneration of Board members. This is a sample summary of conflict of interest rules. If you are subject to the HSA, you must use local standards provided by your service manager. 

Sample Summary of Obligations under Conflict of Interest
1. A conflict of interest is defined as a situation where:

i the personal or business interests of a director, officer agent or employee of a housing provider are in conflict with the interests of the housing provider; or

ii A personal gain, benefit, advantage or privilege is directly or indirectly given to or received by a director, officer, agent or employee or a person related to them as a result of a decision by the housing provider.

2. “A person related to a director, officer, agent or employee” includes a parent, spouse, same-sex partner, child household member, sibling, uncle, aunt, nephew, niece mother-in-law, father-in-law, sister-in-law, brother-in-law or grandparent, or a person with whom the director, officer, agent or employees has a business relationship. 

3. A director, officer, agent or employee of the housing provider shall not enter into any situation, arrangement or agreement that results in a conflict of interest.

4. Directors, officers, agents and employees of the housing provider must notify the chair of the Board of Directors of the housing provider of every potential or actual conflict of interest no later than the first meeting of the Board after the director, officer, agent or employee becomes aware that he or she has entered into a situation, arrangement or agreement that results in or may result in a conflict of interest.

5. The Board of Directors shall consider any notice given under paragraph 4 no later than the second meeting of the Board after the notice is given. The consideration of the notice must be reflected in the minutes of the meeting.

6. The chair of the Board of Directors shall notify the service manager in writing of the receipt of every notice under paragraph 4, and the Board of Directors shall resolve every conflict of interest or potential conflict of interest to the satisfaction of the service manager.

7. Despite paragraph 3, a director, officer, agent or employee or a person related to one of them may directly or indirectly receive a gain, benefit, advantage, privilege or remuneration from the housing provider if both the following conditions are satisfied:

a) a notice of the conflict of interest or potential conflict of interest is given in accordance with paragraph 4; and

b) The service manager agrees that there is no reasonable alternative for the housing provider other than entering into the situation, arrangement or agreement that results in or may result in the conflict of interest.

Declaration of COI, for consultants or service providers - sample

SCHEDULE “B”

TO

	
	(Housing Provider)

	
	(Address)

	
	(Project(s))


FROM

	
	(Housing Provider)

	
	(Address)

	
	(Project(s))


I/We have read and understand the Conflict of Interest Rules and acknowledge that ____________________ (housing provider) is required to comply with it.  I/We further acknowledge my/our responsibility to disclose to ____________________.  I/We further acknowledge my/our responsibility to disclose to the housing provider in writing, on an ongoing basis, any actual or perceived conflicts of interest which arise during my/our relationship with the housing provider.  These actual or perceived conflicts of interest must immediately be disclosed in writing using this form.

I declare that:

(
I do not have a conflict of interest.

(
I have a conflict of interest

(
I have a perceived conflict of interest

Attached is a comprehensive written submission of the complete nature of this actual or perceived conflict of interest.  I/We am/are aware that the housing provider may submit this information to the service manager.  I/We authorize its submission and use by the housing provider and/or the service manager.

	Date
	Signature – Service Provider/Consultant

	Date Received
	Signature – President, Board of Directors


Notification of COI, potential COI and Record of Resolution of COI - sample

SCHEDULE “C”

Part 1 

Name of Non-Profit:






Contact Person:

Address:

Part 2 (to be completed by the director, officer, agent, or employee with the conflict)

Name:

Address:

Briefly describe the conflict or potential conflict (add any relevant supporting documentation)

Signature





Date

Part 3 (to be completed by the chair of the board or designate)

Date of Receipt of Notice



Date of Meeting at which the conflict was considered.

Did the Board decide a Conflict of Interest existed as set out in Part 2 above?

 No

     
Yes

(Go to part a)

(Go to part b)

a)
If no above, complete the following declaration:

“I certify that the board of directors of [insert name of Non-Profit], after considering the potential conflict of interest described above, decided that in fact no Conflict of Interest exists. I request ratification by the service manager (name of service manager) of this decision of the Non-Profit.”

Signature





Date 

b)
Was the conflict resolved in accordance with the Non-Profit’s by-laws and service manager standards?   Complete only one of the two boxes below.

Yes

Briefly describe the resolution of the conflict (add any relevant supporting documentation)

“I certify this is a true record of the Conflict of Interest and its resolution. I request ratification by the service manager (name of service manager) of the decision of the Non-Profit.”

Signature





Date 

No

“I certify this is a true record of the conflict of interest and that the Non-Profit was unable to bring about a resolution. I hereby request instruction from the service manager (name of service manager) regarding resolution of this Conflict of Interest.

Signature





Date


Privacy and confidentiality policy – sample
	Policy name 
	Privacy and Confidentiality Policy

	Policy number 
	[identifying number]

	Date developed
	[date developed]

	Date reviewed or revised
	[most current date revised or reviewed]

	References
	Housing Services Act, 2011 
Personal Information Protection and Electronic Documents Act, 2000

Occupational Health and Safety Act, 1990

Checklist for PIPEDA and HSA

Sample Confidentiality Agreement

[identify any documents that have been referenced]

[existing non-profit or service manager policies or guidelines, legislation, or standard]

	Also see
	Workplace Violence and Harassment Policy (Human Resources Handbook)

Records Management Policy

Dispute Resolution Policy

[identify intersecting policies]


Policy statement

In accordance with its obligations under the Personal Information Protection and Electronic Documents Act (PIPEDA), the Housing Services Act (HSA) Regulation 367/11, and the Occupational Health and Safety Act (OHSA), [non-profit] will protect the privacy and confidentiality of the applicants, tenants, employees, board members, volunteers, and other stakeholders by ensuring the appropriate treatment of their personal information. 

Purpose and scope

Purpose

The purpose of this policy is to ensure the non-profit’s compliance with the PIPEDA, the HSA and O. Reg. 367/11. Together, these pieces of legislation set out standards for the collection, use, disclosure, and protection of personal information gathered through the administration and operation of non-profit housing. 

This policy also sets out the conditions under which personal information may be shared with staff or volunteers in order to protect them from experiencing workplace violence, harassment, or domestic violence in the workplace in accordance with the Occupational Health and Safety Act. 

Scope

This policy applies to the personal information collected by the non-profit from applicants, rent-geared-to-income and market rent tenants, staff, board members, volunteers, and others. 

Definitions 

Personal information

Refers to the following types of information: 

· an individual’s personal address, telephone number, or email address 

· any identifying number assigned to an individual which can lead to their identification (e.g. Social Insurance Number)

· information regarding an individual’s income and assets

· bank account and credit card information

· information about rent payment history

· information relating to the race, national or ethnic origin, citizenship status, colour, religion, age, sex, sexual orientation, marital or family status of an individual

· information relating to the education, medical, psychiatric, psychological, criminal or employment history of the individual

· credit and rental history reports

· financial information for the purposes of establishing rent-geared-to-income assistance

· an individual’s blood type or fingerprints

· information about an individual’s personal or political opinions

· correspondence sent to [non-profit] that is of a private or confidential nature, and any replies from [the non-profit] that would reveal contents of the original correspondence

· the individual’s name if it appears with other confidential information (e.g. rental arrears reports)

· employee information including résumés, salary and benefits, disciplinary action, bank account information, tenant complaints about the individual, and problems between staff

Personal safety plan

A course of action developed between a staff member and the non-profit to help prevent that staff member from domestic violence. 
Privacy officer

Refers to the individual responsible for the organization’s compliance with all privacy legislation. 

The non-profit

Refers to the organization whose board of directors has approved this policy.

Unauthorized individual 

Refers to an individual who is not authorized to view the personal information in question. 

Workplace violence

Means the same as the definition in [title of non-profit’s Workplace Violence and Harassment Policy, policy number: #].

Workplace harassment

Means the same as the definition in [title of non-profit’s Workplace Violence and Harassment Policy, policy number: #].
Procedure

The privacy officer 

The non-profit will appoint a member of staff to act as the privacy officer for the organization. 

The responsibilities of the privacy officer are: 

· to review the non-profit’s policies and practices with regard to personal information

· to implement the necessary changes to guarantee that the collection and  retrieval of personal information follow the non-profit’s policy

· to inform the tenants and public on how the non-profit treats personal information

· to respond to complaints, questions, and requests for personal information made under this policy

The non-profit will, on all forms which pertain to the collection of personal information, identify the name and title of the privacy officer, along with contact information.

Collection of information 
Personal information will be collected only for the following purposes: 

· to approve tenancy and determine appropriate unit type and size

· to determine income and assets for rent calculation

· to demonstrate compliance with funding requirements

· to protect the health and safety of the tenant

· to ascertain service levels required in special needs housing

· to conduct reference and employment checks

· to retain relevant information on employees for government reporting purposes 

· to assist a member of staff to design and implement a Personal Safety Plan for the workplace

Staff will not seek out personal information about tenants or applicants unless it is relevant to their work (see also Section 7.0 of this policy). All documents used for collection of personal information will include: 
· the purpose(s) of the collection

· the reasons for collection, including the fact that the information may be shared as necessary for the purpose of making decisions or verifying eligibility for assistance under the Housing Services Act, 2011, the Ontario Disability Support Program Act, 1997, the Ontario Works Act, 1997 or the Day Nurseries Act; or as authorized by an agreement under section 171 or 172 of the Housing Services Act, 2011

· the name, title and contact information of the privacy officer who can answer questions and respond to complaints about the collection, use or disclosure of the information

· a consent form to be signed by the applicant or tenant authorizing the collection, use, verification and disclosure of the information being collected


The protection of information 


All staff, board members, volunteers, and any other individuals who may have access to applicant, tenant or employee files will be required to sign a confidentiality agreement.
Applicant, tenant and employee files must be safeguarded against unauthorized access.

· Paper copies of applicant/tenant information and employee information must be stored in a locked filing cabinet.  Secure storage facilities must be provided for archived applicant/tenant/employee and accounting information.

· Databases containing files with personal information, and other confidential electronic files must be password protected against unauthorized access.

· Screen-savers and/or other security measures will be used to protect confidentiality of personal information on computer monitors. 

Access to records containing personal information will be granted only if access is required in order to fulfil the designated individual’s duties.  

When communicating tenant issues to the board, staff will use non-identifying information as much as possible. For example, arrears reports will use codes in place of the actual names of tenants, or summary information will be provided.

All staff have a responsibility to ensure that unauthorized individuals do not have unsupervised access to areas where files are kept and used.

Personal information will be disposed of at the end of the required storage period for tenant records; five years after the tenant has moved out, and seven years after the end of the fiscal year for financial records.

Paper-based personal information must be shredded prior to disposal.  Electronic media must be purged prior to disposal.
Release of information 
No personal information will be released to third parties without the written consent of the individual (for example: credit references, tenant or personal references). When responding to inquiries for references, staff must limit information provided to the questioner and confirm only the information already provided by the individual making the inquiry. 

It is not necessary to have a signed consent to release information to collect a debt, for example to a collection agency, or for a Landlord Tenant Board or Small Claims Court action.

Staff will confirm the identity of the people to whom information is released.

Personal information will be released to the following:

· Funders and auditor:  The non-profit, in order to be in compliance with funding program requirements, must release information to funders and auditors.  People doing these jobs have their own professional code of ethics and are required to maintain confidentiality.  Staff will confirm that the person concerned is seeking access legitimately.

· Access Centre: As part of its responsibilities to the coordinated access system, the Non-Profit will provide the access system with information about tenants who have left in arrears.  This information will be used by the coordinated access system as part of their screening process for applicants for non-profit housing.

· Researchers: Occasionally, the non-profit may be asked to assist an approved accredited researcher.  Authorization to have access to files will depend on their credentials and the nature of their research.  The board of directors must approve all such requests for personal information.

· Credit bureaus: Information on orders or judgments for money owing will be provided to any credit bureau of which the non-profit is a member.

· Law enforcement:  While the non-profit has a responsibility to protect the right to privacy of applicants and tenants, this responsibility must be balanced with an obligation to protect the broader community. Law enforcement agencies requesting personal information about applicants, tenants, employees, board members or volunteers, for example confirmation that they live or work at the non-profit, will be required to provide a written request or “warrant” before information will be released.

· Health and safety officials: Personal information will be provided to outside agencies, individuals and institutions when it can be clearly identified as contributing to the applicant or tenant’s benefit, for example, information about an individual’s medical condition to the paramedics or fire department.  

· Next of kin or emergency contacts: It may be appropriate to use personal information to contact a community service agency or a designated relative in exceptional circumstances, such as, when using an emergency contact provided by a tenant and held on file, or contacting medical support services when a tenant is unable to function and maintain his/her tenancy.

Personal information may be released to the police: 
· In the context of reporting criminal activity, staff with personal knowledge will report the incident.

· With respect to crimes against persons, witnesses are obligated to report and provide appropriate information to the police so that charges can be laid.  

· If there is a substantiated reason to suspect criminal activity, such as drugs or gangs, staff with knowledge of the activity will report it to the police.

· Victims of crimes are responsible for reporting the crime directly to the police.  However, if the victim is a child or a person with a disability that renders them incapable of making the decision to report, and an individual has knowledge of this crime, the legal responsibility lies with all citizens and the non-profit to report the crime to the police. 

· In the case of suspected child abuse, information will be provided to the Children’s Aid Society.  (This duty to report is required under Section 72 of the Child and Family Services Act.)

Access to and correction of personal information 

The privacy officer will respond to all requests for access to or correction of personal information.

An individual who provides satisfactory identification will be informed of the existence, use and disclosure of his or her personal information and will be given access to that information. The privacy of others’ personal information must be protected when giving an individual access to their own personal information.
However, if the privacy officer believes that releasing personal information to an individual would prejudice the mental or physical health or security of any person, he or she will not release the information.

Information contained in the file will be reviewed prior to providing access to the file and may be redacted or edited as necessary to protect the privacy and personal information of others. 

An individual will be able to challenge the accuracy and completeness of the information and have it amended as appropriate. If the privacy officer is not in agreement with the individual’s request for correction, a written counter-statement explaining why the information should not be amended will be provided to the individual and filed with the original information.
Procedure for handling complaints 

The privacy officer will respond to all complaints about collection, use, disclosure, storage and disposal of personal information within thirty (30) days of the request being made, and advise the complainant as to the action that has been taken.
Each complaint will be assessed to determine whether:

· the collection of personal information is necessary

· the information was collected, used, released or disposed of inappropriately

· the non-profit’s policies and procedures need to be modified

· disciplinary or other action needs to be taken with respect to a breach of a confidentiality agreement

Where necessary, the privacy officer will make the necessary recommendations to the board of directors in connection with resolution of the complaint.

Prevention of workplace violence

The non-profit, as part of its Workplace Violence and Workplace Harassment policies, must notify staff, contractors, casual workers, and volunteers if there is the risk of workplace violence from any person (including tenants and co-workers) with a history of violent behavior if: 
· they can be expected to encounter that person in the course of their work

· the risk of workplace violence or harassment is likely to expose them to physical injury

Tenant and employee personal information, disclosed in accordance with the non-profit’s Workplace Violence and Workplace Harassment policies, is permissible and will not be considered a breach of confidentiality. 
Breach of confidentiality

The following constitute breaches of confidentiality: 
· Discussion of any confidential information within or outside the organization where it may be heard by individuals who are not authorized to have access to that information.

· The provision of confidential information or records to unauthorized individuals.

· Failing to secure written or electronic personal information which results in the information being visible, or potentially visible, or distributed to unauthorized individuals.

· Deliberately accessing confidential material that is not required by that individual in the performance of their duties.  

A breach of confidentiality may be grounds for staff to be disciplined or terminated.
A breach of his or her confidentiality agreement may be grounds for a board member to be removed as a director of the corporation.  A board member who breaches confidentiality may not be covered by [non-profit]’s insurance if he or she is sued for libel.
All others associated with the non-profit who sign a confidentiality agreement (volunteers, contractors, etc.) will be held to the same standard as staff and board members.
Confidentiality agreement - sample
I ____________________________________ (name) understand that in the course of conducting my responsibilities as a staff person, director or volunteer of [non-profit], I may have access to personal information about applicants, tenants and employees of the corporation.  I understand that there are legal restrictions on how this information may be collected, used, stored and disposed of and that privacy of personal information must be respected.

I hereby agree to abide by the non-profit’s policy regarding confidentiality attached to this agreement and by the restrictions placed on this information by the Personal Information Protection and Electronic Documents Act and the Housing Services Act, 2011 and any other statute which is now or may later be in force.  

____________________________________

Signature

Dated this                     day of                                 , 20      .

PIPEDA and the Housing Services Act - compliance checklist
· Appoint a privacy officer

· Develop or review your existing Confidentiality and/or Privacy of Personal Information Policy to ensure that it includes:

· a job description for the privacy officer

· a description of the types of personal information that you collect, use and store

· a list of who has access to personal information

· a list of all individuals and agencies with whom you will be exchanging personal information 

· a description of the type of security systems that should be in place for the storage and retrieval of personal information

· a complaints procedure

· a system for effectively and properly discarding personal information on a timely and secure basis when it is no longer needed or you are no longer legally obligated to keep it

· Evaluate how personal information is presently being collected, used and stored and whether current practices protect the privacy of information you have.  Bring practices in line with policy.

· Educate all board members, staff and agents on their responsibilities and liabilities under the legislation.

· Have the board, staff and volunteers sign a confidentiality agreement.

· Ensure that there is a consent clause in your lease that identifies the agencies and individuals with whom you may be exchanging information to confirm or establish a credit or rental history.

· Ensure that all documents used to collect personal information, including application forms and annual review forms, include:

· consent for collection, verification and release of personal information

· name and contact information for the privacy officer

· statement that any complaints should be directed to the privacy officer

· Update tenant handbook and human resources policy to include:

· name and contact information for the privacy officer

· statement that any complaints should be directed to privacy officer

Video surveillance systems policy – sample
	Policy name 
	Video Surveillance Systems Policy

	Policy number 
	[identifying number]

	Date developed
	[date developed]

	Date reviewed or revised
	[most current date revised or reviewed]

	References
	Municipal Freedom of Information and Protection of Privacy Act 

Freedom of Information and Protection of Privacy Act

Personal Information Protection and Electronic Documents Act 

Housing Services Act, 2011

Contract Clauses 

Notification of Video Surveillance

Record Keeping Log – Destruction of Video Surveillance 

Release of Personal Information 
[identify any documents that have been referenced]

[existing non-profit or service manager policies or guidelines, legislation, or standard]

	Also see
	Security Policy

Privacy and Confidentiality Policy

[identify intersecting policies]


Policy statement

Video security surveillance systems are used by the [non-profit] at selected sites within the management jurisdiction of [non-profit] for the purpose of increasing the safety and security of tenants, staff and members of the public, to protect public safety, our corporate assets and property and to detect and deter criminal activity and vandalism.

Purpose and scope

Purpose 

It is the policy of [non-profit] to utilize video surveillance as necessary in accordance with this Corporate Policy - Video Surveillance Systems (the “policy”).Video security surveillance systems are a resource used by the [non-profit] at selected sites within the management jurisdiction of [non-profit] for the purpose of increasing the safety and security of tenants, staff and members of the public, to protect public safety, our corporate assets and property and to detect and deter criminal activity and vandalism.

[Non-profit] is authorized to conduct video surveillance under Section 28(2) of the Municipal Freedom of Information and Protection of Privacy Act (MFOIPPA) or Section 38(2) of the Freedom of Information and Protection of Privacy Act (FOIPPA), as applicable. The [non-profit] recognizes that video surveillance technology has the potential for infringing upon an individual’s right to privacy and although video surveillance technology may be required for legitimate operational purposes; its use must be in accordance with the provisions of MFOIPPA or FOIPPA, as applicable, and any other applicable privacy laws.

This policy does not require or guarantee that a camera or recording equipment will be recording or monitored in real time at all times. 

[Note to housing provider: please note that this policy does not permit the use of covert surveillance.]

Scope 

This policy applies to all employees of the [non-profit] involved in the operation of this video surveillance program.  These employees have been trained on this policy and their statutory obligations in performing their duties and functions related to the operation of the video surveillance system and the [non-profit’s] video surveillance program.

[Non-profit] employees may be subject to discipline if they breach this policy or applicable privacy laws.

Definitions 

Designated staff

The staff person(s) or department who has been designated to complete a particular action or requirement. 

Personal information

Information as collected by the [non-profit] pursuant to this policy means recorded information about an identifiable individual, including, but not limited to, information relating to an individual’s race, colour, national or ethnic origin, sex, age. If a video surveillance system displays such characteristics of an identifiable individual or the activities in which he or she is engaged, its contents will be considered “personal information.”

Procedure 

Collection, use and disclosure

Personal information collected by [non-profit] pursuant to this policy will be recorded and will only be used for the purposes set out herein, or as may otherwise be permitted or required by law. For example, personal information may be disclosed to the police or other law enforcement agencies in Canada to aid an investigation. In the event of a reported or observed incident, the review of recorded information may be used to assist in the investigation of the incident.

Disclosure of storage devices should be made to authorities only upon the presentation by the authorities of a warrant or court order for the same and upon completion of a Release of Personal Information form setting out the name of the individual(s) who took the storage device, under what legal authority, the date and whether the storage device will be returned or destroyed after its use by the authorities.

Storage devices containing personal information may be shared with third party service providers who have a need to access such information and only upon them entering into an agreement to keep such information confidential and handling the personal information in accordance with the terms of this policy and applicable law. 

Protecting personal information

Personal information collected by the [non-profit] is protected to avoid unauthorized access. Access to the storage devices where recorded personal information is retained is only permitted by personnel authorized in accordance with this policy. Systems are password protected.

Access

The personal information recorded by video surveillance is subject to freedom of information and privacy laws. Individuals have the right to access the personal information the non-profit hold relating to them, including on video recordings. Individuals may request access by contacting [title] at [contact information]. Requests for access may be denied in certain circumstances as set out in MFOIPPA and FOIPPA, including where disclosure would interfere with a law enforcement matter or investigation or unjustifiably invade another person’s privacy. 

[Note to housing providers: when disclosing recordings to individuals who are in them, information about any other identifiable individuals must not be shown. This could be done through using technology to hide identity on the video.]

Retention

Personal information will only be retained as long as necessary to fulfill the purposes for which it was collected pursuant to this policy, or as otherwise permitted or required by law.

Personal information that has not been viewed for law enforcement or public safety purposes should be erased no more than 72 hours after recording. This information will be detailed in the Record Keeping Log – Destruction of Video Surveillance.

Personal information that has been viewed for law enforcement and public safety purposes must be retained for a certain period thereafter (the requirement is one year in accordance with Section 5 of Ontario Regulation 823 under MFOIPPA unless a shorter retention period is specified bylaw).

Disposal

Old storage devices/computer equipment will be securely disposed of in a way that the personal information cannot be reconstructed or retrieved. They may include shredding, burning, magnetically erasing or deleting files/personal information using third party software from the hard drive. Several holes will be drilled into the hard drive to make the device unreadable as per the Security Policy. 

Written disposal records [Record Keeping Log – Destruction of Video Surveillance] will be maintained detailing the date and time and the method used to dispose of each storage device.

Breach

In the event of a collection, use, disclosure or retention in violation of applicable privacy laws, the [non-profit] will comply with all recommendations of the Office of the Information and Privacy Commissioner of Ontario in responding to breaches. The general manager will respond to any inadvertent disclosures of personal information. Any breach of the Acts will be reported to the board of directors.

Training

This policy and any related processes or guidelines must be incorporated into training and orientation programs of the [non-profit]. Training programs addressing staff obligations under the relevant legislation shall be conducted as necessary.

[Non-profit] staff and service providers are required to review and comply with this policy and applicable privacy laws in performing their obligations related to the video surveillance system.

[Non-profit] staff that violates this policy or applicable privacy laws may be subject to discipline.

Designated responsibilities 

The [non-profit] will maintain control of and responsibility for the video surveillance system on its premises at all times.

The [non-profit]’s [designated staff] is responsible for the [non-profit]’s compliance with applicable privacy laws and this policy.

The [non-profit] [designated staff e.g., manager of technical services] is responsible for ensuring the establishment of procedures for video surveillance equipment, in accordance with this policy and any legal requirements.

The [non-profit] [designated staff e.g., manager of technical services] is further responsible for the life-cycle management of authorized video security surveillance systems, specifications, equipment standards, installation, maintenance, replacement, disposal and related requirements (e.g. signage), including:

· documenting the reason for implementation of a video surveillance system at the designated area

· maintaining a policy regarding the locations of the reception equipment

· Maintaining a list of personnel who are authorized to operate the systems and access any recordings, including the circumstances under which access is permitted. Logs must be kept of any access to such recordings

· maintaining a record of the times when video surveillance will be in effect

· assigning a person responsible for the day-to-day operation of the system in accordance with policies, procedures and direction/guidance that may be issued from time-to-time

Installation and placement 

When using video surveillance equipment, the [non-profit] will comply with the following:

· The use of each video surveillance camera should be justified on the basis of verifiable, specific reports of incidents of crime or significant safety concerns or for crime prevention. Video cameras should only be installed in identified public areas where video surveillance is a necessary to protect public safety, corporate assets and property, including detecting and deterring criminal activity and vandalism.

· Privacy intrusion should be minimized to that which is absolutely necessary to achieve the [non-profit]’s required, lawful goals.

· Equipment to monitor video surveillance will be installed in a strictly controlled access area. Only personnel authorized under this policy may access to the access area and the equipment. Monitors showing personal information captured by the video surveillance equipment will not be located in a way that that enables the public to view it.

· Equipment will be installed in such a way that it only monitors those spaces that have been identified as requiring video surveillance. Video surveillance equipment will never monitor the inside of areas where the public or employees have a higher expectation of privacy such as change rooms and washrooms. Equipment should not be focused on individuals’ doors or through windows or through windows of neighbouring buildings.

· Adjustment of the camera position will be restricted, if possible, to ensure only designated areas are being monitored.

Service providers

The [non-profit] will ensure that any agreements between [non-profit] and its service providers state that records under the video surveillance program remain under the [non-profit]’s control and subject to applicable privacy laws [see Sample Contract Clauses].

Violation of this policy or applicable privacy laws by service providers will be considered a breach of the contract.

Agreements with service providers should ensure that employees of service providers sign written confidentiality agreements, including complying with this policy and applicable privacy laws in respect of personal information collected under the video surveillance program.

Audit of surveillance policy and practices 

[Non-profit] will ensure that the use and security of its video surveillance program and equipment is subject to regular audits, at least once a year, to address compliance with this policy and applicable laws. The audit will also include a review of whether ongoing video surveillance is justified based on the requirements set out in this policy. Any deficiencies or concerns identified by the audit will be addressed immediately.

[Non-profit] staff and service providers will be made aware that their activities are subject to the audit and that they may be called upon to justify their surveillance.

Any questions or concerns related to the [non-profit]’s handling of personal information collected through video surveillance can be directed to:

[Title]
[Address]
[Telephone]
Notification
The public must be notified of the existence of video surveillance equipment by clearly written signs prominently displayed at the entrances, exterior walls, and interior of buildings and/or perimeter of the video surveillance areas. Signage must inform individuals of the legal authority for the collection of personal information; the principal purpose(s) for which the personal information is intended to be used and the title, business address and telephone number of the appropriate contact [privacy officer] at the [non-profit] in order to answer questions about its personal information management practices [see Sample Notification of Video Surveillance].

Release of personal information/video surveillance - sample
Note: The following form should be completed any time that staff receive a request from municipal or provincial police services or other third parties to release or view information gathered through video surveillance conducted by the non- profit.

	Date: 
	

	Name of staff:
	


	Section A: Information from individual(s) requesting information

	Name:
	

	Organization:
	

	Address:
	

	Telephone:
	

	E-mail: 
	


Is this information being requested as part of an on-going police investigation?

( Yes
( No

If no, why is this information being requested?


Has a warrant or court order been produced authorizing the individual(s) to view or remove the information requested?

( Yes
( No

	Section B: Description of information sought

	

	

	

	

	


Will the information removed be returned to the organization or destroyed?

( Returned
( Destroyed

The information taken will be transported, stored, and, if necessary, destroyed in accordance with all relevant provincial and federal laws governing the use of Personal Information.
Signature                                                                           Date
Name (please print)
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