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Why am | here?

| love wine!
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No, really

» \ Charles is the Chief Information Security Officer at Altria, the
| parent company of producers of superior branded tobacco and wine
products such as Philip Morris USA and Ste. Michelle Wine Estates.

Charles also represents Altria on the board of the Richmond
Technology Council, which supports technology innovation in the
greater Richmond area, as well as the board of the Virginia
Cybersecurity Partnership—a joint information sharing
organization between government agencies and the private sector.
Additionally he is a member of IBM Security’s Advisory Board and
holds advisory board positions with two tech start-ups.

Prior to his role at Altria, Charles held senior level Information
Security positions with financial institutions in the NY metro area,
including Chief Information Security & Risk Officer for Sterling
National Bank and Senior Vice President, IT & Operational Risk at
Citigroup.
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The basics
XD
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What is phishing?
phish-ing: a method of trying to gather personal information

[ fISHING! using deceptive e-mails and websites.
Spear Very targeted phishing, often designed for a specific user
Phishing
Vishing Phishing over the phone
Smishing Phishing via SMS (text message)

Search Engine A fake webpage that shows up in a search due to keywords
Phishing

Whaling Spear Phishing that targets C level or VIP
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It’s a big deal

Phishing is the #1 cause of data breaches -- and has been for a while

EEH!:IIHEHEE (:::)) Anthem % RSA

SECURITY

« Other types of attacks steal the headlines but don't lead to data breaches as
often

« Stolen credentials are the #2 cause of data breaches -- guess where they get
those credentials

« Other notable attacks are tied to phishing, such as malware and Business E-mail
Com prom ise (B EC) *all stats as per Verizon Data Breach Report and CSO Magazine
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What about BEC?

StEpHlE Step2:
Identify a Target Grooming

According to the FBI,
global BEC attacks led to
over $1.2 Billion in
losses across the US in
2018 - up by over 100%
from 2017

Organized crime groups target
U.S. and European businesses,
exploiting information available
online to develop a profile on \
the company and its executives. Spear phishing e-mails and/or telephone calls target
victim company officials (typically an individual
identified in the finance department).

The 2018 BEC average
loss was $64,000

Perpetrators use persuasion and pressure to
manipulate and exploit human nature.

Grooming may occur over a few days or weeks.

mBusiness E-Mail Compromise Timeline
An outline of how the business e-mail compromise is executed by some organized crime groups *qll stats and image as per FBl and IC3 report
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Phishing Example

Attachment Tools {Unverified} Important Social Media Policy Change - Message (HTML) (Read-Only)

Help  ALTRIA DOCS DESKTOP Attachments Q Tell me what you want to do

B lgnore D |:(l |L_(-| Liﬂ [Ed Meeting ¥4 2018 3 To Manager v @ = ==. |> 5}) D ind AD Q

o B B} SIM- =1 Team Email v/ Done 5 8 OneNote - i = I,t [£) Related ~ i | e
o rchive Reply Reply Forwar - = ove __ ssign Mark Categorize Follow Translate ea oom epo
afp Junk A EjMore~ |C&Reply&Delete ¥ Create New s . [P Actions - Policy - Unread & Up~ 5 [s Select* | Aloud Phish
Delete Respond Quick Steps r Move Tags r Editing Speech  Zoom PhishAlarm® ~

{Unverified} Important Social Media Policy Change

To

0 Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message.

SocialMediaPolicy.pdf
18 KB

Dear

Due in part to recent concerns over social media, we have decided to make a few key changes in our social media policy.

We consider these policies imperative to the protection of our company brand as well as our employees. Please read the attached document and become familiar with these changes.

These policy changes go into effect Monday, September 30, 2019. All employees are expected to comply with this policy. Disciplinary action up to and including dismissal may be taken for anyone found in violation of this policy.
Regards,

Sally Stearns

Altria
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Phishing Example 2

{Unverified} Your old One Drive account will be deleted - Message (HTML) (Read-Only)

Message Help ALTRIA DOCS DESKTOP Q Tell me what you want to do

2 N O - - A 3 5 " 2
oo X [T (2 (g (3 B Mave Qo |1} T B PR AQ
- el e e (I' : ')d ‘EiM - =3 Team Email v/ Done " B OneNote P e . IO Mian | ERelated ~ o | P
oo Junk = rcnive eply eply rorwar - e = ove = . ssign arl ategorize rollow lransiate ea oom epo
2 Al EjMore- ||5# Reply & Delete ¥ Create New - [EPActions~  pojicy~ Unread - Up~ - Ryselect-  Ajoug Phish
Delete Respond Quick Steps T Move Tags M Editing Speech  Zoom  PhishAlarm® ~

Wed 9/18/2019 1:05 PM

@

Microsoft OneDrive Account Management <microsoft@onedrive-micrasoft.com>

{Unverified} Your old One Drive account will be deleted
To

o Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message.

5+ Your account will be deleted on Wednesday,
' September 25, 2019

Your @altria.com account has been unused for the past year and it will be deleted
on Wednesday, September 25, 2019

If you would like to keep your account, please visit OneDrive to reactivate it.

Go to OneDrive

The OneDrive Team
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How to prevent a successful phish
XD
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People are the first line of defense

There's no technology that can stop all phishing, so ultimately its up to your
people

Perform simulated phishing tests

« Make it easy for employees to report suspected phishing — and reward them for
doing so

« Teach them how to spot a phish

 ....and don't forget to train your IT department on how to respond
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Hackers go email phishing with lures to tempt you.

Here are some things to keep in mind before you click, so you don’t get
caught by an email hook.

P opular company logos and content are used for a sense of
familiarity to lure you in to a feeling of complacency.

/_7(. TTP is not secure, HTTPS is not guaranteed. Your own internet
search of the web address will help you know if it’s legit.

ndirect threats or scare tactics may be used, such as “Act now
or your account will be disabled.”

S pelling is frequently bad and the grammar may be poor as
legitimate companies rarely make errors.

/_7(. over your mouse before you click and determine where a link in
the email points of if it's an executable (.exe) file.
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Eight Signs of a Phish

#2Itjustdoesn't _ #3Froma

Learn the signs: Don’t get hooked by phishing.
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Technology can help

There are a number of phish detection services which work with most e-mail
providers

* Inbound e-mail can be tagged in the subject line to make it obvious to the
user it came from the outside

« One-click solutions exist which make it easy for users to report a suspected
phish

« Utilize web proxy software which can block malicious sites if a user does
click on a link

« And of course, make sure you have appropriate anti-malware for both your
e-mail systems and end users
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Let’s put that to use
XD
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Example 1
Revisited

Suspicious “from”
address

Sender is external even
though they pretend not
to be

Unexpected PDF
attachment

Date set with forceful
language for non-
compliance

Ald 9 v« 9|5

{Unverified} Important Social Media Policy Change - Message (HTML)

File Message  Developer  Adobe PDF o ©

| \ ~ N pm a3y i N3 &~ Gaal (X Mark Unread YR - € ¥
‘ N S 23 Event Winners 3 E‘J = a % PR
X o N e O I L[l = _ %) A
% To Manager v N 5@ Categorize ~ D - -
& - Delete | Reply Reply Forward &, . . Move Assign Translate Zoom | Report
d > = v 0 - v v -
Al 34 Team E-mail . 2] - Policy - ¥ Follow Up - W Phish
Delete Respond Quick Steps = Move Tags = Editing Zoom | PhishAl...
© Follow up. Start by Monday, August 12, 2019. Due by Monday, August 12, 2019.
From: ( sally Stearns <s.stearns@mail-delivery-system.com>) Sent: Mon 8/12/2019 1:31 PM

Dear . 3

Due in part to recent concerns over social media, we have decided to make a few key changes in our social media policy.

We consider these policies imperative to the protection of our company brand as well as our employees. Please read the
attached document and become familiar with these changes.

These policy changes go into effec@rsdayl September 12, Z@AII employees are expected to comply with this policy. Disciplinary
action up to and including dismissal may be taken for anyone found in violation of this policy.

Regards,

(_Sally Stearns )

Atia  No such employee or contractor in the GAL.

Date 1s automatically 30 days from email sent date.

23 Retention Policy: 90 Days to Deletion Inbox (90 days) Expires: 11/10/2019
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Example 2
Revisited

Fake Microsoft “from”
address

Sender is external even
though they pretend not
to be

Date set with forceful
language for non-
compliance

Link which does not go
to OneDrive when
moused over

© Follow up. Start by Monday, August 12, 2019, Due by Monday, August 12, 2019,

From: Microsoft OneDrive Account Manageme@micrusuft@unedrh.re—micrasuﬁcn m__‘-D
To:

Cc

Subject: (I__Llnverified] Your old One Drive account will be deletei:l:)

sent: Mon 8/12/2019 1:31 PM

&& OneDrive

P il

Your account will be deleted on @Ionday, August 19,)

2019

Date 1s automatcally 7 davs from email sent date.

Your _____ ______([@altria.com account has been unused for the past year and it will be deleted

on Monday, August 19, 2019

If you would like to keep your account, please visit OneDrive to reactivate it.

[ Go to OneDrive )

The OneDrive Team

\

43 Retention Policy: 90 Days to Deletion Inbox (90 days) Expires: 11/10/2019
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You can prevent BEC, too

 First and foremost, make sure your financial processes (e.g. wire transfer) have
multiple controls to prevent fraudulent transactions

« Configure your e-mail so that when accessed externally it requires two-factor
authentication

(My VPN Token v (Options v| &= £2
Passcode: \‘-

6671 3612 |
| Re-enter PIN] W :

L&Y securip®

« Work with your IT department to implement technical changes which reduce the
likelihood of someone spoofing or intercepting your e-mail
 DMARC & SPF - Helps prevent spoofing of e-mail addresses
* TLS - Encrypts e-mail between sender and recipient

M\

-
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What happens if
XD
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You fall for a phish

 Stay calm - but act quickly

 Notify your IT and/or Security department and follow their lead

 |fyou are IT:

O

O O O O O

Force the user’s password to be changed

Block the sender address and any malicious links that were included in the phish
Scan the machine for malware

ldentify and remove other copies of the same phish other users have received
Look for unauthorized or suspicious activity on your systems

If you suspect a broader issue, or if you are in over your head, bring in an expert
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Recap
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Recap

« Phishing is the largest source of data breaches and can lead to BEC, which will
cost you money

* Phishing comes in many forms, not just e-mail
« Employees are the first, and last line of defense. Awareness and training are key
« Technology can help your employees be successful

« Work with your IT and Security departments to prevent these risks. Retain
external security services in the event you have an issue

 When in doubt, ask an expert. We're everywhere
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Questions and Contact

@ charles.tango@altria.com
M c.f.tango@gmail.com

m https://www.linkedin.com/in/charles-tango-27856117/
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