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e Please note that this presentation is for in/‘ormational, knowledge sharing and educational purposes only. Any comments or
statements made herein do not necessarily reflect the views of Huawei. The information is intended for the recipient's use only and
should not be cited, reproduced or distributed to any third party without the é)rior consent of the authors. Although great care is
taken to ensure accuracy of information neither the author, nor Huawei can be held responsible for any decision made on the basis of
the information cited.

e The content of this presentation is based on information gathered in good faith from both primary and secondary sources and is
believed to be correct at the time of [z))ublication. The author can however provide no guarantee regarding the accuracy of this
content and therefore accepts no liability whatsoever for any actions taken that subsequently prove incorrect.

e The practices listed in the document are provided as is and as guidance and the author and Huawei do not claim that these comprise
the only practices to be followed. The readers are urged to make informed decisions in their usage.

e The information presented in this presentation is not intended to be, and should not be construed as, an offer to sell any products or
services or a solicitation of an offer to buy an)/ roducts or services . AnA/ such offer or sale will be made pursuant to, and the
information presented at this meeting is qualified in its entirety by, authorized offering documents and related disclosure schedules
or similar disclosure documentation.

* Alllogos and brand names belong to their respective owners and we do not claim any relationship or association, implied or
otherwise, with them.

e Use of any materials by virtue of relationships and associations, if any, are mentioned explicitly.

* Author has taken care to attribute all sources for external materials used in this presentation, and any oversight is regretted. If you,
as owner, or as viewer, find any reason to dispute the use of these materials kindly communicate the same to author.

e Any omissions, in terms of attribution, may be due to an error of author and not intentional.
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SDR Intercept - Disrupt
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Taking control Drone GPS




Taking control ADS-B
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Drones Risks
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Instagram Boarding Passes
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0 Day Exploits - Guaranteed

TheRealDeal
Underground Zero-Day Explolts-Market-




Attribution
Problems

No Borders

Complex Interconnected






Outdated Assumptions?
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Countermeasures

AVAS

Effect
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Build Airport Cyber Security Intelligence

Multiple Sources
Intel Infosec Knowledge

Base Response

Internal
Security
Research
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Final Goal Is

Total Integrated Security

Physical loT, Device Information

. Security
Management




Red Teaming Solve Attribution
Continuous Vulnerability Mgmt Crowd Sourcing/Bug Bounty
Fusing Crisis Management
Vertical CERT Integration Encryption
Exchange Knowledge Data Leak Prevention
Threat Management Reputation Management
Big Data Honeynets
Machine Learning Sandbox
Security Metrics Empower end users

Continuous Training Attack / Take down



Don’t bring a knife to qun fight

RULES 2 OR A GUNF IGH'T

d. Bring a gun. Preferably, bring at least two guns. Bring all of your friends who
have guns.
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