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Who am I?

• New Zealander

• Started my career in the military

• 23 years working on information “cyber” security

• Worked in banks, telco and hi-tech firms

• Live in Singapore and still occasionally play rugby

• Lastly, enjoy learning from everyone

• Connect with me: https://www.linkedin.com/in/johnellis/

• Follow me: @zenofsecurity or @andgietsecurity

https://www.linkedin.com/in/johnellis/
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Source: Media Reports, Symantec, infographic by statista



Source: http://www.lockheedmartin.com/us/what-we-do/aerospace-defense/cyber/cyber-kill-chain.html

Cyber Kill Chain



Source: Panda Security





Ransomware Trends

Source: Proofpoint, IBM

Ransomware and extortion rackets have been 
the new gold rush with cyber criminals 
reportedly making over a $1 billion USD in 2016 
(IBM, 2017) with an increase of 50% on 2015 
and 



Which Type of Ransomware? 

Source: Osterman Research



How Ransomware Entered the Organisation

Source: Osterman Research



Ransomware Attacks That Have Occurred During the 
Previous 12 Months

Source: Osterman Research



Phishing
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Source: Anti-Phishing Working Group

97.25% of phishing emails delivering 
ransomware (Phishme, 2016).



Bitcoin - Cryptocurrency

Source: blockchain.info



Ransomware Attacks Against Hospitals



Ransomware Attacks Against Hospitals



Typical Workflow of a Crypto-Ransomware

Source: Andgiet Security



Typical Drive-by-download workflow

Source: Andgiet Security



Typical Phishing Email Workflow

Source: Andgiet Security



Combating Ransomware

Cyber 
Security 

Framework

Identify

Protect

DetectRespond

Recover

Big Five Tactics

1. Identify and backup Critical Systems & Data

2. Implement Network Segmentation

3. Patch your systems

4. Harden your systems

5. Practice your recovery processes

Source: NIST Cyber Security Framework



The Seven Knows – Identify 

1. Know the value of your data and systems

2. Know who and what has access to your data and systems

3. Know where your data and systems are

4. Know what threats and vulnerabilities are putting your data and systems 
at risk

5. Know who is protecting your data and systems

6. Know how well your data and systems are protected

7. Know how well your recovery practices work



Protect

Source: The Australian Signals Directorate (ASD) Essential Eight



Source: The Australian Signals Directorate (ASD) Essential Eight

Protect



Detection

1. Detection coverage: If an active attacker were 
operating inside your network, would your systems 
see an operational activity and set off an alert?

2. Detection quantity: Can you investigate all the 
relevant alerts? Is it clear which are relevant?

3. Detection quality: When an alert is investigated, 
can you reach a conclusion?



Respond

Source: Ransomware Decision Tree – Control Risks



Recovery

• Can you recover to a known good state and meet your organisations
Recovery Time Objective (RTO)? 

• What does recovery for medical devices look like? Do you need 
support from the application vendor? Does the equipment need 
calibration and certification? 

• What does recovery look like for cloud services? 

• How often do you practice complete recovery/restore of devices and 
data? Can you trust your backups and build processes when you need 
them most?



Wrapping up

• Failing to plan, is planning to fail. Hope is 
not a strategy

• Technology is just a ‘part’ not the ‘whole’ 
– don’t forget the people and process

• Know the seven knows



As our dependency on technology increases, so does our 
vulnerability…

…our adversaries know this, and seek to exploit it. 

…they are further aided by the ever reducing barrier 
to entry.  

They have the asymmetrical advantage!



Thank you

https://sg.linkedin.com/in/johnellis

@zenofsecurity or @andgietsecurity

https://www.andgietsecurity.com


