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Who am |?

* New Zealander

e Started my career in the military

» 23 vyears working on information “cyber” security
 Worked in banks, telco and hi-tech firms

* Live in Singapore and still occasionally play rugby

* Lastly, enjoy learning from everyone

e Connect with me:

* Follow me: @zenofsecurity or @andgietsecurity


https://www.linkedin.com/in/johnellis/
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200,000+ Systems Affected by WannaCry Ransom Attack

The WannaCry ransomware attack in numbers

")

A Affected Affected Ransom
3$ systems countries per system
>220,000 g( 150 $300
Average ransom in past Approx. ransom in major
ransomware attacks ransomware threats
$1,200
$1,007 $965
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Source: Media Reports, Symantec, infographic by statista Seﬁnwmg.)augs! mEun:!:



Cyber Kill Chain

Reconnaissance

Weaponisation

Adversarial Tactics, Techniques &
Common Knowledge

Persistence Lateral
Privilege Movement
Escalation Execution
Defense Evasion Collection
Credential Exfiltration
Access Command and
Discovery Control
v Vot
Installation ACFIOH R
Objectives

Command &
Control (C2)

Left of “hack” (Pre-exploit)

>

Exploitation

Source: http://www.lockheedmartin.com/us/what-we-do/aerospace-defense/cyber/cyber-kill-chain.html

Right of “hack” (Post-Exploit)—]-
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External
Reconnaissance

Phase 1:

Weaponization

Delivery
& Explotation

External Attack

External Cyber-Kill Chain

Search for organizations with
open port 445 endpoints and
exploitable with EternalBlue.

Installation

Command
& Control

N &
Creation of artifacts like the Exploit vulnerability with
code to be injected in SMB EternalBlue , a hacking tool

process and KILL-SWITCH stolen to NSA.
mechanism.

Wait for domain controller orders
to act. New variant without
Kill-Switch.

It injects code into the SMB
system process and becomes
persistent by creating an entry in
the Windows registry.

.

-

Internal
Reconnaissance

Lateral
Movement

It c:;;ies itself to those vulnerable
endpoints by exploiting a variant
of the DoublePulsar payload. The
process starts again on every
infected computer. The capacity of
propagation within the network is

Internal
Explotation

Exp_ﬁ)_it vulnerability with
EternalBlue. It injects code into
the SMB system process and

becomes persistent by creating
an entry in the Windows registry.

Target
Manipulation

Phase 2:
Internal Attack

Internal Cyber-Kill Chain

Search for endpoints within the
network with open port 445
endpoints and exploitable with
EternalBlue.

enormous.

Taking Control

4 )

Does not allow booting in
system recovery mode.
Hides the Recycle Bin.

When the file encryption
finishes, it shows a dialog to
the user requesting the ransom.

Proceeds to encrypt the files
and directories of the system
using an AES algorithm, which
can only be decrypted if the
private RSA key is available.

Gets access to system
files and deletes existing
Shadow Copy folders to
prevent the user from
retrieving information.

It kills processes that have
open databases to guarantee
access to the encryption of
such databases (mysq|,
sqlserver and Exchange)

ANDGIET

SECURING YOUR BUSINESS JOURNEY

Source: Panda Security



h? Wana DecryptOr 2.0

Ooops, your files have been encrypted! Engiish

What Happened to My Computer?

Your important files are encrypted.

Iany of ywour documents, photos, videos, databases and other files are no longer
accessible because they hawve been encrypted. Maybe you are busy looking for away to
recowver your files, but donot waste your time. Nobody canrecover your files without
our decryption service,

Payment will be raised on .
. Can I Recover My Files?

3/13/2017 18:47:17 Sure. We guarantee that you canrecover all your files safely and easily, But vou have
not so enough time,
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
But if you want to decrypt all your files, wvou need to pay.
ou only hawve 3 days to submit the payment, After that the price will be doubled.
Alzo, if wou don't pay in 7 days, you won't be able to recover your files forewver.
We will hawve free events for users who are so poor that they couldn't pay in & months.

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin orly. For more information, click <About bitcoins,
Fleasze check the current price of Bitcoin and buy some bitcoins, For more information,
click <How to buy bitcoins=,

And send the correct amount to the address specified in this window,

After vour payrnent, click <Check Payment=, Best time to check: 2:00am - 11:00am

DRI Ceemnnn Bl wmam ol amem b Tinnd ol ome

5M19/2017 18:47:17

Time Left

. Send $300 worth of bitcoin to this address:
About bitcoir b'tco,n

Weeaaietaaa | 115p7 UMMnNngojipMykpHijcRdfJNXj6LrLn | l:.;.p}r

olitantiss Check Payment Decrypt ‘




Ranso mware Trends Ransomware and extortion rackets have been

the new gold rush with cyber criminals
reportedly making over a $1 billion USD in 2016
(IBM, 2017) with an increase of 50% on 2015

and
Growth in Ransomware Variants Since December 2015

Source: Proofpoint, Inc.

Cumulative new ransomware

12/7/15 1/6/16 2/5/16 3/6/16

Source: Proofpoint, IBM A NDGIET
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Which Type of Ransomware?

Encrypting ransomware, which encrypted
victims' files and made them inaccessible

Non-encrypting ransomware, which only
restricted access to files and data, 10%
but did not encrypt them

Leakware or extortionware, which exfiltrated
data that the attackers threatened to release 6%
if we did not pay the ransom.

| | | | J

0 20 40 60 80 100
Source: Osterman Research
@ ANDGIET
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How Ransomware Entered the Organisation

Email link 3 10/0
Email attachment 280/0
A Web site or Web application other than
email or social media 240/0

Social media 40/0

USB stick 30/0

Business application 1 0/0

We don't know 90/0

Source: Osterman Research
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Ransomware Attacks That Have Occurred During the
Previous 12 Months

53%

51%
399% Mean
Ransomware
Penetration
23%
Healthcare Financial services Manufacturing Government

Source: Osterman Research A NDGIET
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Phishing

1600000
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000000 97.25% of phishing emails delivering
i ransomware (Phishme, 2016).
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o

B Total number of unique phishing reports (campaigns) received, according to APWG

Source: Anti-Phishing Working Group A NDGIET
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Bitcoin - Cryptocurrency

Confirmed Transactions Per Day

source: blockchain.info
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Ransomware Attacks Against Hospitals

fLos Angeles Times

Hollywood hospital pays $17,000 in bitcoin to
hackers; FBI investigating

ANDGIET
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Ransomware Attacks Against Hospitals

Deutsche
Welle
Hackers hold German hospital data hostage

Several hospitals in Germany have come under attack by ransomware, a type of virus that
locks files and demands cash to free data it maliciously encrypted. It will take weeks until

all systems are up and running again.




Typical Workflow of a Crypto-Ransomware

Ransomware operator
decrypts the symmetric
key using their private key
and sends to the victim the
symmetric key to decrypt
their files.

User recieves a message
telling them their files have
been encrypted and they
are required to send
payment of requested
ransom amount along with
the encrypted symmetric
key

Source: Andgiet Security

Generates—»

Infects

<-Encrypts-

Ransomware operator
generates an asymmetric
key pair and adds the
public key to the
malware programme

The ransomware operator then
infects the victims machine with the
malware. Methods of infection
depending on the campaign and
target.

Malware identifys files to encrypt.
Generates a symmetric key using an

alogrithim such as AES256.

Files are encrypted, the symmetric
key is encrypted using the public key
of the ransomware operator, and
the original symmetric key is
removed from the system.
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Typical Drive-by-download workflow

Cyber Adversary ‘compromises’ a legitimate website,

The final stage is the execution of the . . . .
and inserts malicious code such as ‘cross-site-

malware, in this case, the encryption of

scripting’ (XSS) attack, which will redirect the victims
browser to their malware distribution server.

the victims data.

Victim Cyber Adversary

0

G Http://www.compromisedserver.com

&
2

‘)‘ “
Victims browser is redirected to the cyber
adversary’s malware distribution server

Depending on the exploit kit used, the The malware server using an exploit
vulnerability to exploited, final malware kit, scans the victims browser and
payload, the campaign may use a plugins for vulnerabilities.
dropper to download the actual payload
vs a single stage exploit / download.

Source: Andgiet Security %@ ANDGIET
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Typical Phishing Email Workflow

Cyber Adversary

[ 4 A . .

Q““‘ 1‘0 Phishing campaigns can use multiple channels to
S ‘ “\’. ‘phish’ their victims, and the perpetrators of
b ‘ =4 phishing campaigns can range from nation state
“,‘5\ ‘E intelligence teams through to criminal operators.

o

Depending on the delivery channel and
campaign goal, the ‘phish’ can deliver
malware in the first contact (A) or
redirect the victim to an adversary
controlled resource (B) where (C)
additional steps in the campaign occur.

Sign In Your Email to View Your Tracking

Sign Tn With Yaur Corrazt Email and Passwerd To Review Pockage Information

(=) http//bit.ly/20xwIQQ

] -

http://badguyownsthisserver.io

we | amazoncom

Amazon - Account reactivation form

URL shortners, compromised
webservers and registered domain
names that appear to be
legitimately associated with
impersonated entity.

find by Visa or Mmteriand Sacurscads

Phishing Websites
EOANDGIET
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Combating Ransomware

Big Five Tactics
1. Identify and backup Critical Systems & Data

2. Implement Network Segmentation

Cyber

(IH%HHHi|)
h— Security

3. Patch your systems Framework
4. Harden your systems
: R d
5. Practice your recovery processes / \@

Source: NIST Cyber Security Framework A NDGIET
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The Seven Knows — |dentify

. Know the value of your data and systems
. Know who and what has access to your data and systems
. Know where your data and systems are

~ W N -

. Know what threats and vulnerabilities are putting your data and systems
at risk

ol

. Know who is protecting your data and systems
6. Know how well your data and systems are protected
7. Know how well your recovery practices work

cHDANDGIET
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Protect

To prevent malware running:

Application Whitelisting 7074 Patch Applications P4
A whitelist only allows selected software A patch fixes security vulnerabilities in software
applications to run on computers. applications.

Why? All other software applications are stopped, | Why? Adversaries will use known security

including malware. vulnerabilities to target computers.

Disable untrusted Microsoft Office macros User application hardening
Microsoft Office applications can use software Block web browser access to Adobe Flash player
known as “macros” to automate routine tasks. (uninstall if possible), web advertisements and

untrusted Java code on the internet.

Why? Macros are increasingly being used to
enable the download of malware. Adversaries can | why? Flash, Java and web ads have long been
then access sensitive information, so macros popular ways to deliver malware to infect
should be secured or disabled. computers.

tHOANDGIET
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Protect

To limit the extent of incidents and recover data:

Restrict administrative privileges T°F 4

Only use administrator privileges for managing
systems, installing legitimate software and
applying software patches. These should be
restricted to only those that need them.

Why? Admin accounts are the ‘keys to the
kingdom’, adversaries use these accounts for full
access to information and systems.

Patching operating systems P4

A patch fixes security vulnerabilities in operating
systems.

Why? Adversaries will use known security
vulnerabilities to target computers.

Multi-factor authentication

This is when a user is only granted access after
successfully presenting multiple, separate pieces
of evidence. Typically:

Something you know, like a passphrase.
Something you have, like a physical token.
And/or something you are, like biometric data.

Why? Having multiple levels of authentication
makes it a lot harder for adversaries to access
your information.

Daily backup of important data

Regularly back up all data and store it securely
offline.

Why? That way your organisation can access
data again if it suffers a cyber security incident.

TOP 4 strategies to mitigate targeted cyber intrusions

Source: The Australian Signals Directorate (ASD) Essential Eight
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Detection

1. Detection coverage: If an active attacker were
operating inside your network, would your systems
see an operational activity and set off an alert?

2. Detection quantity: Can you investigate all the
relevant alerts? Is it clear which are relevant?

3. Detection quality: When an alert is investigated,
can you reach a conclusion?

ANDGIET
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Respond

Ransomware Do You Need The Do You Have Are The Backups
Infection Starts Data? Backups? Also Infected?

Can The
Ransomware Be
Broken?

Source: Ransomware Decision Tree — Control Risks %@ A N D G | ET
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Recovery

e Can you recover to a known good state and meet your organisations
Recovery Time Objective (RTO)?

* What does recovery for medical devices look like? Do you need
support from the application vendor? Does the equipment need
calibration and certification?

* What does recovery look like for cloud services?

* How often do you practice complete recovery/restore of devices and
data? Can you trust your backups and build processes when you need

them most?

FA
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Wrapping up

* Failing to plan, is planning to fail. Hope is
not a strategy

e Technology is just a ‘part’ not the ‘whole’
— don’t forget the people and process

e Know the seven knows




As our dependency on technology increases, so does our
vulnerability...

...our adversaries know this, and seek to exploit it.

...they are further aided by the ever reducing barrier
to entry.

They have the asymmetrical advantage!

tHDANDGIET
P
S

EEEEEEEEEEEEEEEEEEEEEEEEEEE




Thank you

© " gTHRIVE N THE FACE
o  :} | : \n r s
o e ADVERQITY
@zenofsecurity or @ond.g.ié’rsecuri’ry | M" | ‘f p A '

IN https://sg.linkedin.com/in/johnellis

hitps://www.andgietsecurity.com
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