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iAppsLX

• Based on JavaScript
• Performs REST API 

calls to change config
• Multi-platform support
• Designed for stats and 

health roll-up

Traditional iApps

• Based on TCL
• Runs TMSH commands 

to change config
• BIG-IP only
• No application-level 

statistics
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Problem:
Customers deploy low-performing SSL platforms (VE) but 
want to maximise their SSL performance and license
Performance example

Platform License TPS Actual TPS
Quad Core 2Ghz x86 VE 2000 700
VE Offload to 10200V 75000 5700



ServerClient

handshake



ServerClient

handshake

SSL SSL

The handshake, negotiation 
and certificate work is 

offloaded to 2nd BIG-IP (TPS) 

VE only has to handle 
bulk L4 encryption 

(Gbps)



• Setting up of the SSL connection is the most expensive part 
of the process

• Anything we can do to prevent re-doing this (in a failure 
scenario) is valuable

• Useful for long-lived SSL connections: 
• ATM machines
• Streaming video over HTTPS
• Online gaming



Flexibility Security
Leading platform for 
managing SSL with 

unmatched performance

Incredible flexibility for 
unique customer 

environments





Step-Up 
Authentication

Best in class 
VDI Support 

MDM 
Integration



Anonymous access to and re-validation of AD, LDAP, or RADIUS authentication per request within an 
access session, for accessing additional, sensitive web URIs, or to extend a session
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Public 
Cloud Apps

Private
Cloud Apps

Corporate device, internal user

Single-factor or multi-
factor  authentication

Corporate/personal device, 
remote/mobile user

AD, LDAP, RADIUS

XYZ Corporation

LOGIN

8 3 2 8 4 9

AD, LDAP, RADIUS

XYZ Corporation

LOGIN

8 3 2 8 4 9

AD, LDAP, RADIUS



Internet

Devices

Data Center

BIG-IP Platform



AAA Server

Virtual
Applications

Hypervisor

User #1

User #2

USB Drive

Client Drive #1

Client Drive #2

Horizon





MDM VALUE SESSION VARIABLE
Internal MDM ID session.mdm.device.
UDID session.mdm.device.udid
Mac Address session.mdm.device.mac
Serial Number session.mdm.device.serial
IMEI session.mdm.device.imei
ActiveSync ID session.mdm.device.activesyncid
is_enrolled session.mdm.device.enrolled
is_compliant session.mdm.device.compliant
last_compliance_check session.mdm.device.lastcompliancecheck
Username session.mdm.device.username



Secures ProtectsSimplifies
Enhances application and 

virtualized apps and 
desktop security

Expands data loss 
prevention and guards 

against web-based attacks

Improves performance and 
usability, while simplifying 

administration 





Advanced DoS
Protection

SSH Proxy Firewall NAT





Greater effectiveness with self-tuning DDoS thresholds

• Minimize the steps required 
to configure DDoS settings

• Automatically adjusts 
threshold values as  
patterns change

• Uses machine learning to 
ensure greater accuracy 

Select auto or manual



Solution

Requirement
Data Center

BIG-IP
AFMInternet

Contractor
SSH Request with 

SCP access

Contractor 
SSH request + SHELL 

access

Allowed 
SCP access

Drop shell 
access





Deep inspection of 
common protocols used on 

the internet

JavaScript based GUI 
enhancements, with many 

auto-tuning features
Industry leading, high 

performance DoS
protection

Protect Visibility Usability





Unified 
Interface

WebSocket
Support



Unified Learning and Policy Building



11.6

12.0



DISPLAYS THE LEARNING 
SCORE, THAT SHOWS HOW 
FAR THE SUGGESTION IS 

FROM BEING ADDED TO THE 
POLICY



ABILITY TO COMMENT ON 
LEARNING SUGGESTIONS



FILTER THE LEARNING 
SUGGESTIONS TO START 

ADDING THEM TO THE 
POLICY



11.6 12.0



HTTP
Request

Response
App

WebSocket

Messages

App



The industry’s 1st WAF to protect WebSocket
communications



JavaScript based GUI 
enhancements, with many 

auto-tuning features

Keeping up with industry 
developments as they 
become widespread

Leading-Edge Usability
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