








1. Client send DNS query to BigIP .If requested RR 
exists in cache then answer is given back 
immediately from the cache.

2. If requested RR does not exist in cache, them BigIP 
forwards query to pool member for resolution.

3. Pool member handles all iterative look-ups until 
authorative response is received.

4. BigIP “steals” a copy of the authortative response as 
the answer is returned to the pool member. This 
response is then added to cache.

5. Subsequent queries for the given RR will be handed 
back from the BigIP DNS cache until the TTL 
expires.



• Four caches in BIG-IP DNS
• Hardware 10K vs Software only limited 

by TTL and Ram allocated
• Hit ratio 80-90%
• Miss ratio, is the cache empty vs 

steady state
• Performance Marketing vs Real world
• Extends the current deployment
• User response time - Acceleration
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• 10-20% miss
• Resolver Consolidation
• Number of requests in flight
• ITC London test environmentInternet





MALICIOUS THREATS UNDESIRABLE 
CONTENT DUPING THE USER

BotNets
Inadvertently downloaded and 
used to mount distributed 
attacks.

Viruses
Once installed, causes malicious 
activity on end-user device, 
sometimes for ransom.

OS Vulnerabilities
Unprotected, unpatched devices 
are extremely vulnerable.

Phishing scams and 
Man in the Middle
Websites which impersonate real 
websites, often linked from email 
or a website.  

Scammers aim to capture 
credentials.

Site redirection
DNS traffic is captured and sent 
to a malicious DNS server 
serving bad DNS results.

Offensive
Content may violate HR or local 
rules.
Violation of decency standards.
Be age inappropriate.

Irrelevant
Distractive content incompatible with 
job function or policy.

Illegal content
File sharing or sites identified as 
hosting banned material.



RESPONSE POLICY ZONES

URL FILTERING 

IP INTELLIGENCE

Screens a DNS request against domains with a bad reputation.

Intercept a DNS request in iRules.  Categorize & make a decision.

Intercept a DNS response in iRules.  Categorize & make a decision.

INHIBITS THREATS BY FQDN

INHIBITS THREATS BY IP

INHIBITS THREATS BY FQDN
POLICY CONTROL BY FQDN



http://www.badsite.com

http://194.71.107.15

http://www.facebook.com

IP INTELLIGENCE URL FILTERINGNature of Threat

Virus, malware etc.
DNS lookup required.

Virus, malware etc
No DNS lookup issued

Social networking
Against corp policy.

RPZ

No DNS 
lookup to filter.

Cover 
malicious 
content only.

Limited to IP 
address reputation.

Limited to IP 
address reputation.

No URL or 
FQDN to 
examine.

http://www.badsite.com/
http://194.71.107.15/
http://www.facebook.com/


when RULE_INIT {
set static::blocked_categories {
/Common/Bot_Networks
/Common/Spyware
/Common/Malicious_Web_Sites

}
}
when DNS_REQUEST {

set lookup_category [getfield [CATEGORY::lookup "http://[DNS::question name]"] " " 1]
if { [lsearch -exact $static::blocked_categories $lookup_category] >= 1 } {

if { $static::request_debug } {
log local0. "BLOCKED: Category $lookup_category matching [DNS::question name] is filtered."

}
DNS::answer clear
if { [DNS::question type] equals "A" } {

DNS::answer insert "[DNS::question name]. 111 [DNS::question class] [DNS::question type] 
$static::192.168.57.253"

}
}
DNS::return

} else {
if { $static::request_debug } {

log local0. "Category $lookup_category matching [DNS::question name] is not filtered"
}

}
}

• Identify the request to one of
over 130 categories

• Social networking
• Inappropriate content
• Games

• Further customize via client identification

• Subnet
• Query signature

• Live feed, updated every 5 minutes

• Do specific actions on a category match for a 
query

• NXDOMAIN
• Redirect



when DNS_RESPONSE 
{  

# If Query type was A and response is an answer.  
if { ([DNS::question type] eq "A") and ([DNS::ptype] == "ANSWER") } 
{  

set rrs [DNS::answer]  
foreach rr $rrs
{  

if { [DNS::type $rr] eq "A" } 
{  

if {[llength [IP::reputation [DNS::rdata $rr]]] != 0} 
{  

# Bad IP Reputation for destination detected  
log local0. "$rr: \"[IP::reputation $ip]\", count: [llength [IP::reputation $rr]]" 

}  
}  

}  
}

} 

<RULE_INIT>: 8.5.1.16: "{Web Attacks} BotNets Scanners Proxy", count: 4
<RULE_INIT>: 1.1.17.0: "{Web Attacks} Scanners", count: 2
<RULE_INIT>: 1.161.40.194: "{Windows Exploits} Scanners", count: 2
<RULE_INIT>: 2.32.20.157: "Proxy", count: 1
<RULE_INIT>: 2.50.32.55: "{Spam Sources} Proxy", count: 2
<RULE_INIT>: 2.56.0.0: "{Spam Sources} {Web Attacks}", count: 2
<RULE_INIT>: 254.46.202.147: "Phishing", count: 1

• The IP Intelligence License allows DNS responses to be queried for reputation.

• iRules only
• Customize the action
• Log, drop, redirect etc

• Support for 8 categories

• Windows Exploits
• Web Attacks
• Botnets
• Scanners
• Denial of Service
• Infected Sources
• Phishing
• Proxy

• Based on the resolved IP address
• For queries, look to RPZ or URL filtering



Create a new zone to host the RPZ Zone.
Set it up to allow NOTIFY commands from the RPZ 
Source.
Specify that this is a Response Policy.

Define what action is requested when there is an RPZ Match.
NXDOMAIN or Walled Garden.
Walled Garden requires a local zone record to be created.



Create a new cache and enable the Answer Default Zones. Create a new DNS profile and reference the RPZ enabled 
cache.
Don’t forget to ensure DNS Express is enabled.  It is used to 
host the DNS RPZ Zone.



QUERY:
WWW.DOMAIN.COM

DNS iRules
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EGRESS DNS 
PATH

INGRESS DNS
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• Response Policy Zones (RPZ) filters out and provides NXDOMAIN / Redirect for know bad doma
• URL Filtering further provides granular policy controls using categories.
• IP Intelligence blocks based on the resolved IP.  

• It can also be used in the data path for other protocols.

RPZ Feed IPI Feed URL Feed

iRule
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• Maintains responses and 
performance for users

Reduces unwanted content and 
brand association to sites

• Increases security for vulnerable 
users and open up revenue 
opportunities

Select Your 
Service

PCRF

Gx

Gi Firewall / DNS Firewall / PEM



• Front end and Secure DNS 
services

• PEM + AFM

• DNS response + Security + 
Parental control

• PEM + AFM + DNS

• Front end existing DNS services
• PEM

Select Your 
Service

PCRF

Gx

Gi Firewall / DNS Firewall / PEM



• Prevent malware and sites hosting 
malicious content from ever 
communicating with a client

• Inhibit the threat at the earliest 
opportunity ‒ Internet activity starts 
with a DNS request

Domain 
Reputation

• Mitigate DNS threats by blocking 
access to malicious IPs

• Reduce malware and virus infections

Select Your 
Service

Response Policy Zone (RPZ) Feed IP Intelligence / URL categories Feed

IP Reputation
URL Categorisation

PCRF

Gx

Gi Firewall / DNS Firewall / PEM





• Increases capacity via scalability
• Maintains all current investment
• Reduces risk of a the traditional firewall limitations

Traditiona
l Firewall

DNS Server
DNS ICSA Certified 

Services

DNS Server



• Increases availability when under attack, and scalability
• Maintains all Security Certifications
• Reduces Vendor and hardware requirements for Capex and Opex

Certified 
Firewall

DNS Server
DNS ICSA Certified Service



• Increases user experience and scalability 
• Maintains all existing hardware and extends the investment on existing hardware
• Reduces migration risk

DNS Caching 
Resolver Server Transparent 

DNS Cache

DNS Resolver 
Server

80-90% offloadHigh Utilisation

Low Utilisation



• Increases security, scale and certification
• Maintains features of existing deployments
• Reduces OPEX by removing vulnerability due to the Bind CVE’s

DNS Bind 
Server DNS ICSA Certified Service



• Increases security from bad sites
• Maintains throughput and users experience while filtering
• Reduces footprint to the internet as part of attacks being logged

DNS Caching 
Server Transparent 

DNS Cache

Government and 
hostname lists

Dynamic RPZ 
updates

IP based 
reputation



• Increases availability when under DDOS attack
• Maintains all Security Certifications
• Reduces single Point of failure and scrubs the common DNS attacks

Traditiona
l Certified 
Firewall

Existing DNS 
Server ICSA Certified

Application Firewall 

Existing DNS 
Server



• Increases Performance for the Resolver (for valid requests)
• Maintains all existing deployment Architecture
• Reduces attacks internal and from external sources to increase up time, 

DNS Cache 
Server

DNS Resolver DNS Cache 
Server DNS  Resolver

High Performance

Visibility and 
Control

NX Domain Duplicate Requests
Random Sub Domains

Connection Table 
out only







Next Steps:  Ensure Life blood to DNS Services

• If I can be of further assistance please 
contact me:

• n.ashworth@f5.com  |  +44 77 88 436 325

Scale DNS 
services

Secure DNS 
services

Always on 
Availability .
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