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Exponential Growth
Of Data and Signaling 

Traffic

Increasing Security 
Evolving and Increasing 

Threats and Attacks

Devices & Connections
Smartphones, 

Applications, Internet of 
Things

• Scale and performance
• IPv4 IPv6 transitions
• DDoS mitigation

• Scale and performance
• Control plane and data plane
• Signaling overload protection

• Scale and performance 
• L4-L7 security
• Programmability and flexibility





Service Provider 
Challenges

• Network Signaling Spikes

• Diameter Signaling Storms

• Surge in DNS Queries

• IPv6 Addressing 
Requirements

• New DDoS Attack Vectors

• DNS Security Vulnerabilities

• Squeeze in Profit Margins

• New Service Delivery 
Models

Signaling
Gateways

Data Centers

Switches,
Routers

50B Connected Devices 
Worldwide by 2020

Surge in 
SP Network
Access

Spikes in 
Application Usage

Increasing 
Connection Rates
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Media, VoIP
Gateways

Service Provider Core 
Networks

L4-L7 
Services

Solutions 
Can Help

• SCALING networks
• End-to-End SECURITY
• PROFITABLE new 

services
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Mobile

(e)NodeB

SGW/
SGSN

MME

Fixed Fixed Core

Mobile Core

BRAS

DNS / 
GSLB

GGSN
/PGW Internet

DNS64
NAT64

Web 
Caching
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Authoritative
Local Zones

Subscriber Management

HSS/HLR DHCP Activation PKI AAA

Billing/Self Service

Customer Portal

IP Multimedia Subsystem (IMS)

P-CSCF (T)AS

Infrastructure

Authoritative

Simplified and Consolidated DNS

DNS
Auth. Local 

Zones

LDNS

ENUM I/C-CSCF I-SBC

WAP 
Gateways

Core Infrastructure

DNS 
Caching/Resolvers 
Transparent Cache

DNS and DNS security extensively addressed in other session, here focus on Infrastructure



• Many SPs don’t monitor the PGW/GGSN from DNS 
• SGSN/MME selects an APN by DNS lookup (apn.provider.com)
• DNS responds with the available PGW/GGSN
• Manually remove PGW from record list given to mobile unit

Mobile

MME

Internet

PGW/GGSN

SGW/SGSN

eNodeB

HSS

GTP

BIG-IP GTM 
w/DNS

GTP

DNS Query: 
apn.provider.com DNS Reply:

DNS Reply:

PGW Availability GTP Echo Test 

Solution: Automatically Monitor, Remove and Reload  

Mobile Core

Problem: Manually Remove Packet Gateways

• Higher availability of services
• Closer mapping of network capacity to required load
• Reduced overhead through overprovisioning 
• Allows for capacity to be added or removed automatically 
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UE1 is located in a visited network, and determines the P-CSCF via the CSCF discovery procedure
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Protocol Transport LTE Interfaces Notes
GTPv2-C (Control) 2123/UDP S11: MME-SGW, S5: SGW-PGW Signaling to create/maintain/delete tunnels

GTP-U (User Data) 2152/UDP S1-U: eNodeB-SGW, S5: SGW-PGW Tunneling for customer data packets

GTP’ (Prime) 3386/(TCP||UDP) Ga: CDF-CGF (Optional) Transport CDRs from Charging Data Function (CDF) to Charging Gateway Function (CGF)

Rf GaRf
Other 
(eg S1AP)



Provider XYZ

Internet

Service
Provider
Public

Network

Provider XYZ
Controlled

Mobile

Service
Provider

Backbone

PGW SGW

Legitimate
System

Hostile
Attacker

SGi
Firewall

Security
Boundary

GTP Tunnel

Roaming Partner Provider XYZ

Internet

Service
Provider
Public

Network

Roaming
Partner

Controlled
Mobile

Service
Provider

Backbone

PGW SGW

Legitimate
System

Hostile
Attacker

?
Unknown
Security
Policy

Security
Boundary

Security
Boundary

GTP Tunnel

With Roaming, the Provider loses control of  
security and sees just tunneled data.  
Traffic to/from roaming devices can impact 
network performance.



• APN Limiting for Create Session Requests
• Throttling per user or per roaming partner

• IP Blacklisting of Tunneled Packets
• Port Blocking of Tunneled Packets

• If APN does not provide enough info look into GTP traffic for MSISDN and select the right PGW for per MVNO traffic steering



PGW - MVNO1

3GPP 
Radio 

Access

Internet

GTP Traffic 
Steering

SGi

SGW

PGW - MVNO2

Own PGW

InternetSGi

InternetSGi

DNS

• Problem Statement
• Same APN id used for home network and 

MVNOs
• But want to use dedicated PGW per MVNO
• Result: DNS-based APN resolution procedure 

to find the proper PGW will not work

• Solution
• APN-based DNS resolution points to F5 BIG-IP
• F5 BIG-IP is provisioned with a table mapping 

MS-ISDN ranges to the corresponding MVNO 
PGW

• F5 BIG-IP steers incoming GTP-C messages to 
the right PGW based on MS-ISDN ranges (by 
inspecting GTP-C IE attributes)

BIG-IP





Especially also for Roaming a GTP 
Firewall is needed
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This includes various protocols: 
- Diameter (TCP/SCTP incl support TLS/DTLS)

- SIP (UDP/TCP incl DTLS/TLS)
- HTTP/XCAP (TCP incl TLS)
- ENUM/DNS (UDP incl DTLS)
- GTP, see note SGi FW
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Attackers can…

Problems on both device & network

SIP ALG

iRules…

Sources: http://web.cs.ucla.edu/~ghtu/ccs15.pdf

http://www.kb.cert.org/vuls/id/943167

http://web.cs.ucla.edu/%7Eghtu/ccs15.pdf
http://www.kb.cert.org/vuls/id/943167


• Permit SIP from UE to P-CSCF
• Dynamically permit RTP/RTCP with SIP ALG
• Permit other apps that use IMS APN
• Deny anything else

SGi LAN

InternetPGW PEeNodeB SecuritySGW

Internet APN

IMS APN

Internet APN

IMS APN

User Equipment
P-CSCF

Attackers

Deny IMS APN 
prefixes at ISP Edge

Signaling (SIP)

Media (RTP/RTPC

Data (Internet)

Legend



SGi LAN

InternetPGW PEeNodeB SecuritySGW

Internet APN

IMS APN

Internet APN

IMS APN

User Equipment
P-CSCF

Attackers
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Legend

*Potential spoofed 
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MMTel AS

Radius 
Server

Signaling (SIP)*

Same for XCAP





ePDG

Non-3GPP access EPC
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- IPsec LB
- Check IP source address 

to authorize access or not
- DNS based LB to ePDG
- IP reputation (avoid proxy, B/W addresses, etc.)
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IMS
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• Load Balancing ePDG
• Geo-redundancy : GTM (DNS)
• Local LB : LTM

• Securing ePDG
• Geo-location DB + whitelist

• Generate extra revenues

• Only allow IPsec
• IP intelligence (bots, proxies)
• DDOS mitigation

• Load Balancing 3GPP AAA
• Diameter/SCTP

• Securing Diameter SWm
• Check on ‘bad behavior’

S6b



• Use GTP monitor to check loading of ePDG
• Also DNS based LB to PGW
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• Diameter security, increasing need for Firewalls
IPsec, (D)TLS, topology hiding, ACLs, DDoS prevention, etc.
Roaming and interconnect, MVNOs, OTTs

• SIP security, like for VoLTE Interconnect
• SS7 Security*, first FWs being implemented
• DNS security
• GTP, need for GTP firewall
• HTTP, Rest API for OTT access
• Secured VoWifi access

* With partner
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