


“Cybercrime is a 
persistent threat in 
today’s world and, 

despite best efforts, no 
business is immune.”

Network Solutions 
DNS is now the second most 
targeted protocol after HTTP.
DNS DoS techniques range from:
• Flooding requests to a given host
• Reflection attacks against DNS 

infrastructure
• Reflect / Amplification attacks
• DNS Cache Poisoning attempts
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Of the customers that mitigate DDoS
attacks, many choose a technique 
that inhibits the ability of DNS to do 
its job
• DNS is based on UDP
• DNS DDoS often uses spoofed sources
• Using an ACL block legitimate clients
• DNS attacks use massive volumes of 

source addresses, breaking many 
firewalls.
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Many attackers or botnets flood an 
authoritative name server, 
attempting to exceed its capacity.  
Dropped responses = reduced or no 
site availability.

Capacity, over 2M RPS blade and to over 30M 
RPS per chassis. Identify unusually high traffic 
patterns to specific clients via DNS DoS
Profiles.

[Target Site]



Malformed DNS packets can be used to consume processing power on 
the BIG-IP system, ultimately causing slowdowns like a DNS flood. 
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The BIG-IP system drops malformed DNS packets, 
and allows you to configure how you track such 
attacks.

Pr
ot

oc
ol

 
Va

lid
at

io
n 

+ 
AC

L

BIG-IP DNS Hud Filter



By spoofing a UDP source address, attackers 
can target a common source.  By requesting 
for large record types (ANY, DNSSEC, etc), a 
36 byte request can result in a response over 
100 times larger.

BIG-IP supports DNS type ACLs.  Only allow 
DNS types you need to support.  Drop all 
unsolicited responses (default behavior). 
Identify unusually high traffic patterns to 
specific clients via DNS DoS Profiles.

[Target Site]



[Spamhaus]

Attackers Web bots Open Resolvers

1. The attackers send small DNS requests to about 1,000 
computers under their control.
2. Each computer, pretending to be target site, sends 
requests for information to open resolvers.
3. The resolvers respond with a much larger message 
than the initial request, amplifying the size of the attack.

Target Site  can not handle the amount of traffic and 
ceases to respond to legitimate traffic. The internet is 
interrupted for millions  of people in Europe/



Attackers Web bots Open Resolvers

<randomstring>.www.example.com
<anotherstring>.www.example.com

Does not exist |             Exists

Increased outbound NXDOMAIN
and SERVFAIL responses

[Target Site]





 Few organizations block DNS traffic
 Very effective for bypassing security measures
 Can transport any data by encoding it into DNS messages
 Wide support and availability of the global DNS infrastructure
 Can be used for nearly any two-way communication
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DNS Tunnel Target Host

myhost.com
DNS Tunnel 

Aware Server

Runs a 
DNS 

Tunneling 
Client

SP 
Datacenter

DNS REQUEST

Internet

DNS RESPONSE
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iRule + iApp

• Client blacklisted?
• Above XXX RPS?
• Duplicate request?
• Name longer than XX? 
• Response NXDOMAIN?
• Response larger than XXX?

VIPRION 2400 Chassis

<randomstring>.www.example.com
<anotherstring>.www.example.com

Does not exist |             Exists









• Thwart an attack by spreading the load to multiple data centers.

• Attackers will target the attack using a single IP address representing the victim, your datacenter.

• IP Anycast advertises a common IP address into the internet routing tables which route to different 
DCs.

Data Center

Data Center

Data Center



• Geographically dispersed servers
• Simple network-based failover during network/server outage

Makes DNS more 
reliable

• Provides simple preference for “close” servers
• Spreads global load across servers
• Resilience against DDoS attacks

Improves DNS 
performance

• Smaller number of IP’s can be used and listed in the root server
Eases 

management



DNS Request with Spoofed Source Amplified Response

Attackers Web bots Open Resolvers

[Spamhaus]

Mitigation
Spamhaus hires a cloud DNS provider which uses Anycast DNS to spread the load and greatly 
increase capacity.  







DNS Cache Poisoning

Recursive 
Name server

204.16.124.1

[Text]

Data Center
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site.example.com +dnssec?
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• Increases availability when under attack, and scalability
• Maintains all Security Certifications
• Reduces Vendor and hardware requirements for Capex and Opex

Certified 
Firewall

DNS Server
DNS ICSA Certified Service



Apps

DNS 
Servers

LDNS Internet

Devices DMZ Data Center

*Requires provisioning only BIG-IP® Advanced Firewall Manager™ to access functionality.

• DNS DDoS mitigation with DNS 
Express

• Protocol inspection and validation
• DNS record type ACL*
• Block access to Malicious IPs 

(DNS Firewall)
• High performance DNS cache
• Stateful – Never accepts unsolicited 

responses

• ICSA Certified - deployment in the DMZ
• Scale across devices – IP Anycast
• Secure responses – DNSSEC

• DNSSEC responses rate limited
• Complete DNS control – iRules
• DDoS threshold alerting*
• DNS logging and reporting
• Hardened F5 DNS code – NOT BIND

F5 DNS Firewall Services













Next Steps:  Ensure Life blood to Business Applications

• If I can be of further assistance please 
contact me:

• n.ashworth@f5.com  |  +44 77 88 436 325

Scale DNS 
services

Secure DNS 
services

Always on 
Availability .
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