


















Office client 
application Windows Mac OS X Windows Phone iOS Android

Office clients Available now for Office 
2013 and Office 2016.

Office 2016 Mac Preview 
supports ADAL including 
Word, Excel, PowerPoint 
and OneNote. OneNote 
was released with ADAL 
in 2014.

Coming soon. Word, Excel and PowerPoint 
are available now.

For Android phones: 
Word, Excel and 
PowerPoint are 
available now. For 
Android tablets:
Word, Excel and 
PowerPoint are 
coming soon.

Skype for 
Business 
(formerly Lync)

Included in Office client. Coming soon Coming soon. Available now*. Available now*.

Outlook Included in Office client. Available Now Coming soon. Available now. Available now.

OneDrive for 
Business Included in Office client. Availabe now Available now for 

Windows Phone 8.1.
OneDrive for Business is 
available now.

OneDrive for Business 
is available now.

Legacy clients

There are no plans for 
Office 2010 or Office 
2007 to support ADAL-
based authentication.

There are no plans for 
Office for Mac 2011 to 
support ADAL-based 
authentication.

There are no plans for 
Office on Windows 
Phone 7 to support 
ADAL-based 
authentication.

There are no plans to enable 
older Outlook iOS clients.

There are no plans to 
enable older Outlook 
Android clients.





Open a file Request doc (no token)

401: need token from login.microsoft

GET [on-prem authURL] / 200: (show login page)

(enter username)

(verify 
username/password)

Request doc (access token)

200: return doc

200: (return access/refresh token)

send 

(enter Username/password)

302  with SAML Assertion for login.microsoftonline.com)

POST SAML Assertion to login.microsoftonline.com

GET  login.microsoftonline.com/[authUrl] / 200: (show login page)

(cache refresh token)



• Issued based on valid credentials
• Valid for 1 hour
• Action required when access token expired

 When an Access Token expires, Office 365 client attempts to trade in 
Refresh Token for a new access token

 Admins cannot control lifetime of tokens!
 Refresh/access token are invalidated only if user changes their password or if user is using 

Microsoft Intune MDM for conditional-based access









• OAuth is a manager of tokens

• OAuth is an open standard

• OAuth is primarily intended to 
authorize access to Web Services 
APIs 

• OAuth is NOT an authentication 
standard

• OAuth does NOT inherently protect 
itself

• OAuth is NOT always compatible

What OAuth ISN’TWhat OAuth IS



• Public Web Services

… and over 150 other public services.



Client Application Resource Server

Authorization Server

(1) Accesses 
Services

(4) Accesses User Data

(2) User authenticates, 
grants access 

(3) Issues Access 
Token

Delegates Auth
and Authz

1. User accesses client 
application.

2. Application redirects the user 
to the AS for authentication. 
Upon authentication, the 
user is redirected back to the 
client application with an 
authorization grant.

3. Client retrieves access token 
from the AS by providing 
client id/secret and the 
authorization grant.

4. Client application accesses 
the user data on the resource 
server by providing the 
access token.



Here are a few examples of OAuth Authorization requests in some common services: 



Client

Authorization
Lifetime

Scope

Resource
Owner

Authorization
Decision
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F5 and EMM

GOOD BETTER BEST

Mobile Users

BIG-IP Platform

App Wrapping
+ App Management

+ Reporting

Endpoint Inspection
+ App Tunnel Termination

+ Authentication
+ Access Policy Management

+ Identity Federation
Data Center

BIG-IP Advanced Firewall Manager 

BIG-IP Local Traffic Manager 

BIG-IP Access Policy Manager

BIG-IP Application Security Manager

Simplified Business Models

App Tunnel +  App Policy

Managed Apps

Unmanaged Apps

No data
transfer

Data
transfer

LTM APM

Salesforce.com

EMM 

Remote Access
Mobile

Application

Email

Authentication
Store

Application Access 
Management





Per-App VPN
• Started automatically
• Triggered on App starting
• Only apps allowed can use it
• EMM needed









https://federate.f5.com HTTPS REQUEST

HTTPS RESPONSE
Web AppBIG-IP 

Malware 
Infected Laptop

How Malware Steals Bank Credentials



https://federate.f5.com

ericnelson

********

ericnelson
********

pa55w0rd
ericnelson

TO A DEN OF THIEVES

Malware 
Infected Laptop

How Malware Steals Bank Credentials



https://federate.f5.com HTTPS REQUEST

HTTPS RESPONSE
Web AppBIG-IP FPS

FPS Module protects 
web page as it’s 
delivered to user

Malware 
Infected Laptop

FPS protected APM logon page



https://federeate.f5.com

ericnelson

********

ericnelson
********

a<iycQF”e[f|yU!18#fc$yia
ericnelson

STILL TO A DEN OF THIEVES

But the data they get is 
useless!

Malware 
Infected Laptop

FPS protected APM logon page
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