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Trojans are able to stop the automatic 
signature update or trigger just once
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Ensure defense against these threats



 

The attacker uses 
multiple points of attack 

to infect a device

The result is an 
infected device

The malware monitors the user’s 
activity and can e.g. change locally 

the web content, can make 
automatic transactions and sends 
configured data to the drop zone 

The malware process 
involves three components
Component #1: 
point of infection
Component #2: 

drop zone

Quite often the drop zone is 
a legitimate web server 
that’s been high jacked

Component #3: 
command and control 

server (C&C)

Using this portal, the hacker can:
 Access the drop zone
 Search and filter data that was sent 

to the drop zone
 Download data from the drop zone

The hacker can access the 
infected device to upload new 
configurations of the malware Login pageThe hacker can search by user and 

view every site that user accessed and 
the credentials they used in cleartext
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 Protects users and applications which 
are accessed from unmanaged devices

 Client less
 Seamless user experience

 Protects applications
 Protects enterprise users
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The attacker access 
the real web page

The attacker saves a 
copy of the web pages 
to their own web server

The attacker sends a phishing 
request to many victims

The victim visits what they 
think is a legitimate site but 
is actually the phishing site

The victim provides 
confidential data directly 

to the hacker



Internet
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2. Save copy 
to computer

3. Upload copy 
to spoofed site

4. Test 
spoofed site

1. Copy 
website 

Alerts at each stage of 
phishing site development
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The victim is infected 
with malware

The victim makes a secure 
connection to a web site

This triggers to 
malware to run

The victim enters data 
into the web form

This content can be 
stolen by the malware

The victim submits 
the web form

The information is encrypted 
and sent to the web server

The information is also sent 
to the drop zone in clear text

Password 
revealer icon

Web Site



The user is already 
infected with malware

The malware runs and the 
user enters their credentials

Data center

LTMLTM + FPS

Web application
The obfuscated JavaScript 

code is added
The public key is included 

in the response

The user requests a 
logon page

FPS uses the private key to 
decrypt the password field

The malware sends the 
content to the drop zone

The hacker is unable to 
decrypt and therefore 

unable to use the content
FPS takes a public and 

private key pair



LTMLTM + FPS

Data center
Web applicationThe obfuscated JavaScript 

code is added

F5 SOC
Alerts in the cloud

Alert server

This causes FPS to 
send an immediate alert

Malware attempts to steal the 
password, which it reads as 

“A1aaaAaaaa1aa!!!”

The user logs in with the 
password “T0ughPassw0rd(*)”

The hacker attempts to log into 
the web site using the password 

“A1aaaAaaaa1aa!!!”
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Encryption as you type
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MY BANK.COM

• Gather client details related to 
the transaction 

• Run a series of checks to 
identify suspicious activity

• Assign risk score to transaction
• Send alert based on score

My Bank.com
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Fraud analysis that extends 
a customer’s security team

Real-time alerts activated 
by phone, SMS, and email

SOC services complimentary
for fraud protection customers

Optional website take-down
for phishing sites Filtering alerts by 

severity and ignoring 
false positives

Detailed incident 
reports

Continuous web fraud 
deployment validation

Researching and 
investigating new global 

fraud technologies

SOCs in the US and EMEA



A cloud service analyzing thousands of malware samples every day



Signatures for detecting new threats get deployed quickly



If I can be of further assistance please contact me:
a.vistola@f5.com

Targeted malware, MITB,  
zero-days, MITM, 

phishing, automated 
transactions…

Clientless solution, enabling 
100% coverage 

Protect Online User
Desktop, tablets & mobile 

devices

On All Devices
No software or user 

involvement required

Full Transparency
Alerts and customizable 

rules

Prevent Fraud In Real Time
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