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API Server



• iControl – The original control plane automation tool from 
F5
• Programmatic access to anything that you can do via 

the CLI or GUI
• Remote API access
• SOAP/XML based

• iControl REST – A new approach to remote BIG-IP 
scripting
• REST based architecture uses simple, small command 

structures.
• Tied directly to tmsh commands

• Commands you know, very low bar to entry
• Less barrier to developers promoting functionality via 

API
• Symmetry between GUI/CLI & API dev/maintenance

• Rapid development and rollout 



ltm pool http-pool members modify 10.133.20.60:any session user-enabled

PUT -d '{"session": "user-
enabled"}' mgmt/tm/ltm/pool/http-pool/members/10.133.20.60:any



GET – retrieve details or a list of something

POST – create something on the server side

PUT / PATCH – update something on the server side

DELETE – delete something on the server side



XML JSON
<person>
<first name>Johnny</firstname>
<last name>Userguy</lastname>
</person>

{ "person": 
{

"firstname": “Johnny",
"lastname": “Userguy"

}  
}

JSON (JavaScript Object Notation) is simply a way of passing data to a 
web page in a serialized way that is very easy to reconstitute into a 
javascript object.

{
"name":"bigip-1-1",
"protocol":"HTTP",
"port": "80"

}

JSON classes are built into every major javascript engine, so every 
browser has JSON encode/decode support.  





• Authentication and RBACs
• URI Format and REST entry point
• HTTP Methods
• JSON formatted content (request/response)

curl -sku Manager:Manager -X POST -H "Content-Type: application/json" -d 
'{"username":"Manager", "password":"Manager", "loginProviderName":"tmos"}' 
https://myBIGIP/mgmt/shared/authn/login | python -m json.tool





AUTHENT
• Authentication and RBACs:

• Our REST API implementation does not require to be ADMIN to use it
• For Example, If you have a « Manager » Role, linked to a single partition, the 

user is given ONLY partition access/visibility
• It requires multiple steps:

1. Generate the authentication token through BIG-IP REST POST request
• https://myBIGIP/mgmt/shared/authn/login, using your user credentials in the body and request

basic auth (can be 3rd Party authent also)
2. Retrieve the auth token generated in the response
3. Use this token to retrieve information or set new configs

https://myBIGIP/mgmt/shared/authn/login


AUTHENT
• Send authenticated request to get token:

Manager:Manager
tmos

• From the response, with the token for REST calls:

MZPCXQXKC6FPR26OTA2PVQHLMI

• Send the GET request with the Token
X-F5-Auth-Token: MZPCXQXKC6FPR26OTA2PVQHLMI



TRANSACTION



TRANSACTION

{
"asyncExecution": false,
"executionTime": 0,
"executionTimeout": 300,
"failureReason": "",
"kind": "tm:transactionstate",
"selfLink": 

"https://localhost/mgmt/tm/transaction/1462779169531739?ver=12.0.0"
,

"state": "STARTED",
"timeoutSeconds": 120,
"transId": 1462779169531739,
"validateOnly": false

}



TRANSACTION

1
462779377155939

{
"asyncExecution": false,
"executionTime": 0,
"executionTimeout": 300,
"failureReason": "",
"kind": "tm:transactionstate",
"selfLink": 

"https://localhost/mgmt/tm/transaction/1462779377155939?ver=12.0.0"
,

"state": "STARTED",
"timeoutSeconds": 120,
"transId": 1462779377155939,
"validateOnly": false

}



TRANSACTION

1462779876798971

/mgmt/tm/ltm/poo

{
"body": {

"members": [
{

"description": "test pool",
"name": "5.6.7.8:80"

}
],
"name": "pool_test"

},
"commandId": 1,
"evalOrder": 1,
"kind": "tm:transaction:commandsstate",
"method": "POST",
"selfLink": 

"https://localhost/mgmt/tm/transaction/1462779876798971/commands/
1?ver=12.0.0",

"uri": "https://localhost/mgmt/tm/ltm/pool"
}



TRANSACTION

146
2779876798971 commands

{
"items": [

{
"body": {

"members": [
{

"description": "test pool",
"name": "5.6.7.8:80"

}
],
"name": "pool_test"

},
"commandId": 1,
"evalOrder": 1,
"kind": "tm:transaction:commandsstate",
"method": "POST",
"selfLink": 

"https://localhost/mgmt/tm/transaction/1462779876798971/command
s/1?ver=12.0.0",

"uri": "https://localhost/mgmt/tm/ltm/pool"
} ],

"kind": "tm:transaction:commandscollectionstate",
"selfLink": 



TRANSACTION

PATCH

"state":"VALIDATING"
146

2779876798971

{
"asyncExecution": false,
"executionTime": 0,
"executionTimeout": 300,
"failureReason": "",
"kind": "tm:transactionstate",
"selfLink": 

"https://localhost/mgmt/tm/transaction/1462781214151504?ver=12.0.
0",

"state": "COMPLETED",
"timeoutSeconds": 120,
"transId": 1462779876798971 ,
"validateOnly": false

}

{
"code": 409,
"errorStack": [],
"message": "transaction failed:01020066:3: The requested Pool 

(/Common/pool_test) already exists in partition Common."
}
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What we have seen ?

What is missing ?
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An Easy Button
Use F5-developed iApps to 

rapidly deploy popular 
applications with verified 

and supported 
configurations.

Standards Enforcement
iApps with strict updates, 

enforce standards, reducing 
training and operational risk.

App Orchestration
Standardize your unique 
application deployments 
using iApps, iControl and 

BIG-IQ.  

A Single View App
Manage all application 

components in one place.

An App Lifecycle Tool
Unlike other 

template/wizard strategies, 
iApps are fully re-entrant,  

can manage the full 
lifecycle of the application.



Implementation: TMSH/TCL

Presentation: APL

Help: HTML



SaaS with SAML iApp

What is an iApp?



Template
Presentation

(APL)

Implementation 
(TCL script)

iApp TCL 
FrameworkMCP

TMSH



How do iApps work?

Existing
Config

Desired
Config Result

No Action

Modify

Delete





mgmt/tm/sys/application/template

PIPO_HTTP

PIPO_HTTP



POST
TEST2

PIPO_HTTP tables
Pool_Member_IP Pool_Member_Port Pool_definition__Pool_Members
5.6.7.8 80 7.8.9.10 443 variables
Pool_definition__Pool_Name PoolName
Pool_definition__existing_pool No
Pool_definition__monitor_name Common/http
Virtual_definition__VS_IP 5.4.4.4
Virtual_definition__VS_Name VSName
Virtual_definition__VS_Port 8080 /mgmt/tm/sys/application/service



{
"deviceGroup": "none",
"fullPath": "/Common/TEST2.app/TEST2",
"generation": 317,
"inheritedDevicegroup": "true",
"inheritedTrafficGroup": "true",
"kind": "tm:sys:application:service:servicestate",
"name": "TEST2",
"partition": "Common",
"selfLink": "https://localhost/mgmt/tm/sys/application/service/~Common~TEST2.app~TEST2?ver=12.0.0",
"strictUpdates": "enabled",
"subPath": "TEST2.app",
"tables": [

{
"columnNames": [

"Pool_Member_IP",
"Pool_Member_Port"

],
"name": "Pool_definition__Pool_Members",

 





from f5.bigip import BigIP

# Connect to the BigIP
bigip = BigIP("192.168.0.94", "admin", "admin")

# Get a list of all pools on the BigIP and print their name and their
# members' name
pools = bigip.ltm.pools.get_collection()
for pool in pools:

print ("["+pool.name+"]")
for member in pool.members_s.get_collection():

print ("-> "+member.name)
print ("\r")

[HTTP_BAsic_pool]
-> 4.5.6.7:80

[Pool_TEST]
-> GoogleWeb1:80

[PoolName]
-> 5.6.7.8:80
-> 7.8.9.10:443

[PoolName]
-> 2.3.4.2:80
-> 5.6.7.8:80
-> 7.8.9.10:443

[PoolName]
-> 4.5.6.7:80

 5 6 7 8 90



https://media.readthedocs.or
g/pdf/f5-sdk/latest/f5-sdk.pdf

https://media.readthedocs.org/pdf/f5-sdk/latest/f5-sdk.pdf
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BIG-IQ Centralized 
Management 5.0

iWorkflow 2.0

iApp Catalogue
Rest Proxy
Enables programmatic management of many 
BIG-IPs

Single pane of glass BIG-IP management
Supports LTM, APM, AFM, ASM. Secure Web 
Gateway & Fraud Prevention

BIG-IQ
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LAYER 2-4
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F5 L4-7 Stateful Fabric
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