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Trojans are able to stop the automatic 
signature update or trigger just once
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The attacker uses 
multiple points of attack 

to infect a device

The result is an 
infected device

The malware monitors the user’s 
activity and can e.g. change locally 

the web content, can make 
automatic transactions and sends 
configured data to the drop zone 

The malware process 
involves three components
Component #1: 
point of infection
Component #2: 

drop zone

Quite often the drop zone is 
a legitimate web server 
that’s been high jacked

Component #3: 
command and control 

server (C&C)

Using this portal, the hacker can:
 Access the drop zone
 Search and filter data that was sent 

to the drop zone
 Download data from the drop zone

The hacker can access the 
infected device to upload new 
configurations of the malware Login pageThe hacker can search by user and 

view every site that user accessed and 
the credentials they used in cleartext



“Over the past couple of months, Gartner clients have
been telling us about the significant rise in automated
attacks, whereby hackers use bot armies to run through
user credentials at various consumer service websites”
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 Protects users and applications which 
are accessed from unmanaged devices

 Client less
 Seamless user experience

 Protects applications
 Protects enterprise users
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The users client is 
infected with malware

The malware runs and the 
user enters their credentials

Data center

LTMLTM + WebSafe

Web application

The user requests a 
logon page

The malware sends the 
content to the drop zone

The hacker is unable to 
decrypt and therefore 

unable to use the content
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Detection Modules Other Features





Fraud analysis that extends 
a customer’s security team

Real-time alerts activated 
by phone, SMS, and email

SOC services complimentary
for fraud protection customers

Optional website take-down
for phishing sites Filtering alerts by 

severity and ignoring 
false positives

Detailed incident 
reports

Continuous web fraud 
deployment validation

Researching and 
investigating new global 

fraud technologies

SOCs in the US and EMEA



A cloud service analyzing thousands of malware samples every day



Signatures for detecting new threats get deployed quickly



If I can be of further assistance please contact me:
a.vistola@f5.com

Targeted malware, MITB,  
zero-days, MITM, 

phishing, automated 
transactions…

Clientless solution, enabling 
100% coverage 

Protect Online User
Desktop, tablets & mobile 

devices

On All Devices
No software or user 

involvement required

Full Transparency
Alerts and customizable 

rules

Prevent Fraud In Real Time



Banking, Financial Services and 
Insurance Enterprises

Remember that Trojans are sophisticated enough to bypass
SSL and two-factor authentication checks
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