


Script 
kiddies

2008 2009 2010 2011 2012… 2013

The rise 
of hacktivism

Cyber 
war

April 2012
Anonymous knocks 
down the sites of the 
U.S. Dept. of Justice, 
the CIA, and the British 
Secret Intelligence 
Service.

December 2010
WikiLeaks supporters 
hit PayPal, Visa, 
Mastercard, and other 
financial sites with 
DDoS attacks.

January 2008
Anonymous executes a 
series of high-profile 
DDoS attacks against 
the Church of 
Scientology.

September 2012
l Izz ad Din al Qassam 
Cyber Fighters Launch 
Operation Ababil with 
DDoS attacks on 13 
U.S. banks to protest an 
anti-Muslim video.

April 2011
Attackers use a DDoS 
attack against Sony to 
mask the theft of 
millions of customer 
records.

1996

September 1996
First high profile DDoS 
attack. NY ISP 
Panix.com that was 
nearly put out of 
business.



Mar 04
Meetup Event 
Planning – NTP
Amplification 
attack carried out 
by extortionists

2014

May 2014
Hong Kong pro-
democracy 
websites– NTP 
Reflection Attacks, 
largest ever at 
500Gbps

Mar 2014
Meetup Event 
Planning – NTP 
Amplification attack 
carried out by 
extortionists

Dec 2014
The Playstation
GamingNetwork & 
Xbox Live–Lizard 
Squad takes down both 
networks over Xmas 
with NTP & DNS 
reflection attacks

2015

Sophisticated
Multi-layered attacks

DDoS Extortion AttemptsReflection
Attacks

Jan 2015
New reflection 
technique, 
Microsoft SQL 
Resolution Protocol 
spotted in the wild

Mar 2015
FBI issues Private 
Industry Notification 
of pending attacks 
as part of an anti-
Israeli hacktivist 
operation

Mar 2015
GitHub attacked again, 
attack lasts well over 24-
hours. Website taken down 
with highly sophisticated 
multi level attack despite 
having anti-DDoS 
technologies in place

April 2015
Hacker Group 
Vickingdom2015 takes 
down 7 governmental 
websites with large NTP 
reflection 
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DNS

Network







Cost of 
corrective action

Reputation 
management

The business 
impact of DDoS



“We do bad things, but we 
keep our word.”





2012 2014 2015 2015+

Defense.net founded 
by pioneers of the 
commercial DDoS
Mitigation industry 

Acquired by F5. 
DDoS first in series of 
F5 Silverline cloud-
based service offerings

Enhanced through 
BIG-IP technology 
and increased global 
footprint

Full integration 
between BIG-IP on-
premises and 
Silverline DDoS



Concentration Risk Solution Side EffectsScale per Customer:

False Positives Not Enough Visibility 
into Attacks

Slow Mitigation 
Startup



Scanner Anonymous 
Proxies

Anonymous 
Requests

Botnet Attackers

Threat Intelligence Feed 

Cloud Network Application

Legitimate
Users

DDoS 
Attackers

Cloud
Scrubbing 

Service

Volumetric attacks and 
floods, operations 

center experts, L3-7 
known signature attacks

ISPa/b

Multiple ISP 
strategy

Network attacks:
ICMP flood,
UDP flood,
SYN flood

DNS attacks:
DNS amplification,

query flood,
dictionary attack,
DNS poisoning

IPS

Network
and DNS

Application
HTTP attacks:

Slowloris,
slow POST,

recursive POST/GET

Next-Generation
Firewall Corporate Users

SSL attacks:
SSL renegotiation,

SSL flood
Financial
Services

E-Commerce

Subscriber

Strategic Point of Control



On-premises and cloud-based services for comprehensive DDoS Protection

• Mitigate mid-volume, SSL, or application 
targeted attacks on-premises

• Turn on cloud-based service to stop 
volumetric attacks from ever reaching 
your network

• Multi-layered L3-L7 DDoS attack 
protection against all attack vectors

• 24/7 attack support from security experts

F5 SILVERLINE DDOS PROTECTION When 
under 
attack

F5 ON-PREMISES DDOS PROTECTION



Inspection
Toolsets

Scrubbing Center

Inspection Plane

Traffic Actioner
Route Management

Flow 
Collection

Portal

Switching Routing/ACL Network
Mitigation

Routing
(Customer VRF)

GRE Tunnel

Proxy

IP Reflection

L2VPN Customer

Data Plane

Netflow Netflow

Copied traffic
for inspection

BGP signaling

Signaling

Visibility

Management

Proxy 
Mitigation

Switching mirrors 
traffic to Inspection 

Toolsets and Routing 
layer

Inspection Tools 
provide input on 
attacks for Traffic 
Actioner & SOC

Traffic Actioner 
injects routes and 

steers traffic

Network Mitigation 
removes advanced 

L4 attacks

Proxy Mitigation 
removes L7

Application attacks

Flow collection 
aggregates attack 

data from all sources

Egress Routing 
returns good traffic 
back to customer

Portal provides real-
time reporting and 

configuration

Ingress Router 
applies ACLs and 

filters traffic

Legitimate
Users

DDoS 
Attackers

Volumetric DDoS 
protection, Managed 

Application firewall service, 
zero-day threat mitigation 

with iRules

Silverline
WAF

DDoS

Cloud



Global Coverage

Fully redundant and globally 
distributed data centers world 
wide in each geographic region

– San Jose, CA US
– Ashburn, VA US
– Frankfurt, DE
– Singapore, SG

Industry-Leading Bandwidth

• Attack mitigation bandwidth 
capacity over 2.0 Tbps

• Scrubbing capacity of over 1.0 
Tbps

• Guaranteed bandwidth with 
Tier 1 carriers

24/7 Support

F5 Security Operations Center 
(SOC) is available 24/7 with 
security experts ready to respond 
to DDoS attacks within minutes

– Seattle, WA US
– Poland (European Soc)



Always availableAlways on
Primary protection 

available on-demand
The Always Available service runs on stand-
by and can be initiated when under a DDoS 

attack.  F5 Silverline will being mitigation 
as soon as your traffic is sent to us. 

Primary protection as the first line of 
defense

The Always On service stops bad traffic 
from ever reaching your network by 

continuously processing all traffic through 
the cloud-scrubbing service and returning 

only legitimate traffic through your website. 



Traffic Steering to SL        VS Capabilities

ASYMETRIC L3/L4 

TUNNEL CLEAN TRAFFIC

PROTECT ENTIRE NETBLOCK /24

FULL PROXY
L7
SSL TERMINATION
WAF

BGP (BORDER GATEWAY 
PROTOCOL)
ROUTED MODE

DNS 
PROXY MODE

SINGLE APPLICATION (IP)



Data Center

TCP Connection: SYN
SRC: 86.75.30.9:27182
DST: 1.2.3.4:80

86.75.30.9

F5 Silverline
DDoS Protection

TCP Connection:
SRC: 69.86.73.76:4243
DST: 1.2.3.4:80

69.86.73.76

ISP Router
Customer/IS

P Transit 
Network

F5 Router

Internet

GRE Tunnel

Customer 
Admin

BGP Configuration Change:
withdraw advertisement 
for 1.2.3.0/24

BGP Route Advertisement:
F5 route for 1.2.3.0/24 
becomes preferred

F5 Router Customer 
Router

1.2.3.4

1.2.3.5

1.2.3.6

1.2.3.7

TCP Connection: SYN-ACK
SRC: 1.2.3.4:80
DST: 86.75.30.9:27182

Clean traffic is returned 
via GRE Tunnel to 

customer’s data center



Data CenterDNS Query:  
www.abc.com

DNS Query:
www.abc.com DNS Query: www.abc.com

DNS Response: www.abc.com 5.6.7.8

DNS Response:
www.abc.com

5.6.7.8

Local DNS Public DNS
Servers

5.6.7.8 Proxy

1.2.3.4

DNS Response:
www.abc.com

5.6.7.8

TCP Connection:
SRC: 86.75.30.9:27182
DST: 5.6.7.8:80

86.75.30.9

TCP Connection:
SRC: 9.9.9.18:31415
DST: 1.2.3.4:80

NAT Pool
9.9.9.0/24

Customer 
Router

F5 Silverline
DDoS Protection

Customer 
Admin

TCP Connection:
SRC: 69.86.73.76:4242
DST: 1.2.3.4:80

ISP Router ACL
permit: 9.9.9.0/24 1.2.3.4/32
deny:   any 1.2.3.4/32

DNS Configuration Change
#www.abc.com 1.2.3.4
www.abc.com 5.6.7.8

Authoritative 
DNS

TCP Connection:
SRC: 69.86.73.76:4243
DST: 5.6.7.8:80

69.86.73.76

ISP Router

http://www.app.com/
http://www.app.com/
http://www.app.com/


Unprecedented Transparency 
Attack Data
• Instant inspection on the filters and 

countermeasures used for mitigation
• Detailed timeline analysis on type, size, 

origin, and attack vector

Configuration and Provisioning
• Configure/ review/ modify settings for 

both Proxy and GRE mode through the 
portal

Detailed Communication
• Real time attack communications
• Detailed events showing attack 

attributes and SOC mitigations applied







Maintain 
compliance 
(PCI DSS)

Defend against 
Layer 7 attacks

Secure data 
and web 

applications

Explosion of 
web applications



VIPRION Platform BIG-IP Platform BIG-IP Virtual Edition F5 Silverline

ASM

Recognized as the most scalable, comprehensive WAF on the market Deployed in 
more datacenters worldwide than any other WAF



Legitimate
User

L7 Protection:
Geolocation attacks, DDoS, 
SQL injection,  OWASP Top 

Ten attacks, zero-day threats, 
AJAX applications, JSON 

payloads

Public Cloud 
Hosted Web 

App

Private Cloud 
Hosted Web 

App

VA/DAST 
Scans

Policy can be built 
from 3rd Party 

DAST

Web Application 
Firewall Services

W
AF

Silverline

Physical Hosted 
Web App

Attackers F5 Silverline

WA
F



Reduce operating 
costs

Protect web apps, 
anywhere

Leverage proven 
security efficacy

Rapidly deploy WAF 
protections and drive 
operational and cost 

efficiencies by outsourcing 
WAF policy management to 

F5 security experts.

Protect web apps, no matter 
where they reside with 

consistent policies across 
hybrid environments in 
conjunction with BIG-IP 

deployments.

Protect against critical web 
attacks with an enterprise-

grade service built on BIG-IP 
ASM which is recommended 

by NSS Labs with 99.89% 
overall security 
effectiveness*.



• Protect applications in the cloud, co-lo, 
DC

• Provide flexible application fluency

• App/Dev policy development

• 24/7 attack support from security experts

F5 SILVERLINE MANAGED WAF

Policy
Import/Export

F5 ON-PREMISES WAF

• Protect core applications in DC

• Virtual patching

• L7 DDoS





Data Center

Threat
Intelligence

F5 Silverline 
Cloud-Based Platform 

Cloud Hosted Apps

Scanners Anonymous 
Proxies

Anonymous 
requests

Web Attacks

Internet

Threat IPs

Ensure IP Threat Protection and Improve Threat Visibility 
Optimize Threat Security and Reduce Malicious Communications

Reduce Threat Risks and Keep Apps Online 

Example Categories

Silverline Threat Intelligence – IP Reputation Service

















• Defend against DDoS attacks with cloud-scrubbing 
• Keep your business online when under attack
• Rapidly deploy DDoS protection in minutes 
• Ensure applications are available anywhere
• All Silverline managed services operated 24x7x365 by F5 SOC

• Protect web applications and data from layer 7 attacks
• Enable compliance, such as PCI DSS 
• Expert policy setup and fine-tuning 
• Built on BIG-IP® Application Security Manager™ (ASM)
• Designed and managed security policies, by security experts at F5 

SOC
• Ensure IP Threat Protection and Improve Threat Visibility 
• Optimize Threat Security and Reduce Malicious Communications
• Reduce Threat Risks and Keep Apps Online
• Incorporate IP context into DDoS Protection and App. Security 

services 
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