




How important is DNS to the business

Infrastructure / 
Security Manager

Systems 
Administrator

Business 
Analyst

• What attacks can we 
mitigate

• Are we deploying best 
practice  architectures 

for the lines of business
• Are we in compliance 

from vulnerabilities
• How do you measure 

the value of the service 
to the business lines

• Is Bind the way 
Forward

• How do we provide 
mitigation to our 

existing DNS services
• How do we implement 

a best practice DNS 
Firewall

• What types of attack 
can we mitigate against

• What is the Risk to the 
Business

• Probable and Likely       
= High Risk Factor

• How does this affect 
the corporate KPI’s

• What is the relationship 
of Brand to DNS 

services in the Media









• Increases capacity via scalability
• Maintains all current investment
• Reduces risk of a the traditional firewall limitations

Traditiona
l Firewall

DNS Server
DNS ICSA Certified 

Services

DNS Server





• Increases availability when under attack, and scalability
• Maintains all Security Certifications
• Reduces Vendor and hardware requirements for Capex and Opex

Certified 
Firewall

DNS Server
DNS ICSA Certified Service





• Increases user experience and scalability 
• Maintains all existing hardware and extends the investment on existing hardware
• Reduces migration risk

DNS Caching 
Resolver Server Transparent 

DNS Cache

DNS Resolver 
Server

80-90% offloadHigh Utilisation

Low Utilisation





• Increases security for vulnerable users and open up revenue opportunities
• Maintains responses and performance for users
• Reduces unwanted content and brand association to sites

DNS Server
DNS ICSA Certified Service

PCRF or 
user lists

Alerts, quarantines, 
blocks, logs





• Increases migration options and availability
• Maintains all Services whilst migrating
• Reduces migration risk to the business

Data Center
Service unknown

Data Center
Service unknown Data Center

Known 
Service

Data Center 
Known 
Service

Existing 
Users

Geolocatio
nUser

Migration
User





• Increases security, scale and certification
• Maintains features of existing deployments
• Reduces OPEX by removing vulnerability due to the Bind CVE’s

DNS Bind 
Server DNS ICSA Certified Service





• Increases security from bad sites
• Maintains throughput and users experience while filtering
• Reduces footprint to the internet as part of attacks being logged

DNS Caching 
Server Transparent 

DNS Cache

Government and 
hostname lists

Dynamic RPZ 
updates

IP based 
reputation





• Increases availability when under attack, and massive scalability
• Maintains all current DNS Master configurations and processes
• Removes single point of failure

Certified 
Firewall

DNS Master 
Server DNS Slave ICSA

Certified Service

Internal 
Certified 
Firewall

DNS Slave 
Server

DNS Master 
Server

Internal 
Certified 
Firewall





• Increases revenue by removing free loaders
• Maintains valid users traffic
• Reduces abuse and  reports violations, 

DNS Caching 
Server Transparent 

DNS Cache

Long names

Same Hostname

A request
Txt response

Report user, 
Text / email





• Increases availability when under DDOS attack
• Maintains all Security Certifications
• Reduces single Point of failure and scrubs the common DNS attacks

Traditiona
l Certified 
Firewall

Existing DNS 
Server ICSA Certified

Application Firewall 

Existing DNS 
Server





• Increases Performance for the Resolver (for valid requests)
• Maintains all existing deployment Architecture
• Reduces attacks internal and from external sources to increase up time, 

DNS Cache 
Server

DNS Resolver DNS Cache 
Server DNS  Resolver

High Performance

Visibility and 
Control

NX Domain Duplicate Requests
Random Sub Domains

Connection Table 
out only





• Increases availability and scalability for gateway services
• Maintains all current DNS configurations 
• Removes single point of failure and manual configurations

(e)NodeB

SGW/
SGSN

MME

GGSN
/PGW

DNS GSLB 
Servers

(e)NodeB

SGW/
SGSN

MME

GGSN
/PGW





DNS Risk Management

DNS
Intolerable

Minor

Unlikely Very likelyProbability

Impact to 
business





Next Steps:  Ensure Life blood to Business Applications

• If I can be of further assistance please 
contact me:

• n.ashworth@f5.com  |  +44 77 88 436 325

Scale DNS 
services

Secure DNS 
services

Always on 
Availability .




	The evolving Business needs for DNS
	What is DNS “Domain Name Services”�Your Phone, Address Book for your business applications�Loose your Phone, Address Book �Is� Loosing your Business Applications
	Slide Number 3
	Attacks on DNS do not commonly target stealing £$€¥  but impacts the availability of the businesses applications which makes the business less effective  and hence loose £$€¥ .� �Today the applications are the life blood of the business do not put them at risk
	The evolving Business needs for DNS and its Use Cases��The Use cases that we commonly deploy with customers
	Extend and Improve my existing  DNS
	What can I do to Extend and Improve my existing  DNS services
	DNS Firewalling rather than a Firewall for a DNS server
	DNS Firewalling rather than a Firewall for a DNS server
	Cache Offload
	Transparent Cache Offload
	Per Subscriber Management
	Per Subscriber Management
	Application Migration and Datacenter Availability
	Application Migration and Datacenter Availability
	Mitigating against CVE’s and Bind
	Mitigating against CVE’s and Bind
	Cache Security
	Transparent Cache Security
	Authoritative DNS
	Authoritative DNS
	Protocol and tunneling abuse
	Protocol and tunneling abuse
	DDOS protection for existing DNS services
	DDOS protection for existing DNS services
	DNS Resolver  Performance and Security
	DNS Resolver  Performance and Security
	GGSN and PGW availability
	GGSN and PGW availability
	Use Cases:
	Slide Number 43
	DNS Attacks and Outages
	Slide Number 45
	Slide Number 46

