






HTTPS://ENCRYPTALLTHETHINGS.NET/



Google using HTTPS as a ranking signal.

PCI DSS 3.1 requires TLS1.1+ for all new
deployments.

Firefox is deprecating HTTP!

HTTP/2 is only supported over TLS.
http://googlewebmastercentral.blogspot.com/2014/08/https-as-ranking-signal.html
https://www.pcisecuritystandards.org/documents/PCI_DSS_v3-1.pdf
https://blog.mozilla.org/security/2015/04/30/deprecating-non-secure-http/

http://googlewebmastercentral.blogspot.com/2014/08/https-as-ranking-signal.html
https://www.pcisecuritystandards.org/documents/PCI_DSS_v3-1.pdf
https://blog.mozilla.org/security/2015/04/30/deprecating-non-secure-http/


IoEE-Commerce Privacy Mobility
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Customer Trends:

• Higher Security Standards

• Security more mobile

Emerging Standards:

• TLS 1.3, HTTP 2.0/SPDY

• RSA -> ECC

Thought Leaders and Influence:

• Google: SHA2, SPDY, 
Search Ranking by 
Encryption

• Microsoft: PFS Mandated

MARKET AMPLIFIERS

SSL growing ~30% annually.  Entering the Fifth wave of transition (IoE)
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Sometimes those really are the droids you are looking for.



Two stage droppers contacts 
command & control servers for the  

rest of Malware… Over SSL!





http://thehackernews.com/2016/01/free-ssl-certificate-malware.html



1996 1999 2006 2008

TLS 1.0
Standardized SSL3 
with almost no 
changes
RFC2246

TLS 1.1
Security fixes and 
TLS extensions
RFC4346

1994

SSL3
Created by 
Netscape to 
address SSL2 flaws

SSL1 and 
SSL2
Created by 
Netscape and 
contained significant 
flaws

TLS 1.2
Added support for 
authenticated 
encryption (AES-
GCM, CCM modes) 
and removed hard-
coded primitives
RFC5246

2017 (?)

TLS1.3
Protocol fixes, 
enforced ciphers.



• NO Forward Secrecy
• Can be decrypted by passive devices
• If private key compromised all data
• Poor performance of passive 

decryption devices

• With Forward Secrecy
• Browsers are preferring FS
• No decryption on passive devices



https://library.nsslabs.com/sites/default/files/public-report/files/SSL%20Performance%20Problems.pdf

Vendor 2048 bit Cipher Performance Loss
Juniper SRX3600 36%
Palo Alto Networks PA-5020 79%
SourceFire 8250 83%
Check Point 12600 87%
Dell SonicWall E10800 94%
Fortinet 3600C 94%
SourceFire 8290 96%



Robust Traffic Steering Options

Users / Devices

User

InternetFirewall F5 BIG-IP
(1-box / 2-box

Air Gap Solution)

Firewall

IPSDLPWeb Gateway Anti-Malware

Decrypt and Steer

Re-encrypt

ICAP
Inline Insertion 

(L2 Mode)
1-Armed / 
2-Armed

NGFW

Inline Insertion 
(L3 Mode)

Forensics/Performance
(Clone Pool)

Passive 
(Tap)

User/device 
Authentication



Client

Logical Air Gap 



Demo
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Employee

ClientHello parked

Client SSL resumes 
with forged server 

certificate



Issuer configuration

Lifespan

Transferred attributes

Caching



Bypass by destination IP

Bypass by source IP

Bypass by hostname
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