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Introduction

Workshop objective:

1. Introduce the ADC technology handbook

2. Present an overview of the content

3. Review ADC options and trends

4. Technology Implementation Process Explained
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Introduction

The ambition to acieve financial
inclusion requires that we
address the challenge of
delivering appropriate and
affordable financial services to
an estimated 2 billion unbanked
individuals globally.

2014 Global Findex reports the
world's "unbanked" population
shrank by 20 % to 2 billion adults
between 2011 and 2014 as 700
million gained access to financial
services.
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Look Familiar?
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Alternative Delivery Channels

Channels that expand the reach of services beyond the
traditional bank branch channel.
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Evolution of Technology
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Demand for Digital Access

~ N
Retail banking channel interactions
(projected in 2016)
N J
Mobile Desktop Call Center ATM Branch
20-30 times 7-10 times 5-10 times 3-5 times 1-2 times
per month per month per month per month per year

Source: Bank 3.0 by Brett King © September 2014 The Financial Brand
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Driven by costs, expansion, efficiency

4+ Innovation

The cost of servicing
an account over the
various channels
differs drastically
showing again how
the branch is the
most expensive
($5/month/account)
vs less than $2 for
mobile based agents
or mobile accounts.

Figure 12.2 Monthly Costs in Dollars Associated with an lllustrative Transaction Account

Bank-provided account linked to e-wallet b

Mobile wallet [T
Maobile-based bank agent l:.
POS-based bank agent .:-
Branch cashier _
1 T T 1
0 2.0 4.0 6.0

B Acquisition cost per account per month
O Total variable costs
B Total fixed costs

Innovation is introducing new players and business models,

pushing retail banks towards ADCs
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ADC & Technology Handbook

This handbook

serves as a tool for

FSPs to increase the

technical

understanding of

ADCs and technology

Ag, , | platforms and to
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ADC Terminology

Term Definition

Channel The customers access point to the FI, namely who or what the
customer interacts with to access financial services. One
channel has multiple technology options: agency works on
mobile, web or POS

Enabling The underlying technology platform used to drive the channel
Technology ie POS, Mobile, ATM. This technology consists of a hardware
device, a software application and a means of
connectivity/communication

Self Service A channel that is available to customers without any other

Channel human interaction- ie don’t need an agent or FI staff invovled
eg Internet Banking, Mobile Banking and Self Service
Terminals

Over the A channel that requires the customer to interact with either a

Counter staff member or third party (agent, merchant) to transact. eg.

Channel Agency banking, Extension services
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STRATEGY

TECHNOLOGY

SELECTION

IMPLEMENTATION

O1_DEFINE
business objectives

06_SELECT

the right
technology

07_COLLECT
requirements

12_PILOT
and go live

02_ASSESS

external milieu and
internal capacity

O5_GATHER
influencing criteria

08_ISSUE

RFP and evaluate
proposals

11_CONFIGURE

and confirm the
system

ADC Technology Implementation Process

O3_DEVELOP

channel strategy
and business case

O4_IDENTIFY
available options

09_CONTRACT
the vendor

10_PREPARE
kick-off and analysis
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Comprehensive Technology Architecture
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Overview: Core Banking System

What is it? The core system that supports a
bank’s most common transactions. Includes
definition of products/services, account
opening/maintenance, loan
workflow/tracking, teller services, customer
management etc. For many FI’s this is the
most critical system for their operations.

Why it’s needed? Necessary unless you
want to use pen/paper or Excel! Provides the
logic/algorithm for products and system
based controls for all operations related to

the customer.

Examples:

INfOSYS | MFinacle

] - .
Hcrarsion (neptune %

Thinking. Crafting. Transforming. - " !
Neptune Software Group

I
' Retail Commercial and Corporate
| L
| Demand Time Commercial Commercial

. : Demand Time
' Pt Deposits Deposits Deposits
|
| Retail Other Deposits Commercial Corporate
| Morigages and Services Lending Lending
|
I Retail Lending
| and Leasing
I
l Payments and Transfers
I Customer Information File (CIF)
' General Ledger (GL)

W

remenos & MAMBU - pAif o o'e®

Core Banking
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ADC's: Business Perspective

CHANNEL NAME TYPE OF WHO/WHAT CUSTOMER | SAMPLE
CHANNEL INTERACTS WITH TO FUNCTIONALITY
TRANSACT OFFERED BY THE
‘ CHANEL
oo ATM Self-service ATM Cash out, balance
: : enquiry, payments,
cash deposit
Internet banking  Self-service Computer, phone, tablet, Enquities, transfers,
Q Mosk RRIENES Most commonly used
channels.
Agent banking o7C 3rd party agent, Cash in, cash out,
merchant, phone, POS, payments
mobile
How to use the channel?
& Extension services, OTC Bank staff: loan officer,  Account opening,
(field staff, mini susu collector, other FSP  cash in, cash out, 1 P
® ® branch, branch on staff, POS, mobile loan applications, W h OIS th e user:
' wheels) enquiries
Mobile banking Self-service Phone Enquiries, transfers,
payments
‘? E-wallet Self-service + Phone, computer, Cash in, cash out,
°  (m-wallets, orc merchant, kiosk, ATM, payments, transfers
: ‘ prepaid cards, agent, card
store cards)

Call center o7C Phone, customer service = Enquiries, transfers,
rep payments

! ‘SofhwareGroup
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ADC'’s:
|
End user portal
- nd user porta J:l_
Ava I I a b I e Self Sevice terminal

O ptl 0 n S - @ Internet/VPN

Customer HQ Third party

D Interet banking FI Back-Office System: . Credit bureau

e Core banking system —

Mobile banking D * Customer relationship management Mobile money %
+ Finance/Accounting

@ Call center : Efrlzjnr:?annaf;emn"ﬂft ﬁ ﬁ National switch
* Cheque management
* HR system EFT Switch
* |oan origination
+ Data warehouse/reporting system
* Document management system

” » Social performance measurement
Fle Id * Reconciliation system Age nt

* Credit scoring

operations Banking

@ POS
Digital field application D (K) Mobile network ! D Tablet

D Mobile

Merchant

D Mobile
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Mobile Financial Services Overview

What is Mobile Financial Service?

b Connecting consumers financially through mobile
Within ADCs, those that spire -
re|y on the use of a Identifying types of Mobile Financial Services
mobile phone are Mobile Transfer Value Proposition
collectively called Mobile ¢ Domestic remittance (SYELENAER S,
) . ) @ International remittance & Two -way interaction
Financial Services (M FS). “ Cost:\"-ln o:lt:c':sh-oui on between merchant and
) mobile wallets consumer
These are radically T ¢ Accessibility in remote
- — location

changing the financial

© Bill payments & No mandatory requirement

inclusion space, @ Public facility access of POS terminal
. © Retail purchase
particularly through us of © Aitime recharge '
© Social security payments

mobile money. We will
look at each MFS channel

Mobile Banking Alternative form Compliment Form

¢ Financial services (loan, In developing countries: In developed countries:
Separately: Mobile savings and bank fransfer) & Limited number of payment & Wide range of payment
. . & Account management instruments instruments
Money, Mobile Banking, ¢ Information services & Larger unbanked & Lower unbanked population
A Ext ) (balance, transaction population
gency, xtension records) & Poorfinancial infrastructure & Well-developed financial

& Micro-insurance and credit hfrastoctons

Services and Merchant
Services.




MFS: Mobile Money

ADOPTION OF MOBILE MONEY SERVICES

$ $

REGISTERED
MOBILE MONEY
ACCOUNTS
GLOBALLY

USAGE OF MOBILE MONEY SERVICES

INCREASE IN

NUMBER OF

MERCHANTS

U 40/ WHO CAN ACCEPT
MOBILE MONEY
© 0 IN2014

FASTEST
GROWING

PRODUCTS IN
2014 WERE:

=

103

MILLION
ACTIVE MOBILE
MONEY ACCOUNTS
as of December 2014

on a 90-day period

SERVICES

ACCESSIBILITY OF MOBILE MONEY SERVICES

U

o
MILLION P -
PRSI Sa|  NOW OUTSIZES sAsAsAsA A
ACCOUNTS IN TRADITIONAL
EAST AFRICA FINANCIAL &
- mg“wos’;vﬂ REMITTANCE sPAsAsAsAsA
. SERVICE NETWORKS

MOBILE CREDIT & MOBILE SAVINGS

10 MILLION 5“%

NN0 MOBILE MONEY
~ AGENT ACTIVITY
Ju/o RATE IN 2014

Services now offer
mobile money via an
app, in addition to
USSD, STK, & IVR

OF RESPONDENTS
HAVE COMPLETED
A MOBILE MONEY
PLATFORM MIGRATION,
OR HAVE PLANNED
MIGRATIONS IN 2015

INCREASE IN THE
NUMBER OF MOBILE
CREDIT SERVICES IN 2014
THE COSTS OF INTERNATIONAL I I
REMITTANCES: COSTS ARE ALMOST
3 X ln W E NE“DIECREDWNSGCORlNGDAT
MODELS USING MNO A
THAN SENDING MONEY MOBILE MONEY ACCOUNTS &RE:\L‘:';TP%%E%{RSE?#H
T0 SUB-SAHARAN AFRICA DL e eSS E Eosey NON-PERFORMING
VIA TRADITIONAL MONEY IS INCREASINGLY USED FOR LOANS COMPARED TO
TRANSFER CHANNELS CASH STORAGE TRADITIONAL LENDING
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MFS: Mobile Money - Mwallet

4 P ",
M-PESA
3. Customer sends ¢-money to Customer D
= 3
2
5 2. Customer C 4. C}utmlwr D (receiver)
% (sender) deposits 2a, M-PESA transfers ¢- 4a, M-PESA transfers ¢- "’“"‘!"‘_“" cash from
= cash with Agent 1o money Lo consumer money to Agent account Agent till in exchange for
= buy e-money ount CmpncY
’ 2 4
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[ 2 — - ' M ' ’ ' A 4
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£ $ o7 Ao ot N0y Ui o 1 B A J 8
= A I & 5. M-PESA ¢-moncey account
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°

1 ' M-PESA Bank Account S »

g S

=

3 1. Agent A deposits cash 6. Agent B withdraws cash

Z into M-PESA bank from M-PESA bank

[~ account to buy e-money account to reduce his e-

float money float

(Y sottwareGroup



o o EEERRRRRRRRR

MFS: Mobile Banking

The use of a mobile phone by a consumer/client to access financial
services (financial and non financial transactions). The account being
accessed is a full bank account rather than a virtual e-money account.
However, it is very common to have a linkage between this service
and the m-wallet to enable bank to wallet transfers.

Most common mobile banking activities

st ATET 2 1:35 PM 81%
& ) Name Of Bank

Checked an account balance
or checked recent transactions

ot
banking app on your mobile phone
UL
between your bank accounts
Received an alert (e.g., text message, _
push notification, or e-mail) from your bank 57%
Deposited a check to your account elec- _
tronically using your mobile phone camera 51%
Made a bill payment using your bank's _ 480
online banking website or banking app

Located the closest in-network
ATM or branch for your bank _ 40%

94%

al

Source: Federal Reserve @ March 2015 The Financi

\ -
Transferred money from your
- 25%
bank account to another person ¢
Note: The number of respondents who were mobile banking users was 829, !\_ ’ SoftwareGroup



MFS: Agency Banking

Banking services offered by a third party agent who is authorised by the bank
to provide limited services to clients, typically cash in/out. Note that mobile
money also requires an agent network to support cash in/out to wallets but in
this case the network is managed by the mobile money provider. Different
technology options are available for agency including: POS, mobile or web

portal.

W
OFFICIAL
CO-OPERATIVE BANK
4=AGENT
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MFS : Extension Services/Digital Field
Applications

Use of a mobile device (phone, tablet or POS) by staff of the Fl to provide
services outside of the branch. This could be used only for non financial
services such as customer registration, account opening, loan applications or
could support financial transactions such as deposits, group collection sheets

and even withdrawals.

ATATT
MUBEEAE
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MFS : Mobile Merchant Services

Merchant payments which have traditionally relied on use of a physical POS
device and a payment card are now moving to embrace mobile technology.
This can either be in the form of an m-POS as a replacement of the physical
POS or could use either mobile banking or mobile wallets to make a payment
directly to the merchant account, without the use of a payment card.

r-‘ !v-&ﬂ " ‘
LIPA NA mimgj! =

SAFE . CONVENIENT . NO YRANSACTION FEES

_
RMVISA Overview VISA |

o mVISA
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ADC: ATM & POS Network IVTanagement

Business Case

Device management and monitoring tools to manage a network of ATMs
and/or POS devices. Fully integrated with HSM and Card Management for
full service operations of electronic banking channel. Monitoring screens
display the status of all devices.

i
( TRANSACTIONS)

BALANCE INQUIRY

MINI STATEMENT
TRANSACTIONS >

Expand the reach of services with
secure and automated devices
Manage a proprietary network of
ATM to offer 24/7 banking
Leverage “on-us” ATM network to \
avoid third party fees for clients Q%ﬁgmm
Customise client interaction

according to workflow Select transaction
requirements

Distribute POS devices to retailer
for more convenient payments BalanchE ity Pin chiige

Cash Withdrawal Funds Transfer

Mini Statement Other

Full Statement



Internet Banking

Web portal that provides clients convenient self-service access to their
accounts and services, both retail and corporate. Clients can update their
user profile, transact, access statements, manage payees, and schedule
payments via a user-friendly interface.

Business Case

» Allow customers to access their
iInformation 24/7

* Improve convenience with online
account opening and applications

* Increase transaction volume with
self-service transactions and bill

pay Accounts
[ J S u p p O rtS d iﬁe re nt u S e r g rO u pS Refresh Change Name Save Date Range : | Current Month ~ Transactions Account Detai
- - Name Account No Type Curren t Balance Available Balance
and rights for corporate banking. T — cows smen
. Test 0001659001 Term Deposit 143,307 143,307
L CBS I ndependent First account 0075753001 Staff Accoun t 2,769 1,769

Standing transactions
Refresh  Cancel
Date From To Amount Period End Count End Date Description

Mo items to show.



ADC’s: Technology Perspective

CHANNEL NAME DEVICE
::'I ATM ATM, HSM
-5 o
Internet banking  Computer, phone,

tablet, kiosk

Agent / merchant Computer, phone,
tablet, POS
[ Computer, phone,
o ' @ tablet, POS

Extension
services, (field
staff, mini branch,
branch on wheels)

D Mobile banking Phone

\& E-wallet Phone, computer, kiosk,
(m-wallets, ATM, POS
‘ prepaid cards,
store cards)
Phone

’ Call center

APPLICATION

Bespoke tech

Web

Web, POS, mobile

Web, POS, mobile

Mobile

Web, POS, mobile,

bespoke tech (ATM)

IVR

COMMUNICATION

LAN (physical leased
line, P2P satellite, VPN
over internet, wireless),
modem (GPRS, dial-up)

Internet (mobile,
wireless, leased line)

Internet (mobile,
wireless, leased line),
mobile data (GPRS,
3G, 4G)

Internet (mobile,
wireless, leased line),
mobile data (GPRS,
3G, 4G)

Mobile data (GPRS, 3G,
4G), SMPR, USSD

Internet (mobile,
wireless, leased line),
mobile data (GPRS,
3G, 4G)

Telecoms - Voice

AUTHENTICITY MODE

Card / PIN, bio, mobile

Username, password,
o7TP

PIN, card, bio, physical
D

PIN, card, bio, physical

ID

PIN, OTP

PIN, card, physical ID

Password




Channel Architecture

ADC FRONT OFFICE

Web
POS ~ portal
application interface

ATM aa'a
screen**®

Internet
banking
interface

USSD menus,
mobile app
interface

A

ADC BACK OFFICE

Customer
° ® authentication
— |Jser ' _

administration 'Customer ﬁ

registration

Security

Reporting settings

S

b 4

INTEGRATION

APl EFT ISO

SWITCH

v

CORE BANKING SYSTEM

FLEXIBILITY CO SCALABILITY CO SECURITY CO ACCESSIBILITY

A channel solution has 4 components
all of which must be considered
during requirements analysis and
selection:

1. A physical device

2. An application running on the
device

3. A communication channel used
to exchange data between the
device and the FSP’s host system

4. An authentication mode used to
confirm the identity of the user
of the channel.
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ADC Front Office Options: Applications

ADC applications The application layer of ADC solutions consists of
front-end applications, backoffice administration modules, and the
Integrations between these systems and the Core Banking System

APPLICATION
OPTION

ADVANTAGES

DISADVANTAGES

SMS

STK

USSD

Available in all countries and relatively easy to set up.
Accessible on all handsets.

Lower dependency on relationship between the MNO and
the FSP (can send to all networks unlike USSD, which is per
network).

Easy to use and most customers familiar with the
technology:.

No software installation required.
Device independent, so will work on all handsets.
User-friendly menu interface.

Encryption keys are stored on the SIM, so applications have
control over the security levels.

If FSP has access to STK, they can have full control over the
channel - (less dependent on third party).

No software installation required.

Device independent, so will work on all handsets.
User-friendly menu interface.

Encryption is in-built in channel, providing good security.
No information is recorded on the device.

Usage is tied to a registered phone number, which aids in
the authentication process of the user.

Very limited functionality due to limit of message size and non-
real-time connection.

Limited security, as data entered in SMS is available as clear text in
sent messages.

Delay in delivery of messages can occur and is beyond control of
the FSP.

Requires MNO or MVNO license.

Involves issuing of SIM cards.

Updates to the application are difficult to coordinate, requiring
either reissue of SIMs or Over the Air push updates.

Customers may need to manage a 2™ SIM card (though not
necessarily replace their network SIM) or apply a skin SIM.

Not available in all countries.

Requires an agreement with an MNO, which is not always
forthcoming.

No support for peripherals, such as card readers, biometrics, or
receipt printers.

Primarily supports financial transactions.

Limited session length.

No offline support.

Can be more costly than others depending on MNO

communication fees (which are often beyond the control of the
FSP to influence).

Security (encryption) is fully dependent on the provider of the
channel.

In many countries, the frequency of dropped sessions is high and
still charged to the customer, regardless of whether a transaction
was completed successfully.

ftwareGroup



ADC Front Office Options: Applications

APPLICATION

OPTION

ADVANTAGES

DISADVANTAGES

NATIVE
MOBILE
APPS

WEB APPS

WEB
PORTAL

IVR

User-friendly and rich user interface.

More functionality available - camera, signature, and GPS.
Supports connections to peripherals: bio devices, card
readers, and Bluetooth printers.

Can work offline/online and even in online mode can be
more forgiving of poor quality connections.

Suited to both financial and non-financial transactions.

No software installation required.
User-friendly and rich user interface.
Full functionality available, but limited access to peripherals.

Can be used on different devices (mobile/tablet/netbooks/
notebooks).

Suited to both financial and non-financial transactions.

Can use CBS directly if a Web-based system is available.
No software installation required.

User-friendly and rich user interface.

Full functionality available, but limited access to peripherals.

Can be used on different devices (mobile/tablet/netbooks/
notebooks), with some limitations.

Ability to serve large numbers of customers simultaneously.
Pre-recorded messages for consistent accurate
communication of information.

Limited human intervention to maintain - enables
customers to do their own transactions without having to
talk with someone.

Hosted solutions for small institutions with limited
technology experience.

Manual intervention required to install and updates often required.
Requires support for specific or multiple devices/operating
systems, so different versions are required (Java, Android, or iOS).
Security must be built in and is not automatically present.

Multiple functionalities typically require use of external devices.
Compatible handsets tend to be more expensive (feature phone or
smartphone), hence less accessible to the full market.

Requires good continuous data connectivity.

No offline support.

Security must be built in and is not automatically present.
Requires support of multiple browsers.

Limited access to peripherals.

Compatible handsets tend to be more expensive (feature phone or
smartphone), hence less accessible to the full market.

Requires a reliable and continuous data connection to use (no
offline support).

Limited access to peripherals (Bluetooth printers and card
readers).

When used on a tablet/smartphone, usability may not be as good
as a mobile application.

Speech recognition makes it more difficult to navigate an IVR and
customers will be inclined to speak with a live person.

Complicated menu levels and choices; it can be easy to get lost in
IVR.

Cost of hosting can be high, depending on the usage.
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ADC Front Office Options: Devices

The physical object with which a user interacts, such as a mobile phone or ATM

DEVICE OPTION
BASIC PHONE

FEATURE PHONE

SMARTPHONE

ADVANTAGES

« Cheapest handset/device available.

Still relatively low cost compared with other options.
Good battery life (compared to smartphones).

Flexible in many ways: operation types, peripherals,
multi-purpose.

Good usability if used for small amounts of data.
Excellent portability.
Embedded data transfer/GPS capabilities.

Moderate hardware cost relative to processing
capacity.

Flexible in many ways: operation types, peripherals,
multi-purpose.

Good usability if used for small to moderate amounts
of data.

Excellent portability.
Embedded data transfer/GPS capabilities.

Access to a wide variety of apps/popular
development platform.

DISADVANTAGES

*  Only compatible with USSD and STK applications.

More expensive than basic phones.

Phone features may limit its function and usability (GPS,
Bluetooth, touch screen - model dependent).

Peripheral functionality is managed on separate devices (bio
reader and printers) and not in-built as with a POS.

Less popular platform for app development so may have less
access to other apps (if required).

Peripherals are limited and need to be managed separately.
Not suited to entry of large amounts of data.
No in-built security.

Peripheral functionality is managed on separate devices (i.e. bio
reader, printers) and not in-built as with a POS

Battery life may limit some uses (Bluetooth and GPS).
Not suited to entry of large amounts of data.

No in-built security, but can be added as peripherals or
embedded in app.

More expensive option compared with feature/basic phones.



ADC Front Office Options: Devices

DEVICE OPTION

TABLET

[

LAPTOP/
NETBOOK

=

POS
(DEVICE + APP)

ADVANTAGES

Flexible in many ways: operation types, peripherals,
multi-purpose.

Good usability - including more comprehensive
screens - reports, and data entry.

Good portability.
Good battery life for specific models.
Embedded data transfer/GPS capabilities.

Access to wide variety of apps/popular development
platform.

Flexible in many ways. operation types, peripherals,
multi-purpose.

Excellent usability.
Longest battery life for specific models.

Can potentially extend the use: access Web-based
CBS and other systems directly.

Significant computational power compared with
mobile devices.

Strong in-built security.
Device is portable and durable.

* Single device for multiple functions (bio, print, card

reader, SIM card) which is a must for many agent
banking platforms that require receipts.

Fast operation.
Limited misuse.

DISADVANTAGES

Peripherals need to be managed separately, although some
accessories such as tablet covers are available with biometric
reader and card scanner built in.

Battery life may limit some uses (Bluetooth and GPS).

No in-built security, but can be added as peripherals or
imbedded in app.

Relatively expensive option, although some low-cost options
exist.

Requires more training/support and computer literacy.
Less portable.

Potentially less battery life.

No in-built security, but can be added as peripherals.
Most expensive device option.

Restricted functionality due to numeric keypad (mostly suitable
for financial transactions).

Specialized training required for users to operate and
troubleshoot the devices/application.

Installation and updates support is required often, with some
level of manual intervention.

Communication capabilities are optional and influence the price
(SIM card versus cable or Wi-Fi).

Limited offline capabilities.

Limited vendors/developers and often have restricted access to
device.

Cost of device.
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ADC Back Office: Integration

Back office should cater for all user administration/customer registration,
authentication process, reporting, reconciliation, monitoring performance

etc.

Integration between
systems involved in the
ADC platform.

- Existing systems (MIS,
CBS, Accounting/Finance,
ERP)

- 34 Parties (m-wallet
providers, bulkd SMS
providers, payment
aggregators, national
switch)

=
=

n

Website

Q ﬁ Laptop

pPC

Mobile phone

)

ATM/POS
switch

RG®S

MNO led
3rd Party led

Website
1™ %
- cai— [
D center @(!’)
Tablet oM USSD
aple "
Mobile phone STK
* Smart &
* Feature -
Internet banking, « Basic Native app
extension services - Tablet =
e 5 ;
mini branch, branch kiosk B e e apble m
* Mobile banking
* SMS banking Web app
INTERNET * Agent banking
* Extension services -
field staff
MOBILE « Extension services
- bank on wheels
INTEGRATION POS
WITH 3RD app
PARTY ATM Closed user group, shared
‘ network
FSP S
Back-office systems ::
11 E
E E ATM
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ADC Back Office: Communications

Communications - All ADCs ultimately require the exchange of financial
or non-financial information between the FSP and the customer, which
typically occurs over communication channels connecting the device
and the back-office component of the ADC

Communication Options

Local area network / wide area Internal network used to communicate between devices

network (LAN/LAN) branches, etc. Could be leased line, wireless, satellite, VPN

Internet portals Secure web application used to exchange information.
Typically requires credentials to access

Mobile data MNOs offer mobile data services (GPRS, Edge, 3G or 4G4),

to access to the web and exchange information.

USSD Unstructured Supplementary Service Data use interactive
session consisting of a two-way exchange of messages

SMS ‘Store and forward’ communication channel that uses SMPP
protocol to send a limited amount of text from one phone to
another, or from one to many phones

Interactive Voice Response (IVR) Computer application with voice recognition technologies and
keypad tones during an interactive phone call

Near Field Communication (NFC) Standards-based wireless communication technology that
allows data to be exchanged between devices that are a few
centimeters apart £\



ADC Back Office : Authentication

DEFINITION OPTION AVAILABLE

Something that customer Password, PIN, pattern, secref question,
image

Something that customer Bank card, mobile phone, OTE/TAN,

FOSSESSON owns or has physical ID card

Biometric characteristic fingerprint, iris
scan

Inheritance Something that customer is

Transactions initiated remotely through ADCs often require enhanced
means of verification.

Best practice for authentication over ADCs dictates that two-factor
authentication should be used.

The level of security delivered will be influenced not only by the number of

factors used in authentication but also by the relative security of the factor
itself.
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ADC Risks

Five risk areas to consider with ADC projects

1. Legal- risk of lawsuits arising due to misuse of the channel, breach of
contracts or laws such as data protection and AML, immature
governance structures

2. Operational- fraud /theft committed via the channel, agent/ATM
liguidity management, poor quality of service, unauthorized fees

3. Technological- logical and physical security, lack of integration,
software/hardware failures, weak support + implementation from
suppliers

4. Compliance- risk of fines or loss of license due to non compliance with
laws including AMK, CFT, Agency, e-money, consumer protection,
regulatory reporting

5. Reputational- loss of customer and market share due to the
occurrence of any of the above risk. Can be higher where using third
parties to represent the bank and don’t adequately control the quality
of service from these agents.

{/‘-‘\
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STRATEGY

TECHNOLOGY

SELECTION

IMPLEMENTATION

O1_DEFINE
business objectives

06_SELECT

the right
technology

07_COLLECT
requirements

12_PILOT
and go live

02_ASSESS

external milieu and
internal capacity

O5_GATHER
influencing criteria

08_ISSUE

RFP and evaluate
proposals

11_CONFIGURE

and confirm the
system

ADC Technology Implementation Process

O3_DEVELOP

channel strategy
and business case

O4_IDENTIFY
available options

09_CONTRACT
the vendor

10_PREPARE
kick-off and analysis
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Step 1- Define the ADC objectives

Vision/mission/strategy of FSP, strategic objectives, identify channel
strategy team

Step 2- Assess the environment
External and Internal Assessment

Step 3- Develop the channel strategy and business case

Business goals/objectives for the channel, market analysis, SWOT
analysis of channels, recommended channel, requirements (ops,
financial, IT), high level timeline, high level budget, risk analysis

{ Y softwareGrou p



Phase 1: Define Channel Strategy

INTERNAL

Vision & Mission
Products & services
Capacity

IT environment

Business case/
revenue model

New channel strategy

FUTURE OPTIONS

% TR Internet
ATM Agent/ banking

Extension  Merchant
services

B

Mobile
banking

Call
Center

@i

E-wallet

EXTERNAL

Client needs
and demands

Competition

ICT landscape

Strategic partnership

Regulations



Phase 2: Map Strategy to Tech Platform

Website

portal
]

%

O = cal . [
. D center CCC@D)
Website D SMS USSD
Y Tablet .
Laptop Mobile phone STK
== e Smart mom
PC » Feature || :
%1 Internet banking, « Basic == Native app
. extension services - CES
Mobile phone mini branch, branch kiosk Tablet m
e Bank led e-wallet
» Mobile banking —
» SMS banking Web app
e « Agent banking
E ..* INTERNET * Extension services -
w ATM/POS MOBILE « Extension services
switch MNO led - bank on wheels POS
3rd Party led INTEGRATION OS
WITH 3RD app
PARTY ATM Closed user group, shared
‘ network
POS FSP ooo
% Back-office systems :: I
i g =
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Step 5- Gather influencing criteria

« Types of transactions

« Security levels

 Mode of authentication: card + PIN, biometric, OTP
« Quality/availability of communication channels

* Handset availability

Step 6- Select the platform

Consider the advantages and disadvantages of the various applications
and device options

{/‘-‘\
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Phase 2: Map Strategy to Tech Platform
Decision Tree: Mobile Banking

USSD APP SMS
: BANKING

: ; SMART APP
Y % _VIA DATA
L SMART APP
USSD 1/ .~ VIASMS
AVAILABLE? ; X

: DATA
AVAILABLE?
SMART PHONE SMART APP

PENETRATION VIA DATA

usf;n APP / *

v DATA 'HIGH
; AVAILABLE AND
: .~ AFFORDABLE? : Low
T USS i . s BB WEB APP
AVAILABLE? =~ BANKING . W VIA DATA



Phase 2: Map Strategy to Tech Platform

Decision Tree: Agency Banking

.. POS
........... SMART APP
EMW/HSM * .....
CARDSECURTY e HIGH
.~ REQUIREMENT e
et ANY .............
_ / " SMARTPHONE pLoweERY NON-SMART
.....- pENETRATlON ......................... (J2ME) APP
PERIPHERAL
REQUIRED?
(CARD,BO e USSD APP
- PRINTER)™ 4@ ... ussb . / . SMART
AVAILABLE """ W e APP
FINANCIAL *
_ONLY e
E .. SMARTPHONE " HIGH
PENETRATION
... LOW i IEE AR
TRANSACTION :
TYPE * ............
....... Dara - HIGH
AVAILABILITY .,
“WITH SMART APP
HONEINAR A ON MOBILE i
T, AMOUNT. . BASIC’
OF DATA ™
REQUIRED SMART APP
T e ON TABLET NON-SMART
ADVANCED e GPS (J2ME) APP
" OTHER USES  eeetrerreeeemnn.. EXCEL/MIS............ APP/WEB
ON LAPTOP
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Phase 3: Vendor Selection

Step 7- Collect the requirements
Step 8- Issue the RFP and evaluate
Step 9- Contract the Vendor

COLLECT ISSUE RFP
REQUIREMENTS AND EVALUATE
e PROPOSALS

CONTRACT THE
VENDOR

» Gather and list » Shortlist the
the requirements suppliers

» Weigh the » Issue the RFP
requirements

» License

» Implementation

» Support

» Evaluate
» Payment terms

» Prepare the RFP responses
» Calculate TCO

» View demos

» Check references




Stage 4: Implementation

Implementation Process

O01_TEAM 02_KICK-OFF 03_REQUIREMENT O4_HARDWARE O5_TRAINING
INFORMATION ANALYSIS PROCUREMENT

10 09_GO LIVE 08 07

MAINTENANCE CONFIGURATION INSTALLATION ACCEPTANCE
AND REVIEW CUSTOMIZATION TESTING

O06_USER




Step 4: Implementation- Decisions

TECHNOLOGY

KEY IMPLEMENTATION DECISIONS

ATM
oo e
oo
oo

Which bulk SMS provider to use for both sending SMS and short code (required for pull mesages).

Confirm maximum message length for SMS from the bulk SMS provider.

If short code needs to be accessible across multiple networks, need to identify which authority can allocate a single
number.

Where to store customer’s phone number: in CBS / mobile banking system or other system.

How to register / subscribe customers for the service? Automatically versus on request.

Where to configure fees if charging for the service: in CBS of mobile banking solution.

SMS message definition - decide what text to send, when to send it and in which languages.

How to add / change messages over time.

Join existing third party ATM network or launch own.

Closed user group or integrate to other payment networks: national switch, Visa, MasterCard.

Which system to apply the authorization policy and the rules of this policy.

Which system to store business logic such as limits and fees.

If own network: decide re hardware procurement, device management systems, liquidity management.
Configuration of card management - card production, administration, support, authentication management, HSM,
card printers.

Reconciliation and settlement - policy and systems used to support.

Definition of screens and states (and in what languages).

Setup of an ATM help desk.

If joining other network: how to integrate> What connectivity required and how to test and settle / reconcile.

OSoﬁmr@ﬁreep



Step 4: Implementation- Decisions

How to do customer authentication: one factor, two factor, security tokens, TANS, pictures, passwords.

« How to register customers for the service.

« What systems to support on-going administration of channel i.e. help desk.

«  Workflow automation for processes originated via internet - check book requests, loan applications, high value
transactions, currency exchange.

INTERNET BANKING

* Whether to print transaction receipts or use SMS .

* How to manage the devices used by remote users: MDM versus other device management system.
* How to manage agents including limits, commissions, access rights, liquidity and float accounts.

*  Whether to support both online and offline processing: offline for non-cash, all cash online.

= [f offline, what criteria to use to sync data: loan officer, region, other.
*  KYC implications on remote account opening.

AGENCY
* How to match incoming payments to the correct customer account i.e. which identifier: phone number; national ID,
account number.
\&, « What business rules to apply to incoming payments: overpayments, group accounts, split to savings.
‘ * Qutward payments - how to validate a customer’s phone number: one-off registration versus confirmation at time of
sending.

« How /when to reconcile payments between the systems: automated versus manual, daily.
* Receipting payments received via M-wallet: manually versus SMS versus no receipt.
* How to handle group loans over this channel: individual versus batch.

M-WALLET
INTEGRATION

{_VsoftwareGroup



Step 4: Implementatlon Decisions

M-BANKING

BIOMETRIC CARD

How to register customers for the service.

Where to store customer’s phone number: CBS or m-banking system.

How to support PIN setup and administration.
Where to configure fees if charging for the service.
Process flow per transaction type.

Enrollment process - new and historic customers.
Maker / checker versus one person enroliment.
Accessibility of bio verification across all systems - CBS
+ channels.

Exception process - what happens if it does not work.
Deduplication process - when to run these checks,
process to follow up if duplicate found.

Which fingers to capture.

Which model of reader to use.

Number of allowed attempts to authenticate.

FAR / FFR thresholds*

Catering for change to business process: who to capture,
cashier processes.

Different types of cards - smart, mag, EMV.

Card administration as the application, processing and
on-going management of the card for the customer:
Card production is the physical creation of the card,
which is often done by an entity other than the one doing
administration.

First decision is who will administer and produce the
cards.

Pre-printed versus customized-pros / cons.

PIN management - HSM, PIN mailers.

Card helpdesk support.

Registration.
Who / where to reset PINS.

* Using biometrics in any business requires
an appreciation of the performance metrics
by which the systems are measured,
particularly the False Acceptance Rate and
False Rejection Rate. FAR, also known as
False Matching Rate, is the rate at which

the system incorrectly accepts the wrong
person at the point of verification. By
contrast, FRR is the rate at which the right
person is wrongly rejected by the system
due to a failure to match their authentication
details with the stored record. FAR and FRR
rates have an inverse relationship with one
another. In other words, the more selective
the biometric system is (a better FAR rate),
the more likely it is that the system will also
begin to occasionally reject the correct
fingerprint. Biometrics systems will need to be
configurable to decide the best setting to use
to balance these two rates, which is both a
function of the size of the database as well as
some individual system factors that a vendor
will need to advise on.
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. Use existing networks to test out new channels

. Challenge your existing processes to maximize impact
. Pick partners carefully

. Prioritise flexibility and scalability

. Consider the context carefully

. Accept that strategy will evolve over time

e
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About Software Group

Software Group is an advanced technology company
focused on end-to-end solutions for the financial and
retail sector.

The experienced team of professionals is committed
to the efficient delivery of innovative solutions and
has an outstanding track record of handling complex
development projects.

Software Group prides itself on delivering products
and services which adhere to the principles of quality,
transparency and affordability.




About Software Group
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With 7 offices and 14 partner support offices we serve over 100 clients on 6 continents
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Products, Services and Solutions

Delivery Channels

IT Strategy and Agent Networks
Consultancy, assessments, Design, development,
selections, implementations, implementation,

audit, enhancements, support utilities building

Reporting and
Analysis Tools
Products, design,
development,
implementation, support

Integrations
Design, development,
implementation,
support

Mobile Banking and M-Wallet
Products, design, bespoke apps
development, implementation, integrations Gsmm;qg;ggp



Product Portfolio

EFT
Switch

EFT
Bridge

Web front-end
for banking system

Mobile banking /
M-wallet application

SMS messaging
and alert platform

Card Management
System

Biometric
authentication

Data
Warehouse



Main Solutions

Agency
Banking

Deploy an agent network
to support low cost
expansion of services

Biometrics

Capture, search and verify
identity using biometrics

Internet
Banking

Provide clients with a
convenient channel to
manage their
accounts

Digital Field
Application

Access your
MIS/ERP/CRM from the
field through use of
mobile applications to
digitize your operations

Alerts and
Campaigns

Efficient customer
communication via SMS
or E-mail

M-wallet

M-wallet system for
banks, mobile operators
or third party providers

Mobile

Banking
]
Enable mobile access
for customers to
transact and enquire
anytime, anywhere.

Data
Warehousing
]
Same data different view,
extract and deliver
reports that meet your
business needs

Bank
Reconciliation

N
Supports reconciliation
and settlement between
multiple parties

Web Front End

]
Deploy a web based front
end for financial
institutions that supports
the full customer lifecycle

ATM&POS
Management

Develop and operate
your own ATM/POS
network

Anti-Money
Laundering

Web based solution for
monitoring, control and
compliance

Payment Gateway
]
Integrate with any type of
3" party network,
settlement and
reconciliation

Card Management
]
Issue and operate debit
and credit cards, prepaid
cards, etc.

Remittance
Management

]
Full support of non-
account money transfers
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Contact Us
SG Headquarters, Europe: Sub-Saharan Africa:
115N, Tzarigradsko shosse blvd. Suite 14, The Green House
1784, Sofia, Bulgaria Ngong Road 28804-00100
+359 2 923 17 83 Nairobi, Kenya
+ 254 717 639 392
West Africa: Asia:
Fayza Plaza 2nd Floor, Apartment No.3 5/F La Paz Center, V.A. Rufino St,
Oyarifa Accra, Ghana Makati, 1128 Metro Manila, Philippines
+233 302 975617 +63 2 831 1424
Pacific: Latin America:
4/36 Agnes Street Av. Venustiano Carranza 1041
Fortitude Valley, 4006, Australia Zapopan, Jalisco, 45180, Mexico
+61 732173249 +52 1 331 3317513

www.softwaregroup-bg.com

o0 info@softwaregroup-bg.com (Y softwareGroup



